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Abstract

A preferential attachment (PA) has been suggested to model network evolution
and to explain conjectured power-law node degree distributions in real-world
networks. In Markovich, Ryzhov (2022a,b), the schemes of the linear PA proposed
in Wan et al. (2020) for the network evolution were suggested for information
spreading. The PA and the well-known algorithm SPREAD proposed in Mosk-
Aoyama, Shah (2006) were compared regarding the minimum number of evolution
steps K* required to spread a single message among a fized number of nodes in
non-homogeneous directed networks. This comparison was done in Markovich,
Ryzhov (2022a,b) without node and edge deletion during the evolution. The
objective of the current study is to investigate the impact of the PA parameters
on spreading of a single message to a fixed number of nodes in the graph when
an existing node or edge is uniformly deleted at each step of the PA evolution.
The results are provided for simulated graphs.

Keywords: evolving network, information spreading, linear preferential attach-
ment, SPREAD algorithm, node and edge deletion

1. Introduction

Let Gy = (V4, Ey) be the graph with sets of nodes V; and edges E; generated by
the attachment of a new node and a new edge at time ¢. The preferential attachment
(PA) has been suggested to model network evolution and to explain conjectured
power-law degree distributions in real-world networks [1]. Such networks contain
rare giant nodes with a large number of links (node degrees). The node degrees grow
fast at each evolution step since new nodes prefer to be attached to valuable nodes.
Here, we focus on the rate of the spreading of one message among a fixed number n
of nodes in the direct networks. The information spreading arises particularly for

*The authors were supported by the Russian Science Foundation RSF, project number 22-21-00177.
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distributed computation [2]. In [3], [4] the linear PA a—, —, 7— schemes proposed
in [5] to model the network evolution were suggested for the information spreading.
A message to be spread among n nodes is assumed to be in the disposal of some
node set Sy C V; at time ¢. A new node v; that is appended to the network at a time
t may get the message from one of the nodes in S; (let say, node i) if v; follows the
node 7, i.e. a new edge is created such that it is directed from v; to ¢ € S;. This
case corresponds to the a—scheme where the directed edge is created from a "new”
node to an ”old” one. For example, if a customer follows a Web page, then he(she)
can upload the content of the page. Peer-to-peer networks provide another example
when a follower tends to attach to a node with a large number of peers to upload a
required peer. Another way to spread an information is to create a new edge between
a pair of existing nodes ¢ and j. If the node ¢ has the message, i.e. i € S; and the
node j has not for the time ¢, and if there is an edge j — 4, then node ¢ shares the
message with node j. We assume that the message cannot be spread to the node j if
the edge i — j is created at the evolution step. Both existing nodes may have not
the message and then no sharing is happened. The f—scheme corresponds to the
creation of the edge with any direction between two ”old” nodes.

The PA spreading has been compared with a well-known algorithm SPREAD
proposed in [2] by the minimum number of evolution steps K* required to spread
a message among n nodes in directed networks [3], [4]. The idea of the original
SPREAD is to share all messages nodes have among all nodes in an undirected
network. In [4] the modified SPREAD has been applied to spread a single message
among n nodes in directed networks. The latter comparison was done in [3], [4]
without nodes and edges deletion at each step of the evolution. Less attention in
the literature related to the PA is devoted to the node and edge deletion, e.g. [5],
[6], [7]. In [6] the node deletion is interpreted in the context of agent systems. Then
the collapsing agent that loses its incoming connections (consumption links) leads to
the breaking of some production links of its neighbors, and thus also leading to their
collapse. In [5] the node deletion is provided in the evolving graph at the final time
of the evolution but not permanently at each step when a new node is appended. In
[7] the tail index of the PageRank and the Max-linear model used as node influence
characteristics is estimated nonparametrically for graphs generated by the PA a—,
B—, v— schemes where the existing node or edge is deleted.

Our objective is to extend the results in [3], [4] by investigating the impact of
the PA parameters o, 3, v on the spreading of one message to n nodes in the graph,
when a node or an edge is uniformly deleted at each step of the evolution. We aim to
compare the spreading rate of the linear PA schemes and of the SPREAD algorithm
for different values of «, S, 7.
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The message may be lost in the network due to the deletion of nodes with the
message. Such situation is impossible for classical SPREAD where nodes share all
messages what they have with each other. If an edge is deleted, then the message
cannot be lost as in the case of node deletion, but it may not be transmitted further.

The paper is organized as follows. In Section 2, related works regarding the
linear PA schemes (Section 2.1) and the spreading information (Section 2.2) are
described. In Section 3, our main results concerning the spreading with the node or
edge deletion for simulated graphs are presented. We end with conclusions.

2. Related works

2.1. Preferential attachment. The linear PA schemes [1], [5] start with an
initial directed graph G(ko) with at least one node and ko edges and construct a
growing sequence of directed random graphs G(k) = (V' (k), E(k)) for evolution steps
k> 1. A graph G(k) is produced from G(k — 1) by adding a directed edge. Let us
denote the number of nodes at step k as N(k), and in- and out-degree of node w in
the graph G(k) with k edges as Ix(w) and Og(w). The edge creation proposed in
[1], [5] is activated by flipping a 3-sided coin with probabilities o, 5 and = such that
a+ 8+~ = 1. The independent identically distributed (i.i.d.) trinomial r.v.s with
values 1, 2 and 3 and the corresponding probabilities «, 8 and ~ are generated to

select schemes. Let A;,, Ay be other PA parameters.
e By the a-scheme, one appends to G(k — 1) a new node v € V (k) \ V(k — 1)
and a new edge (v — w) to an existing node w € V(k — 1) with probability «.
The node w is chosen with probability depending on its in-degree in G(k — 1)

Ii—1(w) + Ain
E—=1+ApNKk—-1)
e By the S-scheme, one adds a new edge (v — w) to E(k — 1) with probability

B, where the existing nodes v,w € V(k — 1) are chosen independently of the
nodes of G(k — 1) with probabilities

Okfl(v> + Aout ) kal(w) + Azn

E—1+A0Nk—-1) k—1+A;N(k—1)
e By the v-scheme, one adds a new node v € V(k)\V(k—1) and an edge (w — v)

with probability 7. The existing node w € V' (k — 1) is chosen with probability
Or—1(w) + Dout
P(choose w € V(k — 1)) Fo 1t AuyNh— 1)
Note that N(k) = N(k — 1) for the S-schema and N(k) = N(k — 1) + 1 for the
others. These scenarios realize a ’rich-get-richer’ mechanism, when a node with a
large degree can likely increase it with a high probability. As mentioned in [5], the
PA schemes allow creating multiple edges between two nodes and self loops.

P(choose w € V(k —1))

P(choose (v, w))
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2.2. Information spreading. Let us describe the idea of the information
spreading first by the SPREAD method and then by the PA. We assume that all
nodes in the network have asynchronized clocks. Let & > 0 denote the index of a tick,
on which at most one node can receive messages by communicating with another
node. To this end, on a clock tick one of n nodes (let say a node i) of the graph is
chosen uniformly. Then the node i chooses a node j uniformly among its neighbors
with probability P;; =1 /dmax, where dpyax = max;ey d;, d; is the degree of node 1.
The usage Pj; = 1/d; as in [8] allows us to avoid the necessity to know the maximal
node degree in the network.

In Algorithm 1 by [4], the SPREAD algorithm proposed in [2] for undirected
graphs has been modified for directed graphs assuming that a single message of an
initial graph G can be spread to a part of the rest nodes. The node ¢ may share the
message with the node j if there is a directed edge from j to i. We use P;; = 1/1;,
where I; is a node in-degree in contrast to [4] where out-degree O; was used instead of
I;. Such a mechanism simulates the message spreading when users search and collect
data from pages in Internet and can share it further with other users through their
web-pages. The next node j is proposed to select uniformly among nodes V\S(k)
without the message at the clock tick k. S(k) denotes the set of nodes that have the
message at the end of the clock tick k. The linear PA can also be used for spreading
using the directed edge (j — i) from the new node j to the old node i or between
two existing nodes i and j [4]. The edge (j — i) can be created by the a— or f—
schemes. As in [4] we compare the SPREAD algorithm and the PA schemes by the
minimal number of clock ticks or evolution steps required to disseminate the message
from Gy to n nodes with probability not less than 1 — §, namely,

K* = K*(n,6)=inf{0<k <K' :Pr(|Sk)| =n) >1-38}, 6¢(0,1). (1)

||S(k)|| is a cardinality of the set. The number of steps is bounded by K'. If K* < K’
holds, then S(K*) = n is likely hold for a sufficiently small 6. If S(K™*) < n holds,
then K’ evolution steps are likely not enough to disseminate the message to n nodes.

3. The PA and the SPREAD for simulated directed graphs

We compare a spreading ability of the PA and the SPREAD for simulated
directed graphs and three deletion strategies. The first strategy 'without node and
edge deletion’ has been studied in [3], [4]. Here, we focus on two strategies of uniform
node or edge deletion at each evolution step when a new node is appended.

Our experiment is the following. We generate 100 graphs by the PA schemes
starting with an initial graph G up to step K*(n,§) < K’ with K’ = 2.5-10° and
0 =0.01 in (1). We aim to spread a message from Gy to n = 100 other nodes. The
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Figure 1. The PA parameter § against the average number of steps (K*) over 100 graphs

and against the proportion of the events {S(K’) < n} for the PA schemes without node and

edge deletion (left column); with node deletion (middle column); with edge deletion (right

column) for spreading by the PA schemes (two top lines) and by the SPREAD algorithm

(two bottom lines). The dark, light dark and grey points correspond to « € {0.8,0.5,0.2},
respectively.

probability in (1) is approximated by a proportion of the event {||S(k)|| = n} for a
given k over 100 graphs. A triangle of connected nodes has been used as Gg for the
PA evolution without node and edge deletion in [4]. If we use the triangle as Gy
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for the evolution with node deletion at each step, then the evolving graph always
contains the same 3 nodes as Gy and a random number of edges. The number of
edges depends on the frequency of using the S—scheme. The node is deleted with its
edges. If an edge is deleted at each step k, then the graph may contain the same
edges 3 as Gy and k nodes. The number of isolated nodes grows up. All nodes
having the message can be quickly lost during evolution with the node deletion,
or the transmission of the message may become difficult for the case of the edge
deletion. To give more opportunities for the message spreading in case of node or
edge deletion, we take G sufficiently large. Gy is generated by 103 evolution steps
by the PA schemes with parameters (a, 3,7, Ain, Aour) = (0.4,0.2,0.4,1,1). Starting
with Gg, 100 graphs are evolved by the PA for each set of parameters «, 8, which
all are taken in the interval [0.01,0.99] with step 0.01 as far as A;;, = Ay = 1. The
comparison of the PA and the SPREAD algorithms is shown in Fig. 1. The PA
schemes spread the information faster for large values of o and small values of S,
that implies the spreading among newly appended nodes mostly, see Fig. 1 (top line).
In contrast, the SPREAD is faster for small o’s and small 3’s apart of the case with
node deletion; Fig. 1 (third line). In the latter case, the SPREAD is faster if o +
is close to one, i.e. there are a few edges directed from the existing nodes to newly
appended ones. The impact of o and 8 on the proportion of events {S(K’) < n}, i.e.
when the message cannot be delivered to n nodes by K’ steps, is shown in Fig. 1
(second and fourth lines). The PA and the SPREAD without node and edge deletion
and with edge deletion lead to the full spreading of the message among n nodes
independently of « and . The case of the node deletion is different. The PA may
spread the message to all n nodes for any « if 5 > 0.5. For g < 0.5 the message will
be delivered to a part of n nodes. Similar conclusions can be done for the SPREAD.

Fig.2 shows the impact of v and  on K 4 /K§prpap, Where K3, 4 and K pppap
denote the minimum number of steps required for the PA and SPREAD algorithms,
respectively, to spread a single message to n = 100 new nodes. The options a+ 3 > 1
were not considered due to condition o+ 54y = 1. One can see areas where the PA
is faster spreader than the SPREAD, i.e. Kiy < Kiprpap, and vice versa. Fig. 2a
and 2c look similar that is in agreement with Fig. 1.

4. Conclusions

We study the linear PA schemes as the tool to spread one message from an
initial graph to n rest nodes of the network. We compare the PA and the SPREAD
algorithm on directed simulated graphs generated by the PA a—, f—, y—schemes
with different sets of the PA parameters. The graph evolution with the uniform node
or edge deletion and without node and edge deletion is considered. One may conclude
that the PA a— and f— schemes may be the faster spreader than the SPREAD
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(a) (b) (c)

Figure 2. The dependence of K}, ,/K&prpap averaged over 100 graphs for the PA
parameters « and [ and the evolution without node and edge deletion (Fig. 2a), with
uniform node deletion (Fig. 2b) and with uniform edge deletion (Fig. 2c). The dark area
indicates K54 < Kiprpap, the grey area - Ki 4 > Kiprpap- In Fig. 2b, the light dark
area indicates that the message is missed for both PA and SPREAD algorithms.

algorithm for large values of a and for the evolution without node and edge deletion
or with edge deletion. The PA may be faster than the SPREAD for smaller « in
the case of node deletion. For node deletion, the message may be lost, and both
spreading algorithms will not be effective. The extended version will contain an
application to real temporal graphs. The future work may concern to finding the
probability to lose the message due to the node deletion.
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Abstract

Fifth-generation (5G) networks are expected to revolutionize wireless commu-
nication by enabling faster and more reliable data transfer rates. However, the
use of millimeter-wave frequencies in 5G networks introduces unique challenges
in data transmission due to phenomena such as dynamic signal blockage, which
can result in sudden and intense resource demands for sessions. This paper
presents a mathematical model of a 5G base station using a resource allocation
system with waiting and non-homogeneous resource requirements for sessions.
The study aims to determine the most efficient way to select sessions from the
waiting buffer to increase system performance and minimize the probability of
blocking data sessions and reduce waiting time in the waiting buffer. As a result
of the research, it was found, that the method that prioritized sessions with
the highest resource requirements and took them from the waiting buffer until
the system reached its limit, demonstrates the best system performance under
certain parameters.

Keywords: 5G networks, millimeter-wave frequencies, dynamic signal blockage,
data session continuity, resource allocation, queueing theory.

1. Introduction

The emergence of 5G technology has brought about significant advancements in
the field of data transmission. With its high speed, low latency, and massive capacity,
5G promises to revolutionize the way we communicate and consume data. However,
the implementation of 5G also poses unique challenges that must be addressed for the
technology to reach its full potential. One of these challenges is the dynamic blocking

The research was funded by the Russian Science Foundation, project No.22-79-10128, https:
//rscf.ru/en/project/22-79-10128/.



DCCN 2023
On comparison of waiting buffer scheduling methods in a ReLS 25-29 September 2023

of signals, which causes a sudden increase in resource demands for a particular session,
leading to resource congestion and blocking of other sessions.

To address this challenge, several techniques have been proposed, including the
use of Channel Quality Indicator (CQI) and Modulation and Coding Scheme (MCS)
in 5G networks [1]. CQI and MCS are used to optimize data transmission by selecting
the appropriate modulation and coding scheme based on the channel conditions.
This optimization can significantly improve the efficiency of data transmission and
reduce the likelihood of blocking.

In several studies [2, 3, 4], resource loss systems (LS) with finite resources and
random requirements have been used as one of the tools for modeling 5G cellular
networks. However, the authors did not take into account the possibility of storing
sessions in the waiting buffer. Our previous research [5] has been conducted on the
analysis of resource LSs with waiting buffer, for which the equilibrium equations
for the stationary probabilities of the system, as well as, the loss probability of
the system, average waiting time, average number of sessions, and average resource
requirements of blocked sessions were analytically derived.

In the current paper, we extend this work [5] by considering the specific case of
5G networks and analyzing different methods for selecting sessions from the waiting
buffer to minimize the probability of blocking and waiting time. The simulation
model is implemented in Python using methods from [6], and the parameters of the
system are defined by the number of servers, the number of available resource units,
and the waiting buffer size. We compare six different methods of selecting sessions
from the waiting buffer and evaluate their performance based on several metrics.

2. Model description

We consider a resource LS with finite resources R, limited number of servers N
and waiting buffer size V', see Fig. 1. Sessions arrive according to the Poisson law
with rate A. Serving process of each session requires a server and a random number
r; of resources, 1 < ¢ < N, 0 < r; < R. If there are not available servers in the
system, the sessions are placed into a waiting buffer. In case there is space available
in the waiting buffer, the sessions are held until the system has sufficient available
resources and available servers to handle them. Upon entering service, sessions are
serviced with a service rate u, and once their service is complete, they exit the system.
Sessions that cannot be accepted into the waiting buffer due to lack of buffer space
are lost from the system.

The performance of the system is evaluated in terms of various metrics, including
the blocking probability, the average number of customers in service, the average
number of occupied resources, the average number of customers in the buffer, and
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Fig. 1. Resource LS with the waiting buffer

the average waiting time in the buffer. These metrics of interest are calculated based
on the chosen method of selecting sessions from the buffer for service.

Additionally, six different methods for selecting sessions from the buffer for service
are studied:

1. service is provided to sessions in the buffer until the system runs out of resources
or the buffer is full;

2. sessions are sorted in ascending order by resource requirement, and the ones
with the lowest requirement are serviced first until the system runs out of
resources or the buffer is full;

3. sessions are sorted in descending order by resource requirement, and the ones
with the highest requirement are serviced first until the system runs out of
resources or the buffer is full;

4. one random session is selected from the buffer for service [5];

5. sessions are selected at random from the buffer until the system runs out of
resources or the buffer is full;

6. first-come, first-served (FCFS).

During the system analysis, we store the size of the number of occupied resources
for each session in the system in a vector of size N. However, only the aggregate
value for the entire system is used in the analysis. Moreover, the time a session
spends in service is recorded when it is accepted into the system.

The behavior of the system can be described as a random process X (t) =
(&(t),0(t),0(t)), where £(t) represents the number of devices in the system,d(t)
represents the number of occupied resources and 0(t) represents the number of
sessions in the waiting buffer. The state space is given by the following form:

U Su.Sn= {(n,m,r):ogmgM,ogngN,ogrgR,pg;) >0}. (1)

0<n<N
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Let’s sort the set of states by the number of occupied resources and denote
I(n,m,r) as the ordinal number of the state (n,m). The steady-state probabilities
of X (t) are given by the expression (2).

qn(m) = tliglo P{&(t) =n,0(t) =m,0(t) =r,(n,m) € Sy} (2)

3. Numerical Results

For numerical analysis we consider a system with N = 100 servers, and R = 100
resource units, V' = 50 buffer size. The service time for each request is exponentially
distributed with g = 1. The system is modeled using two different resource require-
ment distributions: the geometric distribution with parameter values of p = 0.7 and
the Poisson distribution with parameter 4.

The results of the simulation are presented in tabular form for ease of comparison
between the different selection methods. Overall, the performance of the system is
heavily dependent on the resource requirement distribution and the method used to
select sessions for service.
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Fig. 2. Average number of occupied resources. a) Geometric distribution b) Poisson
distribution

We start with Fig.2a and 2b illustrating the effect of the average number of
occupied resourses on the arrival rate for the geometric and Poisson distributions,
respectively. It is evident that under low load conditions, the methods exhibit
approximately similar values. However, as the arrival rate increases, it becomes
apparent that the method that prioritizes the most resource-demanding sessions from
the waiting buffer demonstrates the highest average number of occupied resources in
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the system. This dependency is observed for both the geometric and Poisson distri-
butions, with the only distinction being that the graphs for the Poisson distribution
start to noticeably increase earlier.

Fig. 3a and 3b present the dependence of the average waiting time for sessions on
the arrival rate. At low loads, a significant gain in time is observed for the method
3. In the case of the geometric distribution, at A = 26, the waiting time is 67% less
compared to other waiting buffer scheduling methods. At the incoming flow rate of
A = 27, the time difference is slightly less and amounts to about 20%. With further
increase in the parameter, the average waiting time of method 3 relative to method 1
that provided to sessions in the waiting buffer until the system runs out of resources
increases. For the Poisson distribution, the system behaves similarly, however with a
smaller time advantage of method 3.

Fig. 4 shows the blocking probability for the geometric distribution. At low loads,
the probability is zero because the number of occupied servers in the system has not
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yet reached its maximum, as can be seen in Fig. 3a and 3b. With an increase in A,
the blocking probability also increases, which is due to the fact that a larger number
of sessions enter the system, occupying resources and space in the waiting buffer.

4. Conclusion

In our paper we consider a model of a multi-server loss system with the multi-type
of resources and waiting buffer and investigated the system performance indicators
for various waiting buffer scheduling methods. The research revealed that, under
specific parameters, the method that prioritized sessions with the highest resource
requirements and served them until the system reached its capacity, demonstrated
the most optimal system performance. The results of this study can be used in the
design of 5G networks.
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Annoranus

B mannoit paboTe mpetoXKeHO pelleHne I ay TEHTU(OUKAIIIN T0IH30BATe-
seit ¢ momoripio Mexaunnsma [EEE 802.1x ¢ ucnosnb3oBanneM pa3pabOTaHHOIO
Beb-cepBepa JIJIsl PacIipejie/ieHnst U@ POBBIX CePTU(MUKATOB B KOPIIOPATUBHOM
6eCIIpOBOJIHOM CeTU yHUBEPCUTETA.

Kuarouesbie cioBa: Wi-Fi, IEEE 802.11, ayrenrudukamnus, 6€301aCHOCTbD,
uIeHTUDUKAIIS T0JIb30BaTe e

1. BBenenue

N nentudukarus moJib3oBaresieil B 6eCIIPOBOTHON CETH COIIACHO HOPMATUBHBIM
JokymenTam Ha 2023 1. [1, 2, 3] obsi3aTesibHa IPU IPEIOCTABIEHAN CETEBBIX PECYPCOB
roJib3oBaressaM. VaeHTudukaiumst TpoBOAUTCS IPU MOJKIIOUEHUN K CETU U ayTeH-
TuduKanuu. BypHbI POCT TPOrPAMMHOTO U aIllapaTHOTO 00eCIIedeHus IIPUBOIUT K
[TOSIBJIEHUIO HOBBIX B3JIOMOCTOMKHX METOIOB ayTeHTHU(MUKAIUNA ¢ HOBBIMU CIOCODAMU
nIeHTUMUKAIIT U 8y TEHTUMUKAIIE TT0JIb30BaTe IS YCTPONCTBA UMEIOIINE PA3INIHBIE
npenMyIecTsa u Hegocratku (4, 5, 6, 7, 8, 9]. B pabore [4] aBropbl npesioxKnim mose-
JeHYecKuit crrocod ayTeHTuUKAIMN HA OCHOBAHUN JAHHBIX O CUTHAJIE U HH(MPOPMAIIIH
0 ceTr Ha MOODMJILHOM YCTPOMCTBE, COOpAHHBIX B T€UEHUE 3 CEKYHI, JJIsi OIpeIe/IeHIs
JIETUTUMHOCTHU yCTpoiicTBa B ceTu. Ho ijist MpUMeHeHnsT JTaHHOTO METOa HEOOXOIIMO
BBITIOJIHEHUE TTPOJIOJIZKUTEIHHBIX SKCIIEPUMEHTOB [IJIsl Oy YeHUsT TaHHBIX JJIsi COCTaB-
JIEHUSI TPOTHO3a U JAHHBIN METOJT HE TIPUMEHUM JIJIs CETU TeXHUIECKOTO YHUBEPCUTETA,
B KOTOPOM MHOYKECTBO YCTPOWCTB, BHOCSIIUX [OMEXY U UX BKJIIOUCHUE/BBIKJIIOUCHHE
He PerJIaMeHTUPOBAHO 110 BpeMeHu. B pabore [5] aBTOpBI IpeIoKUIN apXUuTeKTypy
6ezonacuoro Gecrposozuoro ropoga (SWC) ¢ noguepxkoit Wi-Fi u WiMAX. Ha oc-
nose apxuTeKTypbl SWC mpejcraBiena ayTeHTUMUKAIUS [TOJIb30BATEJIsI B COU€TAHUN
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C paCIIIpPsIEMBIM ITPOTOKOJIOM ayTeHTH(UKAIUN, HO B CIydae IPUMEHEHUs JTaHHOTO
MeTOJIa OCTaéTcs npobiieMa OBICTPOTo, 6€30ACHOTO U YIAO0OHOTO crocoba pacipe/ie-
JIGHUSI KJIIOUell MeXKJly KJAUEeHTaMU U cepBepoM ayTenTudukanuu. B mannoit pabore
HpeJIIozKeH criocod MouduKanuu 6eClpOBOIHON CETH YHUBEPCUTETA, JIJIst BBIIIOJIHE-
HUA ayTeHTU(MUKAIINU IITIPOKOro Habopa yCTPONCTB I0JIb30BaTe /el He TpedyroIeit
JUIATEJILHON HACTPOUWKHU U MPEJJIAraloNuil crocob pacipeieieHnsi 0Ib30BATEIbCKUX
cepTudUKATOB HA MOOUJIBHBIE TIOJIB30BATEILCKUE YCTPOICTBA.

2. IlocranoBka 3ama4du

O6bekToM aHHON paboThl siBJIsieTcs: KoprnoparusHas Gecriposojnast cetb (BKC)
YHUBEPCUTETA, 0OCJIY>KUBAIOIIAs PA3JIMIHBIE YCTPONCTBA OJIb30BaTENICH: TOPTATUB-
Hble KOMIIbIOTEPHI 1 cMapTdoHbl. YerpoiicTsa nosbzosareseit (YII) nmeror pasaudnbie
OIIEPAITMOHHBIE CUCTEMBI U PA3JIUIHBIE BEPCUU IIPOTPAMM, B CBSI3U C 3TUM, MOXKHO
CUNTATh KarXKJ0e yCTpoicTBO yHUKaJbHBIM. Ha puc. 1 npescraBiieHa cTpyKTypa bec-
IPOBOJIHOTO CErMEHTa KOPHOPATUBHON ceTH, BKIodaommas N Touek pocryna (T/I;
(1 =1...N)) pasmunbix npoussoureseii (Cisco, Eltex, D-Link, Ubiquiti) ¢ pasubivum
BEpPCUSIMH OIIEPAIHOHHBIX CHCTEM, K KOTOPbIM nojkirodatorcs M VII; (j=1... M)
st obpamenust K pecypcam JIBC u ceru Internet. Tpebyercst obecriednTs J0CTYI K
pecypcam JIBC u cern Internet st 6ectipoBomubix YII, npu ycmoBun orpanmdeHnit
HOPMAaTUBHBIX JIOKYMEHTOB Jijisi ujaeHTudukammu Y11 B mybauaHoit 6ecrpoBoiHOM
ceru Ha 2023 ro.

Internet

,/'.. :‘\‘ Y1, TA.
I @ .

Puc. 1. Crpykrypa 6eCcripoBOIHOTO cerMeHTa KOPIOPATUBHON CeTn
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3. MexaHusMmbl ayTeHTUdUKAIIMA B KOPIIOPATUBHOI OecmpoBOIHOM
ceTn YHUBEPCUTETA

st obecnievenus pocryna YII k pecypcam JIBC u cetu Internet B 6ecripoBogaoM
CerMeHTe KOPIIOPATUBHON CETU COTJIACHO HOPMaTUBHBIM JIoKyMeHTaM Ne126-DP3 ot
7.07.2003 r. B pegaxium ot 21.04.2014 r., Ne801 or 12.08.2014 r., ITocTranoBenus
IIpaurenbcra PO Ne758 ot 31.07.2014 1. HEOOXOMUMO MIPOBECTH UACHTU(MDUKAITIIO
JITIHOCTHU U YCTPONCTBA MOJIB30BATEs, TOAKJIIOUABIIEMYCsT K OECIIPOBOIHON CETH.
[Iporece nuenTudukanum — 3TO NOJYUEHUE JAHHLIX O IIOJB30BATEJIE U3 JOKYMEHTOB,
VIOCTOBEPAIOMNX JIUIHOCTh, HOMEP COTOBOTO TesedOHa MIM depe3 aKKayHT Ha caiiTe
«locycnyrus. B xopriopaTuBHOI ceTu YHUBEPCUTETA PACIIOIOXKEHBI CHEIn(pUIecKne
samuménuse nadopmarmonnbe cucreMbl (UC) mist 06paboTKy epcoHATBHBIX JTaH-
HBIX COTPYIHUKOB U cTyeHToB. Aramu3 UC u cyiecTByonux B KOPIHOPATHBHON CETH
MEXaHU3MOB ayTeHTH(PUKAIINYA U ABTOPU3AIINY, [TO3BOJIMI YCTAHOBUTDH CBI3b MEXKTY
YUIETHBIMU 3aIMCSME Ha CcepBepe ayTeHTUMUKAINA U aBTOPU3AIUN T0/Ib30BaTE e
(CAAII) u unenTudUKaINOHHBIME JAHHBIMU HEOOXOJAUMBIMU JIJIs TIOJIKJIIOYEHUS K
GecripoBojHoit ceru. ITosToMy HEOOXOAMMO HCIIOJIB30BATH CYIIECTBYIONINE YIETHLIE
zamucu it ayrearudukanuun Y11 8 BKC Yuusepcurera.

B Tabs. 1 nepeunciiensr cymiecTByonue Mexanu3Mbl ayreHTuduxaiun 8 BKC
craggapra [EEE 802.11 [6, 7, 8, 9]. Mexanusm ayTeHTudUKAIMN T03BOJISIET UJIE€H-
tudurmpoBars YII u accormuuposaTh (co37aTh JOTHYIECKUiT GECIIPOBOTHON KaHA
(BK)) st mepenaun panubix mexk iy Y11 u TII. B ¢Bsisu ¢ orpaHudeHusiMu 3812491,
TIOIXOISIIIIM METOIOM ayTenTudukannn Beiopan MexannsMm [EEE 802.1X.

’ HazBanune mexanu3zma ‘ Nudopmarius 11 naeHTUGUKAIIANR
Open/OTkpbITas MAC ampec
PSK /O6mmii kittou O61mmit K101
IEEE 802.1X Pacmupsiembiit, HECKOJIBKO CXeM ayTeHTHMOUKAIINN

Tabaumna 1. O630p cymiecTByOMuX MexaHn3MoB ayreaTudukarnmn B BKC

Crangapr IEEE 802.1X omnpeesisier HECKOJIBKO CXeM JIsl ay TeHTU(MDUKAIIAN JIJIsT
BKC. Cxemsl mipejicTaBjieHbl B Ta0JI. 2.

B wmacrosimee Bpemst B BKC yHUBepcuTeTa HaCTpOEH METOJ, ayTeHTUMUKAIITT
PEAP-MSCHAPvV2 npu KOTOPOM TOJIB30BATE/0 HEOOXOIMMO BBIITOJIHUTH HACTPORKHI
MOJIKJTIOYEHUsT ¥ BBECTH JIOTHH 1 Tapoyh ayist CAATIL Ayrentudukanus moab3oBaTess
BBITIOJIHsIETCsT 338, 22 mrara puc. 2. EAP-TLS u EAP-AKA BemmosiasifoT ayreHTrdU-
KaIio OBICTpee OCTAJIbHBIX PACCMOTPEHHBIX cxeM Tabi. 2. Ho cxema EAP-AKA
MTOJIIEPKUBAETCsT MEHBITMM KoJimdecTBoM Y11, mosromy juist pazpaboTKu MeXaHU3Ma
ayreHTHUKAINN BhiOpaHa cxema EAP-TLS, npu koropoit ayTeHTH]UKAILUS TOTIB30-
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HazBanune Nuadopmanust Heobxonumbie RFC
CXEMBI JUTST UAEHTHDIKAIIT KOMITIOHEHTBI
EAP-TLS | Iudporoii ceprudukar RADIUS, [RFC5216]
nudpoBbie cepTUdUKATHI,
Hactpoiiku T/,
nactpoiiku YII
EAP-TTLS Wmst nosib3oBaTest RADIUS, [RFC5281]
U 1apoJib 1 poBoit cepruduKkaT
cepBepa,
nacrtpoiiku T/I,
nactpoiiku Y11
PEAP Wmst mosib3oBaTest RADIUS [RFC 4017]
¥ MapoJib Hactpoiiku TJI
Hactpoiiku YII
EAP-FAST Wmst nosb3oBaTest RADIUS, [RFC4851]
U T1apoJib 1 poBoit ceprudukaT
U TapoJsb cepsepa
EAP-SIM SIM-kapTra RADIUS, HLR, [RFC4186|
Hactpoiiku T/,
nactpoiiku Y11
EAP-AKA USIM-kapra RADIUS, HLR, [RFC4187]
Hactpoiiku T/,
nactpoiiku Y11

Tabauna 2. O630p cxem ayrentudukanun s mexannsma [EEE 802.1X

BaTeJIsl BBIMOJIHSIETCsT 3a 12 maroB puc. 3. i BHeIpeHUsT JAHHON CXeMbl ayTeHTHU-
duranmu HeOHXOINMO YCTAaHOBUTE crienuaabHbil cepsep RADIUS. st BHenpenust
cxeMbl EAP-TLS Heo6X0MuMO BBIIOJHATDL Psijl CJIOXKHBIX HACTPOEK HA CTOPOHE I0JIb-
3oBaresid. st yerpanenusi qaHHO IPoOJeMbl pa3paboTaHO pelleHne Jijisi CO3AaHUs
U pacrpeiesieHusl 0/Ib30BaTE/IbCKUX HACTPOeK U cepruduraros Ha YII.

4. PaszpaboTka periieHusl OJis pacnpegesieHusl MOJb30BAaTEeIbCKUX
cepTuduUKaTOB B KOPHOPATUBHOI OecnpoBOAHOI ceTu

Hudporoit ceprudpurar RADIUS-cepBepa MOXKeT OBITH BBIIYIIEH IIEHTPOM CEPTHU-
duKanun, KOTOPOMY JOBEPSIET MOJB30BATENHLCKOE YCTPOoiicTBO. CepTnduKATH MOIb30-
Baresieit xpansitcss Ha RADIUS-cepBepe. Bosnukaer mpobisiema co3/anusi U I0CTaABKI
ceptuduKaTa moab3oBaTesns Ha Y11,
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YcrpoiicTBo nosbsoBatena Touka goctyna RADIUS-cepsep

1. 3anpoc coepHeHua

2. OTBeT AR CORAMHEHMA

3. EAPoL Start

4a. 3anpoc naeHTMGuKaUMM

4b. OTeeT UASHTUOUKALMH (PUKTHBHBI

5. RADIUS 3anpoc aoctyna

6. Start PEAP

7. Ceptudwkar cepsepa

Nposepa cepTupurara cepsepa

YcTpoiicTBo nonbsosatena TouKa goctyna

RADIUS-cepsep

1. 3anpoc coeannens

8. YcraHosKa TynHena TLS

9. EAP 3anpoc/MaeHTdnkauns

10. EAP Otser (HacToawwii norus)

11. EAP 3anpoc

12. EAP Otser

13. EAP Ycnewwbiii sanpoc

14. EAP MoaTsepxaenine

15. Paspeis TLS TyHHena

17. EAP Yenex

16. RADIUS flocryn-Tpunsrve (wnw oTkas)

18. Coobuenme 1: EAPOL-Key

19. Coobuenme 2: EAPOL-Key

20. Coobuierme 3: EAPOL-Key

21. Coobuienme 4: EAPOL-Key

22. 3awnbpoBaHHbIi KaHan cansu

2. OTBeT AN1A CoBAMHEHNA

3. EAPoL Start

4a. 3anpoc upeHTUUKaUUN

4b. OTeeT MACHTUbUKaLM (GUKTUBHBI
noruH)

5. RADIUS 3anpoc goctyna

5a. CepTudwkar cepsepa

Mposepra ceprudukara cepsepa

5b. Ceprudukat nonb3osatenn

7. EAP Ycnex

Mposepxa cepTudukata nonbsosatens

6. RADIUS floctyn-Tpusate (unu okas

8. Coobuienme 1: EAPOL-Key

9. Coobusenve 2: EAPOL-Key

10. Coobuenue 3: EAPOL-Key

11. Coobuenue 4: EAPOL-Key

12. 3awnpposaHHLIl KaHan ceAsn

Puc. 2. IIporecc ayrenrudukanuu ¢ momornso Puc. 3. [Iporece ayrenTudukanum ¢ moMOIIbO
cxembl PEAP-MSCHAPv2 cxembl EAP-TLS

Pazpaborano ciemyroree perenne. Vcnomb3yoTces aBe OECIIPOBOIHBIX CETH — 2
SSID, B 0HOI U3 KOTOPBIX UCIOIB3yEeTCsI OTKPBITHIA METOJT &y TeHTU(DUKAIH JIJIsT
rosiydenusi cepruduKaTa MoJIb30BaTe s Yepe3 3alnIEHHbII KanaJs 10 Beb-cepBepa,
a BTOpast ucnoJibzyer meroj ayrearuduranun KAP-TLS. ns nonydenus: ceprudu-
KaTa I0JIb30BATE/b 3aX0/IUT HA CAUT BbIIAYM cepTU(UKATOB, Ha KOTOPOM OH JIOJI?KEH
IpoiiTH ayTeHTUMUKAIIIO, JIJI UICHTU(MDUKAIIMA CBOEHl JIMIHOCTU. 3aTEM BBIIIOJIHSIT-
csd yCTAHOBKa cepTudukaTa u HACTpoOiika ceru. JlJigT aBTOMATUYECKON yCTaHOBKHU
cepruduKaTa UCIOJIB3YIOTCs pa3paboTaHHbie TporpaMmbl. s nannoit nundpacTpyk-
Typbl ucnosb3yercss CAAIL, Ha KOTOpOM XpaHsSITCS yIETHBIE JAHHBIE T0JIb30BaTEIel,
RADIUS-cepBep, Ha KOTOPOM XPAHATCS CePTUMUKATHI TOJIb30BaTE e 1 KOTOPBIi
IIPOBOJIUT AayTECHTU(PUKAITIIO MTOJIL30BaTE el 1 BeO-cepBep, KOTOPLI 0bpaInaercs K
CAAII nna ayrentudukanun noab3osaress Ha catfite u Kk RADIUS-cepsepy st
TOJIyueHus cepTuduKaTa IoJIb30BaTeNs. B cilyvyae NCIOIB30BAHUS MTOTE30BATEIEM
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HECTAHIAPTHON OIEPAIIMOHHON CUCTEMON, IMEETCsI BO3MOXKHOCTD CKaIaTh CepTudUKaT
U BPYYHYIO IIOCTABUTH €0 Ha CBOE yCTpoiicTBO. CxeMa CeTH [Jisi TOJIYIeHUsT CePTU-
dukaTa mosb30BaTE s IpeAcTaBiena Ha puc. 4. JIs cuHXpoHU3aIuu mMoIb30BaTe e,
JIJIsT KOTOPBIX XpansTcst ceptudukarsl Ha RADIUS-cepBepe u yueTHbIX 3amuceil Ha
CAAII, RADIUS-cepBep obpamaercst kK CAAII st 3amipoca JAHHBIX O [TOJIB30BATEISIX

1 pa3 B jenn. Bosee moppobuas nndopmariyst 0 KOMIIOHEHTAX PEIIeHus [peCcTaBIeHa
B MaTepuajax K JOKIaIy.

3. Beb-cepeep obpawaetca K
RADIUS-cepeepy ana
NoyYeHs cepTudurrata
nonb3oBaTeNA

4. RADIUS-cepeep
oTNpaBnseT cepTUduKaT Ha
seb-cepsep

2. Bef-cepeep obpalaeTca K

LDAP-cepeepy 4NA NpoBEpPKRU

AaHHBIX OTNPaBASHHBIX
nonb3oBaTenem

1. NonbsoBatent
obpawaeTca K Beb-cepeepy,
yepes TO4Ky JocTyna
5. BeB-cepeep oTnpagnaet
NporpamMmmy Ans YCTaHOBKK
cepTudUKaTa NoNb30BATEMND
yepes Touky gocTyna

yn

Puc. 4. Crpykrypa 6ecripoBOIHOIO CerMeHTa JJIsl Oy YeHNs CepTUUKATA 0JIH30BaTe/Isl

5. 3akJurodyenwue

B pesynbraTe paborhl paspaboTaHO pelreHne BKIIOYAoNiee: BeO-IIPUIOKEHNE B
OTKPBITOI NOCTEBOI GECIIPOBOIHON KOPIIOPATUBHON CeTH Y HUBEPCUTETa, JIJjIsI BHLIAYN
IT0JIb30BATEII0 HACTPOEK JIJIsl TOAKJIIOUEHUsT K 3aIUIIEHHON OeCIIPOBOIHON KOPIIOpa-
TUBHOI ceTu YHHUBEPCUTETa, HACTPONKN KOMIIOHEHTOB JIJIsI CXEMbI ayTeHTH(DUKAIINN
EAP-TLS u cxemy ux B3anmoseiicTBus. PazpaboTaHHOe pellleHre 03BOJISIET BBIIIOJI-
HHUTb HACTPOMKY 3AIIMUIIEHHOIO METO/Ia ayTeHTH(MUKAIINNA Ha CTOPOHE II0Ib30BATE IS

3a 3 mara. HacTpoiika BBITTOJTHSIETCS €IUHOXKIbI P TIEPBOM TOIKIIOUEHUN K OECIIpo-
BOIHOII CeTH.
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Abstract

The purpose of this work is to develop a reliable method of obtaining datasets
of network traffic with ground truth already defined. This method allows to get
datasets with accurate ground truth while not violating data privacy since the
critical data is stripped and replaced by traffic meta description, which makes
its useful for a wide range of traffic analysis methods.

Keywords: Traffic Analysis, ground truth labeled datasets, a traffic analysis
suite

1. Introduction

The need to classify network traffic arose with the proliferation of the internet
itself. At first it was brought on by the necessity to identify malicious traffic and
attack patterns to ensure the security of networks, and later on, with the development
of Quality of Service (QoS) systems, the need for more granular traffic classification
became apparent. First classifiers were port- and payload-based and used ports and
payload pattern respectively to identify applications. But since traffic encryption
and dynamic port assignment gained wide recognition, efficiency of those methods
has been steadily declining. In their place, a variety of statistics-based methods
have been developed, most of them use different machine learning techniques to
identify traffic type. Nowadays, both network security monitoring and QoS systems
require fast and precise classifiers that are able to meet the challenge of analyzing
the ever-changing network environment in real time. However, the development of
such classifiers is seriously stunted by unresolved issues in the field of traffic analysis.
One of the most significant is collection of big and representative datasets with
reliable ground truth that can be used for training and evaluating classifiers. [1]
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reports lack of such datasets in multiple domains of traffic analysis: network analytics,
intrusion detection and network functions in middleboxes. All those fields require
correctly labeled and illustrative datasets, containing different types of network
traces. [2] discusses the same issue in the analysis of Internet of Things (IoT) and
[3] both points out the importance of datasets suitable for deep learning algorithms.
Researchers in [4] use their database to analyze the current state of the field of traffic
classification. They conclude that most used datasets are either outdated and do not
represent the network environment accurately or private and therefore unavailable
to be verified. They indicate that this issue stems from concern for data privacy
and enterprise security. This systematic problem is also thoroughly discussed in [5]
and [6]. Additionally, in research dedicated to development of new classifier [7] it is
pointed out the lack of suitable datasets and the necessity to collect it from scratch.

There have been several studies dedicated to developing a reliable way to obtain
big datasets with dependable ground truth. G’eza szab’o et. al [8] proposed an
active measurement method that allowed to validate other classifiers based on their
performance on emulated traffic. The ground truth obtained using this method
was absolutely accurate since their algorithm recorded application for every packet
and written that information into the packet’s header. However, this came with a
limitation on packet size - it had to be 4 bytes shorter than the maximum allowed
packet size in order to write an application tag in its’ header. Additionally, emulated
traffic cannot replicate the variety of real network flows, therefore classifiers may
show worse results in action than during the validation process since their ability
to analyze traffic in all its complexity was not tested to the fullest. Similar systems
based on emulated network traffic have been deployed in [9] and [10]. Their absolutely
accurate ground truth allowed researchers to evaluate the most common ways to
obtain labels for datasets to this day: port- and DPI-based. [9] proved that their
accuracy even on emulated flows, without any additional complications that happen
in real networks, has been lacking. Another approach to obtaining ground truth was
introduced in [11] and [12]. Those systems are heuristics-based which increases the
analysis speed, but decreases ground truth accuracy since agglomerating methods
tend to be less exact in their classification. Therefore, those methods cannot be used
as a tool for obtaining correct ground truth.

A different tool was introduced by authors of [13]. Tstat can capture traffic
in real life or analyze previously recorded traces, creating a log file of flow-level
measurements and statistic histograms which is quite useful for network monitoring.
However, it does not save any packet-level information that could be used for traffic
classification. Additionally, it obtains ground truth for unencrypted packets using
DPI-based methods which has been proven ineffective. As for encrypted packets,
Tstat implements a SPI-based classifier which also does not provide completely
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accurate results. Therefore, ground truth obtained using Tstat cannot be called
absolutely reliable. Another tool for the network monitoring was proposed in [14].
VBS is a traffic analysis system installed on end users’ machines that listens to all
connections and collects packets into flows. The application tag for the given flow is
being determined via socket monitor which grants absolutely correct ground truth
for every flow. However, for its usage on Windows, a root certificate installation is
required and its compatibility with latest versions in unknown.

Another way to self-collect datasets is using widely known sniffer applications like
Wireshark or TCPdump. However, those methods do not solve the problem of ground
truth definition and often researches have to do it manually or resort to DPI-based
classifiers which have multiple shortcomings discussed above. Additionally, the size
of datasets gets disproportionally large as traces contain packets with full payload,
that is nowadays rarely used in traffic analysis systems, therefore a great part of data
in those traces is unimportant. Many researchers, faced with multiple shortcomings
of self-collection of training data, turn to publicly available datasets. However, this
method has its own issues. One of the most prominent is lack of necessary variety
of traffic traces. Classifiers build for different purposes require different training
datasets and public databases, even though they are growing in number, and are
yet to satisfy this demand for diversity. Another point of concern is the definition
of ground truth in those datasets. Many of them do not contain any correlation to
applications and types of network traffic, and those that do tend to use port- and
DPI-based methods to obtain it, and their lack of accuracy was discussed above.

As our survey of related works shows, the problem of dataset collection with
reliable ground truth is yet to be fully resolved dispute the efforts of researchers.

2. Traffic meta description

Analysis of the current methods of obtaining training datasets showed that this
direction needs further exploration in order to optimize this process. In light of this,
we proposed a special formatting for captured packets to be stored in traffic meta
description. Each captured packet is to be stored as shown in Fig.1b, as opposed to
standard packet storing described in [15] and shown in Fig.1a.

In traffic meta description, each packet trace consists of 3 main parts: header,
payload descriptor and an application tag. The header contains all the protocol layers
the original packet had. Payload descriptor is what replaces the payload itself since
it is removed from the trace. Descriptor contains payload’s size and some statistical
measurements that can be used for traffic classification. Finally, the application tag
is what solves the problem of ground truth definition. This tag is added directly at
the moment of packet collection using connection tracker, therefore there is no risk
of misidentifying the application.
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(a) standard .pcap file (b) modified .pcap file

Fig. 1. Standard and modified packet storing in .pcap files

This approach allows us to deal with multiple problems of dataset collection
described above. Since most state-of-art classifiers rely on statistical features of
packets and flows, extraction of payload does not affect the quality of classification,
but it does decrease the size of one packet and the whole dataset significantly. For
instance, it was observed that an hour of traffic capturing can produce a file up to
a few gigabytes in size in .pcap format, if we are to use standard sniffing software.
Using method depicted in fig.1b has shown promising file size reduction - the same
amount of sniffing produces only a few megabytes of data in .pcap format. This
approach makes it possible to collect longer traces using the same amount of memory
storage. Additionally, the application tag eliminates the issue of defining ground
truth - with traffic meta description obtained dataset already contains ground truth
for each packet right after the collection finishes.

Since traffic meta description proved to be an advantageous method of storing
packet traces, we used it to develop a traffic analysis suite that allows to inspect
collected traces, sorting packets by generating application. Further description,
alongside with performance tests’ results, will be provided in presentation. However,
here we detail an algorithm for creating trace file with meta description for each
packet stored in .pcap format.

1) Incoming or outgoing packet gets captured using python library scapy;

2) Application that generated given packet is determined using a list of open
connections on chosen interface accessed via tools provided by python library
psutil. Application tag for meta description is formed. In case application is
not found in the list of active processes, the packet get discarded;
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3) Size of packet payload is determined and temporarily saved, the payload itself
is deleted from the packet. Payload descriptor is formed. In the future we
intend to provide an opportunity to customize this part of packet trace with
additional payload features;

4) Already formed meta description is added to the packet data octets of the trace
instead of payload, as shown in Fig.1b;

5) Modified packet is stored in the trace file in .pcap format.

3. Conclusion

In this paper we present a new formatting for datasets in traffic analysis - packets
are stored without payload, but have a payload descriptor that ensures that no
meaningful data is lost from payload itself and an application tag that serves as
ground truth for the packet. We first demonstrate that there is an unresolved issue
with the collection of datasets and obtaining ground truth for them. Then we describe
our format of datasets where each packet is stored with traffic meta description
instead of raw payload. We further describe an application that allows to collect
datasets in said format and gather some basic statistics from them in real time -
traffic analysis suite.
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Abstract

The future 6G cellular systems are expected to utilize the lower part of
the terahertz frequency band, 100 — 300 GHz. As a result of high path losses,
the coverage of such systems will be limited to a few tens of meters making
them suitable for indoor environments. As compared to outdoor deployments,
indoor usage of THz systems is characterized by the need to operate over
shorter distances using the reflected propagation paths. This paper aims to
characterize the impact of blockage of reflected propagation paths in typical
scenarios. Specifically, we carry out a detailed measurements campaign at
156 GHz and report reflection losses, blockage losses over the reflected path
as well as blockage duration, signal fall and rise times. Our results show that
signal polarization has a profound impact on the reflection losses with E-plane
horizontally oriented signal losses being at least 8 dB higher as compared to
H-plane signal horizontal orientation. Furthermore, the reflection material types
do not affect the mean blockage attenuation over the reflected paths. Generally,
the presence of a reflector neither quantitatively nor qualitative changes the
mean attenuation induced by a blockage phenomenon.

Keywords: 6G, terahertz, reflections, blockage, attenuation, duration, signal
fall and rise times
1. Introduction

Seeking for the capacity boost at the access interface in cellular systems, ITU-R
and 3GPP utilize millimeter wave (mmWave) bands, 30 — 100 GHz for 5G New Radio

(NR) systems [1]. The next step in the evolution of such systems is the utilization
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of the lower part of the terahertz (THz) frequency band, where large parts of the
spectrum are still not regulated and tens of gigahertz of bandwidth can be allocated
to 6G systems [2].

To partially compensate for the reduction in the effective antenna aperture that
reduces with the increase of the carrier frequency, similarly to 5G NR mmWave
systems, 6G sub-THz systems will heavily rely upon the use of antenna arrays
at both base station (BS) and user equipment (UE) operating in beamforming
mode. Nevertheless, the coverage of such systems will still be limited to tens or
hundreds of meters making them a suitable choice for indoor areas, where most of the
traffic demands originate. The landscape of applications in the indoor environment
is rather large including conventional 4k/8k video watching, virtual/augmented
reality (AR/VR) gaming, and forthcoming applications such as collective VR gaming,
holographic communications [3], etc.

Indoor deployments of 6G sub-THz systems are characterized by several propaga-
tion specifics. First of all, the link distances are on average smaller as compared to
those outdoors. Secondly, due to rather small heights of BS, human body blockage is
more likely to occur. Finally, as a result of the complex geometry of indoor premises,
communications over reflected paths are expected to be much more common. Specifi-
cally, short distances have been recently shown to lead to much smaller human body
blockage attenuation at 156 GHz varying in the range of 8 — 13 dB [4] as compared
to 15 — 35 dB losses over larger distances and at lower frequencies, e.g., as reported
in [5, 6].

The aim of this paper is to characterize reflected propagation paths in indoor en-
vironments in the sub-THz frequency band. Specifically, by carrying out a large-scale
measurement campaign at carrier frequency of 156 GHz, we characterize reflection
losses of different materials and blockage attenuation of reflected propagation paths.
In addition to attenuation, we also investigate time-related metrics such as blockage
duration as well as signal rise and fall times. The main findings of our paper acquired
empirically are:

e the orientation of the antenna polarization plane has a profound impact on the
reflection losses with horizontally oriented polarization plane losses being at
least 7 dB higher as compared to vertically orientated polarization plane;

e the reflection material types do not affect the mean blockage attenuation over
the reflected paths;

e the presence of reflector neither quantitatively nor qualitative changes the mean
attenuation induced by a blockage phenomenon;

e blockage, fall and rise times for drywall are characterized by slightly smaller
mean values as compared to concrete for vertical polarization plane.
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Fig. 1. Mean attenuation, mean signal blockage, fall and rise times.

The paper is organized as follows. First, in Section 2, we overview related studies
reported in the literature. Next, in Section 3, we outline experimental setup. The
main results of the conducted experiments are reported further in Section 4. And
conclusions are provided in the last section.

2. Related Work

In this section, we outline related works. We start by briefly reminding the
results for non-reflected path propagation and blockage. They are recapitulated
for comparison purposes in our study. Then, we discuss results similar to those
reported in our study which are related to reflection losses and blockage of reflected
propagation paths in the mmWave and THz bands.

As one of the paper goals is to compare blockage statistics over reflected paths
to that over primary line-of-sight (LoS) paths, we briefly introduce the latter as
reported earlier in [4]. To this aim, Fig. 1 provides mean attenuation, mean signal
blockage, fall and rise times for different Tx-to-Rx distances, x, LoS heights, h, and
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Rx-to-blocker distances. By analyzing the presented results, one may observe that
the mean attenuation varies between 8 — 13 dB and is generally independent of
blocker-to-Rx and Tx-to-Rx distances. Furthermore, both fall and rise times increase
as a function of the distance potentially making it more feasible to detect blockage
events timely. The absolute difference between the reported times is insignificant and
lies within 2-4% of the nominal value (e.g., 60 ms for z = 3 m, 80 ms for x =5 m
and 100 ms for z = 7 m for fall times). It is worth noting that both fall and rise
times have almost identical nominal values, and, in general, the rise time is 7-10%
smaller than the fall time.

The attenuation caused by reflections from different materials was the subject of
several studies. In [7], the authors reported the measurement results of the received
signal reflected from aluminum, glass, plastic, hardboard and concrete using THz
time-domain spectroscopy (THz-TDS) equipment for different angles of incidence.
The time duration of utilized pulses was chosen such that the energy is mainly
concentrated in the 0.1 — 4 THz band. The observed losses were in the range of
10 — 60 dB depending on the angle of incidence and type of the material. Specifically,
in the 0.1 — 0.3 THz band, aluminum demonstrated the least attenuation of around
25-35 dB for the angle of incidence of 7/4. The rest of the materials provided higher
attenuation.

The authors in [8, 9] reported the results of reflections from typical vehicle
materials at 300 GHz for different configurations including front and rear reflections,
side-lane and under-vehicle reflections. The front and rear reflections were reported to
result in 24-42 dB and 15-30 dB attenuations, respectively, while side-lane reflections
led to additional 16-20 dB losses. The authors also proposed to model the under-
vehicle reflection losses of the asphalt by utilizing the ad—? function, where d is the
separation distances, while o and 3 are some coefficients tabulated in Table I in their
manuscript.

Similar studies have been performed in the mmWave band. In [10], specifically,
the authors investigated the impact of polarization properties of the indoor 38 GHz
channel after single bounce reflection for different angles of incidence and observation
and two types of materials: aluminum and concrete. They highlighted that, when
the polarization of Tx and Rx antennas coincide, much smaller losses are experienced.
The difference can reach 15-20 dB and is maximized for peculiar reflections. Concrete
results in 8-12 dB higher losses as compared to aluminum.

3. Experimental Setup

In this section, we introduce our measurement setup and present details on the
acquisition of experimental data.
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Fig. 2. Experimental setup.

A schematic of the measurement setup employed for blockage studies is presented
in Fig. 2(a). We use a 156 GHz constant waveform source with amplitude modulation
at 25 kHz. It provides a 6° wide beam incident on the material under test (MUT)
at a constant angle of 70°. The reflected beam is received by a low-barrier diode
detector equipped with the same optics as the source. A lock-in amplifier is used to
readout the detector response voltage. When a blocker walks across the reflected
beam at the midpoint between MUT and the detector, the voltage-vs-time series is
registered by a digital signal oscilloscope (DSO). The measurement covers a time
frame of 4 s with a resolution of 100 us. Referring to Fig. 2(a), list of the employed
measurement equipment includes the following items:

microwave synthesizer: Hittite HMC-T2220;
frequency multiplier: RPG Tx-134-158-20;
ultrafast switch: ELVA-1 VCVA-06;
function generator: SRS DS345;

diode detector: DOK WR-06;

lock-in amplifier: SRS SR844;

DSO: R&S RTO1012.

The source-to-detector (Tx-to-Rx) optical path of 3 m is chosen in all the
measurements. The source provides 52 mW of power, and the setup ensures a signal-
to-noise ratio of up to 3 x 10* at the detector output. Measured response voltages
are further converted into power levels at the detector input via its responsivity,
which is equal to 500 V/W at 156 GHz. MUT is successively presented by concrete,
drywall and class samples with thicknesses of 50, 12.5 and 6 mm, respectively. The
sample linear dimensions of 0.5 m x 0.5 m are chosen to overlap a 156 GHz beam
upon reflection. The sample is installed in a wooden frame to set its center at 1.65 m
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Fig. 3. Hlustration of the considered scenario.

above the floor which corresponds to the LoS height between the source and the
detector. Spurious reflections from the wall behind the sample are geometrically
filtered out by the positioning of the measurement equipment. Input optics of the
source and the detector rely on a pyramidal horn known as a wide-band antenna
with different side lobe levels in H- and E-planes, see Fig. 2(b). We make use of
this feature and conduct a series of measurements for two orientations of the horn
antennas, when either their H- or E-planes are horizontally oriented, i.e., coinciding
with the plane of incidence of the transmitted 156 GHz beam.
The schematic illustration of the scenario is shown in Fig. 3.

4. Measurements Results

In this section, we report our results. We start with visual illustrations of the
blockage phenomenon over the reflected paths. Then, we characterize the mean
attenuation caused by reflection for typical types of wall materials such as drywall,
concrete and glass. Further, we investigate blockage attenuation over reflected paths.
Finally, we report mean and cumulative distribution function (CDF) of blockage
duration, signal fall and rise times for reflected paths.

4.1. Time Series. We start with a time series representation of the blockage
over the reflected paths, as demonstrated in Fig. 4, for all the considered types of
materials and orientations of the Tx/Rx antennas. Here, for comparison purposes,
we also demonstrate blockage over the LoS path (”direct trace” in Fig. 4).
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Fig. 4. Comparison of reflection and direct traces.

By visually inspecting the presented data, one may notice that the received
signal level in no blockage condition is significantly lower as compared to direct
LoS propagation. This is attributed to the reflection losses considered in details
below. Furthermore, we observe significant difference between signal levels and
blockage profiles for horizontally and vertically oriented E-planes of Tx/Rx antennas
(the H-planes are respectively orthogonal). The former condition is referred to as
horizontal plane (HP), and the latter — as vertical plane (VP). Specifically, we see that
the signal strength for the HP reflection from glass is barely higher than the noise
level. And for the VP reflection case, it is comparable to other materials. Finally,
visual inspection does not allow clearly highlight any difference between attenuation-
and time-related blockage profiles for different materials requiring detailed statistical
analysis.

4.2. The Impact of Reflection. We start our analysis with the characterization
of the reflection losses by comparing the reflected signal against the LoS signal studied
earlier in [4]. In order to determine reflection losses, we utilize the propagation model,
L(x), with the coefficients y; and y, empirically derived from the signal difference
between Tx and Rx at different distances.

L(z) = y1loggx + 20log,o fe +y2 + IpLp(x,d), (1)

In the case of LoS propagation for the carrier frequency of 156 GHz, the coefficients
are y; = —22.04 and yo = —251.704 [4].

By utilizing (1), we subtract the model’s values from the path losses observed
in non-LoS conditions obtaining the reflection losses. These losses are reported in
Table 1 for different types of materials and polarizations. By analyzing the presented
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data, one may deduce that the impact of the polarization plane orientation is critical.
For the VP condition, all the materials behave similarly leading to 14-19 dB losses
with glass having 4 dB gain on top of concrete. The HP condition, however, is
characterized by at least 7-13 dB stronger attenuations. Specifically, there are 7 dB
higher losses for concrete and 11 dB higher losses for drywall. In the HP condition,
glass attenuates the signal on reflection by approximately 42 dB making the reflected
path signal strength comparable to noise, see Fig. 4. We specifically note that
attenuation of at least 30 dB may lead to the loss of connectivity depending on the
propagation distance between Tx and Rx.

4.3. Blockage Attenuation over Reflected Paths. Now, we proceed to
characterize the blockage attenuation over the reflected paths. To this aim, we
subtract the value of the received signal with no blockage impairments from the
average value in the blocked state. Table 2 presents the mean blockage attenuation
and the mean values of the signal strength propagated directly to the Tx and reflected
from the considered materials in blocked and non-blocked cases.

By analyzing the reported data, one may observe that, while the antenna polar-
ization plane orientation greatly impacts on the received signal strength, the impact
on the mean blockage value is rather limited. All the material types lead to almost
constant blockage attenuation of approximately 9-10 dB for the VP orientation.
By comparing the obtained results with those reported in Fig. 1 for non-reflected
blockage, one may deduce that the presence of a reflector neither quantitatively
nor qualitatively changes the mean attenuation induced by a human blockage phe-
nomenon. The HP orientation is characterized by larger differences between mean
blockage attenuations varying in the range of 7 — 10 dB. However, these changes can
be potentially attributed to smaller signal strengths accompanied by reduction in
measurement accuracy for drywall and glass.

To provide additional information regarding the attenuation, Fig. 5 reports
cumulative distribution functions (CDFs) of blockage attenuations for concrete

Table 1. Reflection and blockage losses.

Type Reflection loss, dB | Blockage loss, dB
Concrete, HP | 25.85 33.84
Drywall, HP | 27.97 37.96
Glass, HP 41.59 48.08
Concrete, VP | 18.93 28.76
Drywall, VP | 16.87 25.94
Glass, VP 14.79 23.60
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Table 2. The mean blockage attenuation.

Type Signal, dBm | Blocked signal, dBm | Blockage attenuation, dB
Direct, LoS -8.88 -16.21 7.32
Concrete, HP | -34.74 -42.73 7.98
Drywall, HP | -36.86 -46.85 9.99
Glass, HP -50.48 -56.97 6.48
Concrete, VP | -27.82 -37.65 9.83
Drywall, VP | -25.76 -34.83 9.07
Glass, VP -23.68 -32.48 8.80
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Fig. 5. CDFs of blockage attenuation for concrete and drywall.

and drywall materials. The illustration highlights the difference between blockages
for different orientations of the antenna polarization plane. Notably, the range of
attenuation can be quite large varying between approximately 6 and 10 dB. These
differences can be attributed to slight changes in the trajectory of a person crossing

the LoS path.

Table 3. Mean fall, rise and blockage times.

Type Blockage time, ms | Rise time, ms | Fall time, ms
Concrete, HP | 316 101 61
Drywall, HP | 333 94 66
Concrete, VP | 308 92 90
Drywall, VP | 285 71 89
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Fig. 7. CDF's of fall and rise times.

4.4. Fall, Rise and Blockage times. In addition to attenuation statistics,
time-related parameters of blockage are of importance for the design of sub-THz
communications systems. In this section, we report blockage, fall and rise times
including their mean values and CDFs. Note that the rise time is of special importance
in the context of blockage detection [4, 11], while the blockage time is critical for
designing algorithms to improve service reliability.

The mean values of the considered metrics are summarized in Table 3. By
analyzing the reported values, one may observe that there is a 8% difference between
blockage times for concrete and drywall for the VP antenna orientation. Mean rise
time for drywall is 30% smaller than for concrete, and their fall times are almost
identical. Note that for the HP orientation, all these values differ by 5-8% as evident
from Table 3. Still, recalling the results for blockage remedies, these deviations are
expected to not affect the design of blockage detection algorithms [4, 11].
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Complementing the mean values, we present the CDF's of blockage, fall and rise
times in Fig. 6 and 7. The blockage duration CDF's indicate that CDF for concrete
is steeper as compared to drywall and also has a smaller range of approximately
200 ms. Also, the VP antenna orientation leads to a noticeably smoother increase in
CDF behavior. In practice, it means that deviation in blockage duration for the HP
antenna orientation is much more clustered around its mean-making.

By analyzing CDFs of fall and rise times demonstrated in Fig. 7, one may observe
that drywall is characterized by a slightly wider range of values as compared to
concrete. The difference in these times for different orientations of the antenna
polarization plane is also noticeable. This generally means that the time budget for
the detection of blockage events is higher for drywall.

5. Conclusions

As most of the traffic in cellular systems originates indoors, where the link dis-
tances are generally shorter while communications over reflected paths are more
common as compared to outdoor deployments, in this paper, we performed a mea-
surements campaign at 156 GHz characterizing the reflection and blockage losses of
reflected paths. We considered different types of reflection materials typical for the
indoor environment including concrete, drywall and glass.

Our main findings are: (i) the orientation of the antenna polarization plane has a
profound impact on the reflection losses with horizontally oriented polarization plane
losses being at least 7 dB higher as compared to vertically orientated polarization
plane, (ii) the reflection material types do not affect the mean blockage attenuation
over the reflected paths, (iii) the presence of reflector neither quantitatively nor
qualitative changes the mean attenuation induced by a blockage phenomenon, (iv)
blockage, fall and rise times for drywall are characterized by slightly smaller mean
values as compared to concrete for vertical polarization planes. In general, blockage
statistics over reflected paths are similar to that for LoS paths and do not require
special communications algorithms design.
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Abstract

This paper investigates a two-way communication retrial queuing system with
a server that may experience random breakdowns. The system is a finite-source
M/M/1//N type, and the idle server can make calls to the customers in the
orbit, also known as secondary customers. The service time of the primary and
secondary customers follow independent exponential distributions with rates of
1 and po, respectively. The novelty of this study is to analyze the impact of
various distributions of failure time on the key performance measures using a
backup server, such as the mean response time of an arbitrary customer. One
could think of a backup server as a primary server that operates at a reduced
rate during periods of repair. To ensure a valid comparison, a fitting process is
conducted so that the mean and variance of every distribution are equal. The
self-developed simulation program provides graphical illustrations of the results.

Keywords: Simulation, Queueing system; Finite-source model, Sensitivity
analysis, Backup server, Unreliable operation, Outgoing calls

1. Introduction

Nowadays, due to the growth of traffic and the increasing number of users,
analyzing communication systems or designing optimal patterns for these schemes
is a challenging task. Information exchange is essential in every aspect of life, and
it is crucial to develop mathematical and simulation models of telecommunication
systems or modify the existing ones to keep pace with these changes. Retrial queues
are effective and appropriate tools for modeling real-life problems that arise in
telecommunication systems, networks, mobile networks, call centers, and similar
systems. Numerous papers and books have been dedicated to studying a variety of
retrial queuing systems with repeated calls like in [1],[2].
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We are investigating a retrial queuing system with two-way communication
capabilities, which has become a popular research topic due to its resemblance to
certain real-life systems. This is particularly relevant in call centers, where service
units may engage in additional activities such as sales, promotion, and product
advertising while attending to incoming calls. In our study, the primary server calls
in customers from the orbit, known as secondary customers, when it becomes idle
after a random period of time. The utilization of the service unit is monitored and
has been extensively studied in previous works, for example in [3],[4].

In some scenarios, it is assumed by researchers that service units are available
continuously, but failures or sudden events may happen during operation resulting in
the rejection of incoming customers. Devices used in different industries are subject
to breakdowns, and considering their reliable operation is quite an optimistic and
unrealistic approach. Similarly, in wireless communication, various elements can
affect the transmission rate, and interruptions may occur during packet transmission.
The unreliable nature of retrial queuing systems greatly affects the system’s operation
and performance measures. At the same time, completely stopping production is not
feasible as it can lead to delays in fulfilling the orders. Hence, during such failures,
machines or operators with lower processing rates can continue to work to ensure a
smoother operation. Additionally, the authors examined the possibility of having a
backup server available to provide service at a reduced rate in cases where the main
server is unavailable. Many recent papers have extensively studied retrial queuing
systems with unreliable servers, [5],[6] are just a few examples.

The main objective of this study is to investigate the impact of the unreliable
operation of a system by comparing various failure time distributions on performance
measures such as the mean response time of a customer or the service unit utilization.
This paper is a continuation of the previous work by the authors [7], where the system
had an unreliable server, but now, if the server is unavailable a backup server takes
its place to serve incoming requests. To obtain the desired performance measures, a
simulation model was developed using SimPack [8], a set of C/C++ libraries and
executable programs for computer simulation. Simulation is an excellent alternative
to deriving exact formulas, particularly when it is problematic or almost impossible.
The user can apply as many distributions as needed to approximate performance
measures. In this paper, we present a sensitivity analysis of various failure time
distributions on the main performance measures. We illustrate the results through
graphical representations of interesting phenomena related to sensitivity problems.

2. System model

The system under consideration is a retrial queuing system with an unreliable
server and a finite-source. The source contains N customers, each generating primary
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customer requests with a rate of A, such that inter-arrival times are exponentially
distributed with a parameter of A. Note that our model does not include waiting
queues, so incoming customers occupy the server only when it is available and not
busy. The service time of primary customers follows an exponential distribution with
a parameter of p;. Following a successful service, the customer returns to the source.
However, if an arriving customer (either from the source or orbit) encounters the
server in a busy or failed state, the request is forwarded to the orbit. In the orbit, the
customer may make an attempt to get its service requirement after an exponentially
distributed random time with a parameter of o. The system is assumed to have
an unreliable server that can break down according to different distributions such
as gamma, hypo-exponential, hyper-exponential, Pareto, and lognormal, each with
different parameters but the same mean value. The repair process begins immediately
after the server fails, and the repair time is exponentially distributed with parameter
~2. If the server is busy and fails, the customer is immediately transferred to the
orbit. All customers in the source can generate requests even if the service unit
is unavailable, but these requests are directed to the backup server, which serves
at a reduced rate (this is also an exponentially distributed random variable with
parameter p3) when the main server is unavailable. The backup server is assumed to
be reliable and works only if the main server is down. In the case of a busy backup
server, the incoming requests are placed in the orbit. However, when the server is
idle, it can initiate an outgoing call to the customers in the orbit after a random time,
which is exponentially distributed with rate 7. The service time of these secondary
customers follows an exponential distribution with parameters us. The assumption
made during model creation is that all random variables are completely independent
of one another.

3. Simulation results

We utilized a statistical module class providing a statistical analysis tool that en-
ables us to quantitatively estimate the mean and variance values of observed variables
using the batch mean method. The method aggregates n successive observations of
a steady-state simulation to generate a sequence of independent samples. The batch
mean method is a common technique used to establish confidence intervals for the
steady-state mean of a process. To ensure the sample averages are approximately
independent, large batches are required. More information on the batch mean method
can be found in [9]. We conducted simulations with a 99.9% confidence level, and
the simulation run was halted when the relative half-width of the confidence interval
reached 0.00001.

In this section, we aimed to set the parameters of failure time for each distribution
in such a way that the mean value and variance would be equal. The fitting process

43



A. Téth and J. Sztrik DCCN 2023
The simulation of finite-source retrial queues 25-29 September 2023

Table 1. Used numerical values of model parameters

N A |72| o |p1|p2| v us3
100 {001 1 [0.01] 1 |1.2]0.02]0.1;0.6

Table 2. Parameters of failure time

Distribution Gamma | Hyper-exponential Pareto Lognormal
Parameters a=0.6 p=20.25 a=2.2649 | m = —0.3081
B =0.5 A1 = 0.41667 k =0.67018 | o =0.99037
Ay =1.25
Mean 1.2
Variance 2.4
Squared coefficient of variation 1.6666666667

used for this purpose can be found in the following paper [10]. Four different
distributions were considered in order to investigate their impact on performance
measures. The hyper-exponential distribution was chosen to ensure that the squared
coefficient of variation is greater than one. Table 2 presents the input parameters of
the various distributions, while Table 1 shows the values of other applied parameters.

The steady-state distribution for different failure time distributions is presented
in Figure 1. On the X-axes ¢ represents the number of customers located in the
system, and on the Y-axes P(i) denotes the probability that exactly ¢ customer is
found in the system. Upon closer examination of the curves, it can be observed
that all of them resemble the normal distribution. Although the Pareto distribution
appears to have more customers in the system, there are no significant differences
among the various distributions tested. Including a backup server results in a lower
mean number of customers in the system in comparison with the paper of [7].

Figure 2 illustrates the relationship between the mean response time of customers
and the arrival intensity. Consistent with the observations from Figure 1, the highest
mean response time is observed with the Pareto distribution. However, the differences
among the other distributions are more noticeable. The gamma distribution yields
the lowest mean response time. Interestingly, as the arrival intensity increases, the
mean response time initially increases, but then starts to decrease after a certain
point. This is a unique feature of retrial queuing systems with a finite source, and
is a general characteristic when suitable parameter settings are used. Due to page
limitations, other figures in connection with the effect of using a backup server and
parameter setting can be watched in the extended version of the paper.

4. Conclusion

We present a retrial queuing system with finite source and two-way communication,
where there is a primary server that is unreliable, and there is also a secondary
service unit replacing it in the faulty periods. Moreover, we perform a sensitivity
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Fig. 2. Mean response time vs. arrival intensity

analysis using various random number generators to explore the effect of different
distributions on the performance measures. We observe that when the squared
coefficient of variation is greater than one, the mean response time of a customer
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exhibits some disparity among the values, but the influence is negligible when it is
less than one. Using a backup service unit may significantly decrease the time spent
in the system of the customers, especially in those scenarios where Future work may
include exploring additional distributions or incorporating new system features, such
as vacation.

10.
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Abstract

A generalized mathematical model of joint servicing of real-time traffic
and data (files) traffic in a multiservice access node has been constructed and
investigated. The model takes into account the presence of a priority for real-
time traffic, as well as the group nature of the arrival, elastic properties, the
possibility of waiting and aging of the transmitted information for data traffic.
The coming of requests for the transmission of real-time traffic and groups of files
obeys the Poisson laws, and the service times have an exponential distribution.
The definitions of the indicators of the quality of the joint service of incoming
requests are formulated and a method for their evaluation based on the solution
of a system of equilibrium equations is considered. The use of the model for
solving the problems of estimating the value of transmission resource required
to serve the offered traffic for given QoS indicators and estimating the volume
of the offered traffic offloaded in a situation of congestion to other access nodes
in order to achieve the specified QoS indicators is considered.

Keywords: multiservice traffic, real-time traffic, elastic traffic, batch arrival of
files, aging of transmitted information, transmission resource planning

1. Introduction

Achieving the specified indicators of the quality of service of incoming requests for
the provision of various types of services is the main task of modeling networks and
communication systems. It is especially important to find its solution for access nodes
that perform the function of concentrating multiservice subscriber traffic. Depending
on the formulation, the problem to be solved can be classified into the following two
categories [1,2].
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e Problem of strategic planning. Development of software and analytical tools
for estimating the volume of a resource that provides the required quality of
service for given flows of information load.

e Problem of operational planning. Estimation of the maximum allowable amount
of information load that can be served on a given resource with the required
quality. This task is also called traflic offloading.

Both tasks are solved by constructing a mathematical model that takes into account
the main features of the formation of incoming requests and the distribution of the
access node information transmission resource during their service. The list of features
includes: the multiservice nature of incoming requests, the priority of applications
for the transmission of real-time traffic, as well as the group nature of arrival, elastic
properties, the possibility of waiting and aging of the transmitted information for
data traffic. We will assume that data traffic consists of files containing the results of
observations and other information messages similar to them in terms of properties.
Depending on the problem statement, all of the above features may be present in the
analyzed model or considered in a smaller aggregate. Some of the listed characteristics
of the multiservice access node were taken into account in publications [3-10]. The
novelty of this work consist in construction of a generalized mathematical model of
an access node having mentioned features and the analysis of the possibilities of its
use to provide the required QoS indicators in the joint service of traffic of modern
communication applications.

2. Model Description

Let us denote by C' the throughput of the multiservice access node provided by
the used communication standard. For the convenience of modeling, we introduce
the concept of a virtual channel, which will be used to numerically characterize the
resource for transmitting information provided to users. Let us denote by c¢ the
information transfer rate of one channel. The choice of the value of ¢ depends on
the problem statement, for example, it may be the minimum requirement for the
transfer rate required to service the ordered services.

The access node processes a Poisson flow of requests for the provision of real-
time services of intensity A, divided into n service categories. With probability
Pr.k, the request belongs to the k-th category, requires ¢j bit/s, and occupies the
resource random time that has an exponential distribution with the parameter oy,
k=1,...,n. To build the model, the C and ¢ are converted to the virtual channel
format. The v total number of resource units (r.u.) is calculated from expression
v= L%J r.u. The requests of the kth flow require by = [%’“] resource units for their
service, and the moments of their arrival form a Poisson flow of intensity A, = Ap, i,

=1,...,n
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Together with the real-time traffic, the access node processes the Poisson group
flow of requests for the transmission of elastic data traffic in the form of files. Denote
by A4 the intensity of this flow. The appearance of each request means that with
probability f; it is necessary to transfer a group of j files, j = 1,2,...,m, and
Z;n:gl fj = 1. Denote by b, the average number of files in one group b, = Zngl fiJ.
Files that are not accepted in service when they arrive may wait for a resource
to be released. The number of waiting places will be denoted by w. The waiting
time is limited by a random variable that has an exponential distribution with the
parameter o. If after this time the file has not been transferred, it is assumed that the
transmitted information is outdated and the file is considered lost without renewal.
The procedure for generating incoming requests can be considered in Fig. 1, if we
put p, = pq = 0.

Let’s assume that the size of each file has an exponential distribution with the
mean value F' expressed in bits, and the minimum amount of resource used to transfer
one file is one channel. It is clear that the time until the end of the transmission
of one file by one channel has an exponential distribution with the parameter ag.
Let’s denote by £ the number of channels used to service real-time traffic, and by

1q we’ll denote the total number of files being served and waiting. Files are served
-/

Tl

The procedure for sharing a resource between files under maintenance follows the

provisions of the Processor Sharing discipline. As a result, free channels are divided
between i, files according to the following rule. To serve each of the (v — ¢ — siy) files,
(s+1) channels are used, and to serve each of the ((s+1)ig— (v —¥)) files, s channels.
Since all (v — £) channels are busy, it is easy to show that the time until the end of
the transmission of one of the ¢4 files being served has an exponential distribution
with the parameter (v — £)ay. It is also clear that when the inequality ig > v — £ is
fulfilled, in the considered access node model (v — ¢) files are transmitted using the
capabilities of one channel, and (ig — v + ¢) files will be waiting for service to start.

An incoming request for real-time traffic transmission has priority in occupancy of
the resource, reducing, if necessary, the number of channels used for file transmission
to the value of one channel. Let us denote by i,4(t), K = 1,...,n the number of
requests of the k-th flow for the transmission of traffic of real-time services that
are in service at time ¢, and denote by i4(t) the number of files being served and
waiting at time ¢. The dynamics of changes in the number of requests located in
the access node at different stages of service is described by the Markov process
r(t) = (ir1(t),...,0rn(t),i4(t)) defined on the finite state space S, which includes

using (v — ¢) channels. Let 0 < ig <v — ¢ and s = {
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the states (iy1,...,%rn,%q), with components
) v — 1,101
i1 07 17 s |7 | 1r2 07 17 ey 3 (1)
by ba
V—1tp1b1 — ... — tpp—1bp—
. 0’1’ .7\\ r,1V1 r,n—1Yn IJ’
’ bn
z‘d:0,1,...,v+w—ir71b1 _---_ir,nbn-

3. Evaluation of Performance Measures

The quality of service for the requests of the k-th flow for the transmission of
real-time traffic is determined by the portion of lost requests =, ; and the average
number of busy virtual channels m,. ;. The value of the last characteristic makes it
possible to calculate the average number of requests of the kth flow being serviced
Yr i = My /by and the average used bandwidth of the access node occupied by them
Zrk = myic. The quality of service for the requests of elastic traffic is determined
by the portion of files lost for all reasons analyzed in the model, 74, the average
number of busy virtual channels mg, the average used bandwidth of the access node
Zd — Mmgyc.

The introduced performance measures can be calculated if stationary proba-
bilities p(ir1,...,4rn,%q) of states (ir1,...,4rn,iq) € S are known. For the state
(4r15- -+, %rn,1q) let £ denote the number of virtual channels used to service real-time
traffic £ = 4,161 + - -+ + i, pb, and assume that the maximum size of a group of
incoming files is determined from the expression my = v +w. We have the following
expressions

7T’r’,k: = Z p(iT717 s )i’f‘,n7 Zd)’ (2)

{(7:1‘,1,~~->i7‘,n:id)es | Z+id+bk>v}

My = § Plirs -y irms id)irkbe; b =1,...,m;

(ir,lw--’ihmid)es

iq v+w

ra= Y 3 plirds-yirmia —DAa Y fi (G =)+

=0 {(ir,lvuwiﬂn»id)es ‘ E+Zd:'u+w} J=itt

1
+ > Plirts- . irmsid)(l+ig—v)o v

{(ir,l,...,ir,n,id)es | £+id>v}
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Mg = > Plirty .-y ipn,ig)(v —£).
{(ir,sirmia)€S | ig>0}

Similarly, other indicators of servicing of coming requests that are not included
in the considered list are determined. These are: average number of files waiting,
average queue time, average file transfer time, average bitrate used to transfer a
file, etc. In order to evaluate the performance measures according to the definition
introduced above, it is necessary to compose and solve a system of equilibrium
equations (SEE). It looks as follows

n

Plirs- o singsia){ D0 (Ak (€ ia + by 0) + ikl (i > 0)) 4+ (3)
k=1

AL+ ig+1<v+w) + (v —Oagl(ig> 0) + (£ +ig—v)ol(l +iq > v)} -

n
= Plirts - sipk = Loy i) Ak ik > 0,0+ ig < 0)+
k=1

iq v+w
+) Plirg,.sirpyia— DA | i+ Il +ia=v+w) Y fi|+
i=1 j=i+1
n
+ Zp(ir,la s 7ir,l~c +1,... ;ir,naid)(ir,k + l)ar,kx
k=1

x(I(€+bk+idgv)+I(€+bk+z’d>v,€+bkgv,€+bk+z’d§v+w)>+
+P(irt1, . ipm,ig+ 1) X ((v—z)adl(£+z‘d+1 <wv+w)+
+(€+id—|—1—v)al(€+id+1§v—|—w,€+id—|—l>v)>;

> plivas-yivnia) =1,

(ir,1,---7ir,n7id)ES

In the above expression, the indicator function I(-) is determined from the relation

() = 1, if the condition formulated in parentheses is fulfilled;
0, in opposite case.

The matrix of the system of equilibrium equations does not have any properties
that would allow the use of recursive or matrix methods for its solution. In this case,
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the solution of the SEE can be obtained by the iterative Gauss-Seidel method for
the number of unknowns in the SEE equal up to several millions. Details of the use
of this approach can be found in [7].

4. Examples of Using the Model in Applications

Let us consider the use of the constructed model to solve the problems of
estimating the value of transmission resource required to serve the offered traffic
for given QoS indicators and estimating the volume of the offered traffic offloaded
in a situation of congestion to other access nodes in order to achieve the specified
QoS indicators. Assume that resource sufficiency is determined from the condition
max(my 1, ..., Ty, Tq) < T, where m — prescribed value of losses. Let’s start with the
solution of the first of the listed problems. The algorithm for selecting the required
resource value depends on the structural parameters of the model. If the number of
unknowns in the SEE does not exceed several millions, then the results of solving
the SEE by the Gauss-Seidel algorithm are used to estimate the QoS indicators. If
the number of unknowns in the SEE exceeds this value, then the decomposition
method similar to one proposed in [10] is used to evaluate the characteristics of the
model. It is based on a joint numerical analysis of two particular cases of the model
under study: when the access node resource is occupied only by real-time service
traffic or only by elastic data traffic. In each of the listed cases, efficient recursive
algorithms are used to calculate the characteristics. It can be shown that the results
of calculating the characteristics will be asymptotically exact in the region of low
losses. This corresponds to the range of load parameters, where the problem of
estimating the required throughput of the access node is solved.

Let’s turn to the task of offloading traffic. Usually it is solved in a situation of
local overloads of the access node [10]. Let’s assume that the available traffic leads
to exceeding the level of loss of requests. Excess traffic is directed to other access
nodes. For wireless networks, these may be communication systems operating in
unlicensed frequency bands. Let us denote by p, the share of requests for servicing
real-time services, by pg we will denote the share of requests for the transfer of elastic
data that will be redirected for servicing to other access nodes so that losses of the
remaining part of the traffic on a given resource does not exceed normative values.
The procedure for offloading traffic is shown in Fig. 1.

Let us give a numerical example illustrating the algorithm for estimating p,
and pg. Let us consider the model of an overloaded access node with the following
parameters: C = 60 Mbps; n = 2; ¢ = 2 Mbps; ¢co = 5 Mbps. Based on the
assumptions made, we get the structural parameters of the model: ¢ = 1 Mbps;
v =060 r.u.; by = 2 r.u.; by = 5 r.u. Let’s assume that F' = 80 Mbit. The average file
transfer time by one channel is 80 s. When performing calculations, this time will be
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Fig. 1. The procedure for offloading traffic in a multiservice access node when servicing
real-time service traffic and elastic data

taken as a unit. From this assumption ay = 1. For real-time services, the service
time parameters are selected from the vy = 1 and as = 1. Let us suppose that
w=10; A =18 req./s; pr1 =5/6; pro =1/6; fi =1/30,i=1,...,30, 0 =0,1. Let’s
assume for simplicity that the offload is used only for real-time traffic, i.e. pg = 0.
After the implementation of the offloading procedure, the access node serves the
flows of requests with the following rates: A, = A (1 —pp)pra; Ar2 = A (1 —pr)pr2;
Ag = Ag. Changing p,, we find the value p, = 0,68, at which the required level of
requests losses max(m,, 1,2, mg) < 7 is reached. In this case 7 = 0,05. The results
of estimating the portion of offloaded traffic of real-time services are shown in Fig. 2.

5. Conclusion

A generalized mathematical model of joint servicing of real-time traffic and data
(files) traffic in a multiservice access node has been constructed and investigated.
The model takes into account the presence of a priority for real-time traffic, as well
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Fig. 2. Results of evaluating the share of offloaded traffic of real-time

as the group nature of the arrival, elastic properties, the possibility of waiting and
aging of the transmitted information for data traffic. The arrivals of requests for
the transmission of real-time traffic and groups of files obeys the Poisson laws, and
the service times have an exponential distribution. The change of model states
is described by a multidimensional Markov process with a finite state space. The
definitions of the performance measures of the joint service of incoming requests are
formulated and a method for their evaluation based on the solution of a system of
equilibrium equations is considered. The constructed model and the results of its
analysis can be used to solve the problems of estimating the value of the transmission
resource required to serve offered traffic for given QoS indicators and estimating the
volume of the offered traffic offloaded in a situation of congestion to other access nodes.
Numerical examples illustrating this point are given. Additional results obtained for
this model include approximate evaluation methods based on the implementation
of model decomposition principles and the use of a system of simplified equilibrium
equations. It has been established that the obtained estimates of the characteristics
are asymptotically exact in the region of small and large losses [11]. The results
obtained were also used to solve the problems of estimating the necessary information
transmission resource of access nodes in satellite communication networks [12].
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AnHoTanust

Jlanuast paboTa HOCBAIIEHA PACCMOTPEHIIO TPHOPUTETHON CUCTEMBI MAaCCOBO-
r'o 00CJIy>KIBaHUs, B KOTOPOH IIPELyCMOTPEHbI TPOMUIAKTHKN 00CIIY XKIBAIOIIETO
npubopa. VHTepBaibl MEXK Ty MOCTYILJIEHUSIMA TPEOOBAHUIN SBJISFOTCST HE3ABUCH-
MBIMI B COBOKYITHOCTHU CJIyYaHBIMY BEJIMYUHAME C ITPOU3BOJIBLHBIM abCOIIOTHO
HEIPEPBIBHBIM pactpenesienneM. [locTymnatomue TpeboOBaHus Pa3IesSiOTCs Ha
HECKOJIbKO MPUOPUTETHBIX KJIACCOB HE3ABHUCHUMO JIPYT OT JAPYra U OT COCTOSI-
HUSI CHCTEMBI, MEXJy KJIaCCAMM YCTAHOBJIEHA JUCIUILINHA OTHOCUTEIHLHOIO
npuopurera. Paciipeiesienne BpeMeH 00C/IyKUBaHUsS KaXKJ0I0 KJIACCa SBJISIeT-
Csl TPOM3BOJIbHBIM a0COJIFOTHO HEIPEPBIBHBIM. B Te MOMEHTHI BPEMEHU KOTIA
CHCTeMa CTAHOBUTCS CBODOIHOM, 0OC/IyKUBAOIMINI TPUOODP OTIPABJISIETCS HA
PO UIAKTUKY, KOTOpas JIIUTCS CAydaiiHoe BpeMs ¢ 3aIaHHoi (DyHKIel pac-
IIpeieJIeHNS, VINTEIbHOCTD IPOMUIAKTUKY He 3aBUCUT HU OT BXOJAIIETO [T0TOKA,
HU OT BpeMeH OOCJIY>KMBaHUsI, HU OT JUINTEJIbHOCTH JIPYTruX IpodmiakTuk. B
pabore HailZIEHO HECTAITMOHAPHOE COBMECTHOE PACIIPe/IeIeHNe KOJIMIECTBA 3asIBOK
KaXKJIOrO IIPUOPUTETA B CUCTEME.

Kuro4deBble ciioBa: OTHOCUTEILHBIN TPUOPUTET, TPOPUIAKTUKN TPUOOPA, O
HOKAHAJIbHASI CUCTEMA, JIJINHA OYepe/in

1. BBenenue

I/IHTepeC K TaKHM CHUCTEMaM BbI3BaH UX O6H_II/IprIM IPAaKTUICCKUM IIPUMEHCHU-
€M, HallpuMep, B KOMIIBIOTEPHBIX U TEJICKOMMYHHUKAIIMOHHBIX CETAX, KOJIJI-HEHTPaX.
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[TocTanoBku 3aga49u U CYIIECTBYIOIINE PE3YJILTATHI MOTYT OBITH HaliIeHbI B 0030pe
[1], craTwe [2], a Takxke B MoHOrpadusx |3, 4|. Henpuopurernasi u npuopureTHast
CHCTEMBI C THIIEPIKCIOHEHINAIBHBIM BXOJANIMM [TOTOKOM PACCMOTPEHBI B paboTax
[5] m [6] coorBeTCTBEHHO.

2. Onucasme cucrteMbl M 0O0O3HAYCHUSI

PaccvaTpuBaercs oHo/MHeHAST CUCTEMA OOC/IYKUBAHUS ¢ HEOTPDAHUICHHBIM IUC-
JIOM MECT JIjIsl OXKUJIaHUsI, B KOTOPYIO IIOCTYIIAeT PEKYPPEHTHBII TOTOK TpebOBaHUil ¢
dbyHKIMEN pacupeesiennsi HTEPBAJIOB MexK 1y nocryiuienusyu A(x). Tpebosanust
pa3esoTCA Ha T IPUOPUTETHBIX KJIACCOB. Bysem cunrarh, 4To TpeboBaHuUs -10
KJacca obJIafaloT IPUOPUTETOM HAJ TPeOOBAHUSIMU j-To Kjacca, 1 < ¢ < j < r.
[Hocrynusmiee TpeboBaHue OTHOCUTCS K $-My [PHOPUTETHOMY KJIACCY C BEPOSITHOCTHIO

T
Di, Y. Ppi = 1, HE3ABUCHMO OT OCTAJBHBIX TPeBOBAHUIT U COCTOsIHUSI cucTeMbl. Jlu-

=1
TEJIbHOCTU O6C.Hy)KI/IBaHI/I$[ — He3aBUCUMbIE€ B COBOKYIITHOCTH cnyqaﬁHbIe BEJIMYUHBI C

dbyukuumeii pacupesenenust B;(x) st peboBanuii U3 i-ro Kjacca.

Eciu mocsie 3aBepirennst 06C/Iy>KMBaHUs! 3aBKH B CUCTEME OTCYTCTBYIOT TpeboBa-
HUSI BCEX KJIACCOB, TO OOCIYKHUBAIONIMI TPUOODP OTIPAB/IieTCss Ha TPOPUIAKTHKY,
KOTOpasi JUITCs crydaiitoe BpeMst ¢ dyukuueil pacupesenenus: C(x). Eciu 3a Bpemst
IpPOMUITAKTUKI TOCTYIIAI0T TPeOOBAHNUSI, TO TIOC/IE ee 3aBepIleHus Tpubop HaunHAET
ux o0CJIyKUBaThH. Ecin ke TpeboBaHUil He MOCTYIIUIO, TO IPUOOP CHOBA OTIIPABJIS-
ercsi Ha TPOMUIAKTUKY U T.J0.. JJTUTeIbHOCTH PAa3INIHbIX TPOMUIAKTHK ABJISIIOTCS
HE3aBUCUMBIMU CJIyYaliHBIMKU BeJIMYUHAMEU U HE 3aBUCST OT BXOJSIIErO MOTOKA U
BpeMeHU 00CITyKUBaHMUSI.

[Ipenmonaraercst, uro A(x) < 1, Bi(z) < 1, C(z) < 1, Vo, 1 < i < r, u
CYIIECTBYIOT IIOTHOCTU pacupesesenust a(x), b(x), c(x).

PaccmarpuBaiorest ciie/yiolye ciydaiinble IpOoIecehl:

L(t) = (L1(t),..., Lr(t)), tme L;(t) — uucio TpeboBanwmii i-ro Kjiacca B CHCTEME B
MOMEHT BPEMEHN t;
i(t) =1,1€{0,1,...,r} — aubo HomMep kiacca (1 < i < r), TpeboBaHUe KOTOPOTO

obcaykuBaercss B MoMenT Bpemenu ¢ (ecam L(t) # 0), smbo i(t) = 0 (sro o3nagaer,
9TO B JIAHHBIA MOMEHT HPUGOD HAXOIUTCS HA MPOMDUIAKTUKE);

x(t) — Bpewmst, mpormeiee ¢ Hadada 0OCTyKUBaHUS 10 MOMeHTa t, ecan i(t) # 0,
UJIM BpEMsl, MPOIIeJIIee ¢ Havaia MpopUIakTuK 10 MoMenTa t, ecau i(t) = 0;

y(t) — Bpemsi, IpoIre/Iee ¢ MOMEHTA ITOCIETHErO MOCTYIICHNsT TPEOOBAHUS J10
MOMEHTA T.

Bynem npeamnosararh, ITO B MOMEHT HadaJja HAOJIOAEHUSA 3a CHCTEMOI 0OCTy-
xupannd ¢ = 0 B cucreMe HeT TpeboBaHUil, 1 ¢ Hadaja IpodUIAKTHKA Ipudbopa
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[POIIIO CJIyUaifHoe BpeMsi ¢ INIOTHOCTBIO f (), a ¢ MOMEHTa HOCIIEHETO HOCTY IITICHNST

" _ 1-A(@) _7
TpebOBaHNsl Clly'aiiioe BpeMsl ¢ INIOTHOCTBIO g(x) = — =, T1e a1 = [ w-a(u)du.
0

O6o3HaueHUsI, UCIIOJIb3yeMbIe JaJIee:

als) = 7e—sua(u)du, B; = Bi(s) = 7e_$“bi(u)du, i=Tr, ~(s)= 76_5“c(u)du.
0 0 0

a(x)
—aw "W=iTpey MW =1Teow

o
—~

8
~

v(z) =

f(w)e(u +v) 1, i=j,

_ _—sv = = 1’ (xjy)
(s, v) = - % _{ 0,17 (@) _{ 0, () £ 4,

_ —(stw)z (s+w)u f(u) _/ —sw
X (s, w) c(x)e /e . _C(u)dudx e " Hi(s,v)dv.

0 0

0\48 0\8

st dynkumit F(x) u G(x), pasabix 0 HA OTPUIATEIBHON OJIYOCH:

x T

FeG(z) = / F)Gla—u)du, F*\(z) = F(z), F*(z) = / Fu) F* =) (z—u)du, n > 2,
0 0
2
P;(n,z,y,t) P(L(t) =n,z(t) < z,y(t) < y,i(t) =1), i =0,r,

B 0x0y

0 oo oo
—st n .
pi(z,x,y,8) = /e 5 g g 21tz Pi(n,x,y, t)dt, i =0, 7,
0 n1=0 n,=0
3. Maremarudyeckasd MO/JIeJib

Paccmarpusast BO3MOXKHbIe u3MeHeHus cocrosiauii nponecca (L(t), z(t), y(t),i(t))
B uHTepBasie BpeMenu (t,t + A), u ycrpemisia A — 0, HOJYIUM CIEYIONLYIO CUCTEMY
b depeHIalbHbBIX B 9aCTHBIX TPOU3BO/HBIX:

apo(zéi» Y, 5) 4 3790(%";’ v:5) _ —(s +v(y) + p(x))po(z, ,y,5) + f(x)g(y),
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opi(z,x,y, s) N opi(z,x,y, s) _

ox dy —(s+v(y) +ni(x)pi(z,x,y,s), i =1,r,

o0

r r 1 s
Zpi(zaoaya S) = /po(z,x,y,s)u(w)dx + Z ; /pi(z,:n,y,s)m(x)dfv—
i=1 i=1 """

r

0
—Z//e_StP ..,0),ac,y,t)m(a:)dacdt—//e_StPo(O,x,y,t)u(:v)d;rdt.
00

1100

s mepexosia oT cucTeMbl audepeHIalbHbIX YPABHEHNN B YACTHBIX TPOU3BOIHBIX
K CHCTeMe OOBIKHOBEHHBIX JaudpepeHinaabHbIX yPABHEHUH, IPEJJIATAeTCs UCIIOIb30-
BaTh CJIEIYIOIee HHTErpaaibHOe Ipeodpa3oBaHIe

Yy
00 1— (p,z) [ e a(u)du
—w 0 .
qi\zZ,r,w, S :/6 v *Di Z7x7yasdyvll:077n'
@ama) =, e (z.2.9.5)

Bribop faHHOrO MHTErpaJIbHOTO TpeodpaszoBanmst 00YCJIOBIEH TEM, YTO IPUMEHEHUE
KJIACCUYeCKOro rpeobpasosanue Jlamsaca He IIOMOraeT yIpoCTUTh UCXOJTHYIO CUCTEMY,
II03TOMY BBIOpAHO ITpeobpa3oBaHme ¢ yKa3aHHOM BecoBoi dryukimeit. [Ipumenus ero,

HOJIy YU M:
a .
Mzaﬂ;w = (st w4 @) gz a,ws), i=T7,
0 .
qo(zaiw) = —(s +w + p(2))qo(z. 2, y, 5) + f() - afzz)
T o ., 1 0o
(.0, w) = /qo(z,a;,w, s)u(x)dz + Z 2 /%‘(Zw,w,s)m(m)dm
i=0 ] =

Permenns ,ZLaHHOfI CUCTEMBbI MOZ2KHO fdBHO BBIIINCATBL:

qi(z,z,w,s) = qi(z,0,w,s) - (1 — Bi(z)) - e_(s+w)$, 1=1,r,

s+w
C]()(Z,CE, w, 5) = CIO(Z,O,U), S) (p,z) /f = bl (170(1‘))-6_(8—“”)%,
[O5IY
Zqi(zy 07 w7 S) = /qo(z,x,w S dZL‘—l- Z /ql Z X w7 S)?’h(aj)dw
i=0 0
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4. OcCHOBHOI1 pe3yJbTaT

Teopema 1. Qynuxuyuu p;i(z;,z,y,s), ¢ = 0,7, OUPEIEITIOTCS CIEAYIOMIMI COOT-
HOITICHUSIMU:

pi(zi, 2, y,5) = (1 — A(y)) fi(zi, z,y, 5),

rue fi(z,x,y,s), i =0,r, — eJMHCTBEHHbIE DEIICHUs yPABHEHMUIL:
fi(zhxvyv — /CL fl Zi, T, U, S)du+d(zlax Y,s ) :OaT'
Y
Hnssi=1,r
1- B T
di(ziaxvyus) = esw(x) hz‘(Zi,y—fB,S) — Di%i / a(v—y—l—x)hi(zi,v,s)dv ]I(y 2@')7
y—x
1-C T
dO(Zaxayas) = esx(x) ho(y—l‘,S) - (p,Z) / a(v—y+x)h0(v,s)dv ]I(y 2.’,11‘)4‘
Yy—x
1-C() e fla—v)
—C(z T —
—(1 - U2 _dv.
ey [ e i
0
riue
po(y,s) pr(2,0,y,5)
ho(y,s) = ——~, hi(z,y,s) = ——— 7=
W) =1 "agy =T
a dyakunu hy(zg,y,s), k= 1,7, aBIg0TCS eINHCTBEHHBIMU DEIIEHUSIMI Y PABHEHHIA:
(e .5) = (98 + 0§+ (pr2);) [ alw) - hulasy + . )du =
0
- /Bm S —|—'LU r wu r
= Pk2k Z e a(u)-hm(zm, y+u, s)dut+ [ a(u)ho(y+u, s)du—
) o ¢] 1 [e%s)
—/e /a Yho(y + u, s)dudv — — [ Hi(s, v)d) kE=1r.
aq
0 0 0
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Oyukrys ho(y, s) ABISETCS €IMHCTBEHHBIM PEIIeHNEeM YPaBHEHHUS

min(y,7)
sz / ho(7, s)dr / e (y — v)a(t — v)dv =
0 0

(H1 (s,y +§:10/y e~ S%e(u)) ™ Hy (s,y— udu> ( Zp,/ S“bi(u)du).

E,ILI/IHCTBGHHOCTI;) pemenns BBININMCAaHHBIX BbIIIE yp&BHeHI/Iﬁ ciaeanyer u3 Toro, 9To

=[(P2)| <1 V |z <1

sup ‘(p,z)/ —u)du| =

min(y,7)

sz/dT / e Wb (y — v)a(r — v)dv

sup ~|p. s+ wp| <1

5. 3akJurouyeHwue

B pabore paccmorpena npropuTeTHAS] CHCTEMa MACCOBOIO OOCIYKUBAHUSA C BO3-
MOXKHOCTBIO yXO0JIa 00CJIyKUBAIOIIEro npudbopa Ha npodunakTuky. [lo pesymabraram
UCCJIe/IOBAHUS OBLIN HalJIeHbI HHTErPAJIbHBIE YPABHEHUS, PENIEHI KOTOPBIX OJ[HO3HAY-
HO OIIPEJIEJISAIOT HECTAIIMOHAPHOE COBMECTHOE PaCIpele/ieHne KOJIUIeCTBa TpedoBanmii
KaXKJI0OTO TPUOPUTETHOTO KJIacca B CUCTEME.
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AnHoTanus

B pabore npencraBiena MmaremMaTnyeckas MOJAE/b JABYXITAITHOTO TPOU3BOJI-
CTBEHHOTI'O IIPOIECCa B BUJE ABYX(MA3ZHON CHCTEMBI MACCOBOTO OOCIIYKNBAHUSA
(CMO) ¢ BXOASAIIUME IIyaCCOHOBCKUMY IIOTOKAMHU Ha IIEPBYIO U BTOPYIO (asbl.
Kaxmas daza coctout n3 6€CKOHETHOr0 Yucia yeTpoicTs. Bpems obciryxuBa-
HUSI 3asIBOK PACIIPE/IEIEHO COIVIACHO IKCIIOHEHIINAJIBLHOTO 3akoHa. [locie obciy-
KUBaHUsI HA MEPBOil (pase, 3asBKA C BEPOSITHOCTHIO '] HEPEXOIUT HA BTOPYIO
dagy, b0, ¢ BEPOSITHOCTBIO 1 — 1] BO3BPAIAETCS HA MEPBYIO JJIsI [IOBTOPHOTO
obcaykuBanus. 11o 3aBepirennio 06CIy>KuBaHUs Ha BTOPOi ¢a3e, 3asBKa C Be-
POSITHOCTBIO 7'y MIOKUJIAET CUCTEMY, JIN0O, C BEPOSTHOCTHIO 1 — 19 BO3BPAIIAETCS
JIUIsl TIOBTOPHOI'O OOC/Iy>KUBaHUs Ha BTOpyio (aly. [lojyuen Bui npousBosiieii
byHKIUK U1 CIIyYaifHOrO MPOIecca, XapaKTepU3yIoIero Yucjio coObITUN B
MMOTOKE TIOBTOPHBIX OOpAIeHuUIA.

KuaroueBsblie cioBa: japyxdasnas CMO ¢ aByMst BXOASAIIUMEA [IOTOKAMU U 00-
PATHOI1 CBsI3bIO, IOTOK IIOBTOPHBIX OOPAIEHU, METO/I, IPOU3BOISAIINX (PYHKIIHIA.

1. BBenenue

Bo Bpemena pobiHOYHON 9KOHOMUKHM, IJIABHON IEIHI0 KAXKIOTO IIPOU3BOICTBEHHOTO
HPEJIIPUATUS SABJISETCs Oy YeHre MaKCUMaJIbHON TpuObLn. s mocTukenusi yKa-
3aHHO 1€, OPTaHU3AIUN CTPEMSTCS BBICTPOUTH ONTUMAJIBHBIN TPOU3BOJICTBEHHBIIMN
[IPOIIeCC C y4eToM Bcex ocobennocreil. Tak, HapuMep, TpedyeTcss COKPATUThL BPEMsI
pocTost 060pyaoBaHusl, 06eceduThb ero 3MPHEKTUBHOE UCIOJIHL30BAHUE, COKPATUTH
HPOIEHT OpaKa, ONTUMHU3UPOBATH BPEMSI U3IOTOBJIEHUS POJYKIIUU U T.]I.

OHUM U3 METOJOB PEIeHUs TOCTABJIEHHBIX 38/]1a9 MOXKET CJIYKUTb MATeMAaTHU-
4eCcKoe MOJEINPOBAHUE IIPOU3BO/ICTBEHHOI'O IIPOIecCa U PellleHUe COOTBETCTBYIOMINX
ONTUMU3AIMOHHBIX 33/1a4.
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Cy1miecTByeT MHOXKECTBO PabOT JIEMOHCTPUPYIONIIX IPUMEHEHNe MHOIOJTNHEHHBIX
CHUCTEM MAaCCOBOI'O OOC/IYyKUBAHUS C ILEJIbI0 OINUCAHUS MaTeMaTHIeCKUX Momeseit
peasibHBIX cucTeM. Tak B mybumkanuu [1| aBropbl npejiaraior MaTeMaTudecKyo
MOJIeJIb IpoIecca nm3MeHeHus: jgemorpadmdeckoii curyaruu B Buge CMO ¢ aByms
TUIIAMU 3a9BOK U HEOIPDAHWMYICHHBLIM YuCJIOM Tpubdbopos. IIpumMenenune MHOTOTMHEHHON
CMO c neorpanndeHHbIM 0yHEPOM C MEIHIO MPOEKTUPOBAHUS SKOHOMHBIX CUCTEM
sHepronorpebienns nokasaso B [2]. B padore [3| pecypcrast CMO ¢ HeorpaHu<eHHBIM
YHCJIOM TPUOOPOB U JIUCKPETHBIM PECYPCOM KOHEYHOIO 0ObeMa eIUHHUI] Pecypca
UCIIOJIb3YETCsT JIJIsI IOCTPOEHUST MATEMATHIECKON MOJIE/IN OTJIEJIBHO CTOSIIIENR COTHI
ceru 5G NR. Ormerum Takzke ucnosb3opanue beckoneunoauneiinbix CMO ¢ obparHoit
CBA3BIO IS OIMCAHUS MATeMaTUICCKIX MOJIE/IEH TOProBhIX U CTPAXOBLIX KOMIIAHUI
[4, 5].

W3z-3a cinoxuocTy (GYyHKIMOHUPOBAHUS MHOIMMX PEAIbHBIX CHCTEM, 3aJa4a IOCTPO-
eHUsl aJICKBATHBIX MaTEMATHIECKUX MOJIe/Iell ocTaeTcs akTyaabHOi. B manHoit pabore
[pe/iCTaB/IeHa MaTeMaTHIecKash MOJIeJb ABYX9TAIIHOrO IIPOU3BOJICTBA B BUIE ABYX-
daznoit beckorearosmueitHO CMO ¢ nByMsi BXOISIIIIUMEI TOTOKAMH ¥ MTHOBEHHOI
0OpaTHON CBSI3BIO.

2. IlocranoBka 3ama4du

PaccMmorpuM npuMep IBYX3TAIIHOIO IPOU3BOACTBA 000pyAoBanus. [lycTs B KoMIa-
HUIO TOCTYIIAIOT 3asiBKM Ha IIPOU3BOACTBO u3iesuii. MoMeHTOM HadaJia MPOU3BOICTBA
Ha IEpPBOM 3Talle OyAeM CUYNTaTh MOMEHT PErucTpallid 3aKa3a Ha IPEeIIpUsSTUH,
T.0. KOJIMYECTBO ITOCTYIIAIONINX 3aKAa30B sIBJISIETCs] HEOIPAHUYEHHBIM, B CJIydae, eCJIn
060pyI0BaHEe IIPOM3BOICTBA 3aHSITO, TO BpPeMsl OXKUIaHUsI HavYasa IPOU3BOICTBA
OyIeT CUMTAThCs YacThIO BPEMEHM BBINOJHEHUS IIEPBOro Sralla npon3BoacTsa. I1o
OKOHYAHUIO IIEPBOIO 9Talla, IIPOU3BOAUMOE U3AEINE IIPOXOAUT KOHTPOJIb, IOCJIE YEro
C BEPOSITHOCTBIO 7] HAYMHAETCSI BBIIOJHEHNIE BTOPOIO 3TAlla IPOU3BOICTBA, WMJIH, C
BEPOATHOCTHIO 1 — 71, U3/Ie/IUe TOCTYIIAET IOBTOPHO HA MEPBLIi 3Tall /i JOPabOTKU.
[TostoxkuM, 4TO KpoMe COOCTBEHHBIX 3asIBOK IIPOU3BOJICTBA, HA BTOPOH 9TAIl MOI'YT
IIOCTYIIaTh BHCITHUEC 3asdBKH. HO OKOHYaHHUIO BTOPOI'O 9Talla, U3J/1e/Ine TaK2Ke ITPOXOJIUT
KOHTPOJIb U, C BEPOSITHOCTBIO T'o OTTPY2KAETCsl MMOKYIATENIO, JUOO, C BEPOSITHOCTHIO
1 — r9 ornpasisiercs Ha gopaboTky. OCHOBHOI XapaKTEePUCTUKON IIPEeICTaBIEHHOIO
mporiecca Oy/ieM CIUTaTh YUCI0 U3e/IUil, KOTOPhIe HyKIAI0TCsI B JopaboTke. Bemo-
MorarejbHas XapaKTePUCTUKA — YHUCJIO U3AEINNA Ha KarXKJIO0M STalle IIPOU3BOICTBA.

3. MaremaTrudyeckasd MO/IeJib

MaremMaTn4ecKyo MOJEIb TAKOI'O IIPOU3BOICTBEHHOI'O IIPOIIECCA IIPEACTABUM B
BuAe AByxdasHoil beckoneunosmaeiHor CMO ¢ IByMsl BXOISIIAME IIOTOKAMHU U
obpaTHoii cBa3bIo. IlycTh Ha nepByio dasy MOCTYIIAeT IyacCOHOBCKUN IOTOK 3asBOK
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¢ mapaMerpoMm A1. Bpems obciry:kuBanus Ha IEPBOil U BTOPO#l pas3ax pacipeiesieHo
COIJIACHO YKCIOHEHIMATHLHOTO 3aKOHA C ITapaMeTpaMu (i1 U fo cooTBeTcTBeHHO. [Tocte
00OCTy>KUBaHWST Ha MepBOil (pase, 3asiBKa C BEPOSITHOCTHIO 71 MEPEXOIUT HA BTOPYIO
dasy, aubo, ¢ BEpOATHOCTHIO 1 — 71, BO3BpAIAeTCsl Ha IMIEPBYIO JJIsi [IOBTOPHOIO
obcyxuBanusi. Ha Bropoit ¢aze nmpoucxoaut oOCIyKUBaHUE KAK 3asIBOK, TOCTYIIAI0-
MUX C TepBOi (pas3bl, TAK U 3adBOK BTOPOrO BXOJAIIETO IIyaCCOHOBCKOI'O MOTOKA C
napamMeTpoM As. OGciTyKeHHast Ha BTOPOH (ha3e 3asiBKa ¢ BEPOSTHOCTBIO T2 TIOKUIAET
cucreMy, JU00, C BEPOSITHOCTHIO 1 — 79 , BO3BPAIAETCS HA BTOPYIO (ba3y s MOBTOP-
HOrO 00CJIy>KUBaHUS. 3asiBKU, TOCTYIAIOIINE B CUCTEMY C BEPOSITHOCTSIMU 1 — 11 U
1 — 79 1T MOBTOPHOTO OOC/TYKUBaHUs, OYIEeM CIATATH COOBITUSIMU ITOTOKA ITOBTOP-
HbIX obOparenunii. CTaBuTCs 3a/a4a NCCJIEIOBAHNS [TOTOKA ITOBTOPHBIX OOpalleHuil B
CHACTEMY.

4. IlpousBopsinasi (pyHKIUS YNCIA 3AaHATHIX NPUOOPOB B CHUCTEME

B kadectBe BCroMoraresibHOrO pe3yJibraTa IPUBEJIEM JIeMMy 0e3 JT0Ka3aTeIbCTBa,
0 BHUJZle TpOu3BOJdAIIeii PYyHKIIUN YUC/Ia 3aHATBIX MPUOOPOB B pacCMaTpPUBACMOIL
cHuCTeMe.

Jlemma 1. ITycmov A1, A9 napamempvr 8LXOOAUWUT NYGCCOHOBCKUT NOMOKOE HA,
nepsyIo u 8MOPYI0 Pasvl CUCMeMv, coomsememeenho. Bpemsa obcayotcusarus, Ha
xaotcdotl pase pacnpedesero coesacHo KCNOHEHUUAADLHO20 3AKOHA C NAPAMEMPAMU,
w11, po. Hapamempot 1., k = 1,2 onpedeasrom sepoamnocmu nokunyms k-1 gdasy
obcayorcusarun, 1 —ry, k = 1,2 — sepoamnocms seprymuves Ha k-10 pasy oas
NOBMOPHO20 0BCAYHCUBIHUA.

Tozda npouszsodawasn Pyrrkuus deymeprozo cayywaiinozo npouecca {ix(t)}, k =1,2,
TAPAKMEPUSYIOULLL20 YUCAO 3AHAMBLT NPUOOPOS 6 CUCMEME 8 MOMEHM, Spemeny t
umeem 6ud

G, w2, t) = eap { ML (1 — rmt) o Cualeal) (g goranat) 4 "

)\1(152*1) (ef’rgugt _ e*'r'llu,lt) .
(rap2—rip1)

[Tomaras B (1) t — 00 HOIYyYNM TPOU3BOIAIILYIO (DYHKITHIO TBYMEPHOTO IPOIECCa
{i1,12} npu cranmoHapHOM pexkume (PYHKIIMOHUPOBAHUST CUCTEMBI

)\1(561 — 1) (1‘2 — 1)
i * T2/t Pt )\2)} ' @)

Crenyer OTMETUTh, YTO JIAHHBIN PE3YIbTAT MOXKHO TAKKE MOy IUTh ITPUMEHSIsT

Teopemy BCMP.

g(z1,22) = exp {
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5. IlpousBoasmiast QYHKIMsS 4YHCIA COOBITHII B IMOTOKE MOBTOPHBIX
obpartiennii

Cdopmynupyem u J0KaxkKeM TeopeMy O BHJIE IMPOU3BOJAIIEH (DYHKIUU UUCIIA
COOBITHI B TIOTOKE MTOBTOPHBIX OOpaIeHUil.

Teopema 1. ITycmob A1, Ao napamempov, 8LOOAUUL NYACCOHOBCKUL NOTMOKOSE HA
nepsyo U 8MopPYo Pasvl CUCMEMb, COOMBEMCMEEHHO. Bpems obcaysrcusaHus Ha
Kaotcdotl ase pacnpedeseHo co2AacHO IKCNOHEHUUGALHOZ0 3AKOHA C NAPAMEMPAMU
w1, po. Hapamempor 1, k = 1,2 onpedeasrom eeposammocmu noxkunyms k-10 ¢a-
3y obcayorcusarnus, 1 —r, k= 1,2 — sepoammnocmyv seprymoves na k-10 dady oan
noemopro20 obcayscusarua. Toeda npoussodawan PYHKUUA CAYUATHO20 NPOUECCA
{ni(t)}, k = 1,2, zapaxmepusyrouezo wucao cobbimuli nomoka noSMopHuLT 0bpauLe-
HUTl, NOCMYNUBUWUT 68 CUCTNEMY 304 8PeMsa t, ONPEdessemes SuPaHCEHUEM

AL\ o (1—yo(l—1o)— —na(1-ya(1-r))t
Glyr, y2,t) = eap { Cpre) (rertialovllor)n)es ~1) +

4N (1—e—mtv1l—r1)) ( 11 (1—y2(1—r2))—72)

p1(l=y1(1-71)) (I—y2(1—r2))[p2(I—y2(1=r2))—prr1 (I—y1 (1—r1))]

T17" >\ T
B CETY () (e e ) B By e ey [T ey
Y ( pri(1=ya(l—rz))—ra)e_ 1t -r))
rip (1*y2((1*7“<2))[Mz))(1*y2(1*7”2))*u1(1*y1(1*1”1))]
rirge P1t(0—y1(1—mg —p1t(l—y1 (1—r
— T gy T T — 1) + (3)
)\1;1,11”1(17y2(1*7'2)*1”2)(€_u2(1_y2(1_r2))t71)

p2(T—y2(1—r2))2[u2 (1—y2(1—r2))—p1 (I—y1 (1—r1))]
A1 (171/2(177‘2)77‘2)@_#2(1—92(1_T2))t

(1=y2(1—=r2))[p2(1—y2(1-7r2))—p1 (1—y1(1—71))]

At (1—y1(1—7’17;1)8—y2(1—7“2)) — 1)+ st (1—y2?21—r2)) N 1)
)\2(1_e—u2(1—y2(1—T2))t)(1_y2(1_,«2)_,«2)

+ i ya(1r))2

Hoxazameavcmeo. Ilycrb B MOMEHT BpeMeHU { COCTOSHUE CHCTEMBI OIIPEIesIsIeTCs
BekTopoM {ig(t), ni(t)}, k = 1,2, tie ix(t), k = 1,2 - uncsio 3auaTHIX TPUGOPOB HA
k-oit dbaze B MmomenT Bpemenn t, ng(t), k = 1,2 - quciao cobbITHiI TTOTOKA MOBTOPHBIX
obpariennii, TOCTYNUBIINX B cucTeMy 3a BpeMs t. Jla pacupemenenus: BepoaTHOCTEH
P(iy,ig,n1,n2,t) = P(i1(t) = i1,12(t) = i2,n1(t) = n1,n2(t) = ng) 3anuiiem npsamyro
cucremy nuddepennuaabubiX ypasuenuit Koamoroposa

W = —(A\1 + A2 + i1 + top2) P(i1, 92, 01, n2, t)+

—i—)\lP(il — 1,149,117, N9, t) + )\QP(il, 10 — 1,n1,no, t)—i— (4)

+T1/,L1(’i1 + 1)P(i1 + 1,20 — 1,11, nog, t) + T‘Q,Ltz(ig -+ 1)P(i1, 12 + 1,11, no, t)—|—

+(1 — T1>/L1i1P(i1, ig, ny — 1, no, t) + (1 — Tg)ﬂgigp(il, iQ, niy,ng — 1, t).
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Oupejesus npoussosiiyio dyukiuo G(x1, T2, y1, Y2, t) =

o0 o0 o0 o0 . .
=3 > > > atadytys?Pliy, i, n1,ne, t), u3 cucreMsl (4) noydaeM JuHeii-
11=042=0 n1=012=0
Hoe uddepennuaabaoe ypaBHeHne B YaCTHBIX TPOU3BO/IHBIX EPBOTO MOPSIKA JIJIs

byuxnun G(x1, z2,y1, Y2, 1)

3G(wl,wazt,y1,y2,t) [z (1 = y1 (1 —11)) — ri2s)] 3G(r1,gi,ly1,yz,t)+
oG
Fpafaa(L = (1 = r2)) — ry| PG ) ®)

= [Al(Il - 1) + )‘2(‘T2 - 1)} G($1)$2)y17y27t)‘

Pemas ypasuenue (5), ¢ madanbubim ycaosueMm G(x1,x2,y1,Y2,0) = g(z1,22),
rye dyukius g(r1, re) umeer Buj (2), HOIyIaeM BbIpAXKEHUE JJisi TPOU3BOISIIET
dbyukImu yerbipexmepuoro nporecca {i1(t), ia(t), n1(t), na(t)}

B A pir (e—u2(1—y2(1—7“2))i_1)
G(z1, 22,41, 92, t) = exp { 21— y2 (1)) (a2 (1= y2(1—r2)) i (11 (1—r1)
i B B A1 (@2 (1—y2(1—12))—rg)e #2(l—y2(1-r2))t
At ((1*91(1*“)3(%*92(1*%)) 1) (T=y2(1—r2)) [p2 (=92 (1—12))— 1 (g1 (T—1))]
+ A172 A14A2 (“2(952(1—92(1_7“2))_7"2)57“2<17y2(lir2))t+u2m - 1> +
pr(1=y1(1-71))(1—y2(1-72)) pare p2(1—y2(1—-72))
)\1(1—67“1(17”1(17“)”) ( pary(z2(l—yz(1—ra))—rs)

T

LT (Y () T—ya(—r2)) 2 (—ya(1—r2)— (A—ga (A—r))]

_ 1o o) 4+ A pari (w2 (1—yz(1—rg))—rg)e #1011 -t
(1*1/1(1*7“1())(113/2(1;7“2)) 1 pry \ (I=y2(1-r2))[p2(1-y2(1-r2))—p1 (1—y1(1—r1))]
rirge”#1U—y1(1—1))t —p1(1—y1(1—r1))t r
— Ty T @1e T 1) + Aot (W - 1) +
)\2(1—6_“2(1_y2(1_T2))t)(l‘g(l—yz(l—Tz))—TQ)
p2(1—y2(1-72))2 '

—+

(6)
[Momarast B (6) 1 = x2 = 1, mosy9IuM BHJ TPOM3BOIAIIEH (DYHKIMHA THCIA
COOBITUI B TIOTOKE MMOBTOPHBIX 00pAIeHU
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Glyoot) = eap { G720 (erstralionfprtpl e B )

Uare m(l—yz(l—?”z))
+)\1(1,e—u11(1—91(1—ﬁ))) ( p1r1((I=y2(1—r2))—r2) —
(=g (1-71)) (=2 (1=r2))[u2(1=g2 (1=r2)) —par1 (T=y1 (T=r1))]

T A7
_(1—3/1(1—?1)3(%—3/2(1—?2)) +1)+ ul(l—yl(1—7"11))%1—y2(1—T2))+
S| ( pir1(1—ya(1—rg))—rg)e #1t-v1(1-11))

rip (lfyz((lﬂ“(z))[Mz))(lfyz(lfrz))*m(1*y1(1*7”1))]
rirge #1t(—y1(1—m —p1t(l—y1 (1—r
— T gy € ) — 1) + (7)
Arprri (L=ya(1—rz) —rz) (e #2(1—v2(1-r2))l 1)
F 2 (—y2(=r2) 21—y A—r2))—pur A=y (1=r1))]
A (1—yo(1—r9)—rg)eH2(1-y2(l-r2))t

(1=y2(1-r2))[p2(1—y2(1-r2))—u1 (1—y1 (1—71))] -

At (1—y1(1—7’17;1)8—y2(1—7‘2)) — 1)+ At (1—y2?21—r2)) N 1)
X (1—e=r2(1=v2(1=r2))t) (1—y5 (1—rg)—13)
+ (T2 (1-r2))?

Yro n TpeboBasioch J0Ka3aTh. |

DTOT Pe3yJIbTAT, TO3BOJIAET TOJIYIUTh KaK PacIpejie/ieHne Incia COObITUI TOTOKa,
IIOBTOPHBIX OOPAIEHN B CUCTEMY, TAK W MaprUHAJIbLHBIE PACIPEICTICHUS BEPOSIT-
HOCTEl Yucjia COOBITHI IIOTOKOB IIOBTOPHBIX OOpallleHuil Ha KaxKIAyio ¢asy, 4To
JaeT BO3MOXKHOCTH OIPEJEINTh OCHOBHBIE YHCJIOBbIE XapaKTEPUCTUKN HUCCJIETYEMOTO
ITPOTIECCA.

6. 3akJirouyeHue

B pabote npejicraBiena MaremMaTndeckasi MOJEb JABYXITAITHOIO TPOU3BOJICTBEH-
HOrO Tporecca B Buie aByxdasuoit CMO ¢ aByMs BXOASNIUMEI TOTOKAMU U ODPATHOI
CB#A3bI0. Pe3ysibTaT MPOBEJIEHHOIO HCCJIEOBAHUS ITOTEHITUAIBLHO MOXKET OBITH HC-
[IOJIL30BAH JJIsl PEIIeHUs ONTUMU3AIMOHHBIX 337189 110 MUHUMU3AINN KOJTUIECTBA
MIPOJYKIIMK, HE IPOIIEIIeil KOHTPOJIb KadecTBa. B masibHeeM mIaHupyeTcs IpoBe-
CTU UCCJICJOBAHUE TIPU YCJIOBUU ITPOU3BOJILHOTO BPEMEHU OOCIIYKUBAHUS 3aBOK, a
TaKXKe y9IecTb (PaKT, 9TO JIOPAbOTKA HEKAYeCTBEHHBIX M3eIuil MOXKET OTPedOBAThH
BpeMs, OTJIMYHOE OT BPEMEHU ITPOM3BOJICTBA U3IEJIH.
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Abstract

The Correlation Clustering (CC) problem is traditionally defined as a problem
of partitioning a signed graph without specifying the number of clusters in
advance. In this paper, CC problem is considered for undirected and unweighted
signed graphs without multiple edges and loops, where error functional is linear
combination of intercluster and intracluster errors. In this formulation, the
CC problem is NP-complete. Exact algorithms for this problem are time-
consuming. Approximate algorithms for solving CC problem often lead to
unsatisfactory results, and heuristic algorithms are often non-deterministic in
the number of steps leading to a solution. We propose a new heuristic algorithm
SGClust,, for the CC problem solving. The main idea of this algorithm is in
intracluster error minimizing and optimization of error functional according to
the greedy strategy. It was proved that this algorithm takes polynomial time.
Numerical experiments were carried out on randomly generated signed graphs.

Keywords: Correlation Clustering, Signed graph, Heuristic Greedy algorithm,
Structural balance, Graph partition.

1. Introduction

Correlation clustering (CC) problem is a well-known unsupervised learning prob-
lem aimed at finding a vertices partition in a signed graph with a disagreements
minimum number or the maximum number of consistent edges [2]. A disagreement
occurs when a positive edge connects vertices from different clusters or a negative edge
connects vertices from the same cluster. In such cases, the edge is called inconsistent,
and in all others it is called consistent.

Currently, various formulations of the CC problem can be found in the literature.
They are classified by following parameters: the number of clusters (set initially,

This work is supported by the Krasnoyarsk Mathematical Center and financed by the Ministry
of Science and Higher Education of the Russian Federation (Agreement No. 075-02-2023-936).
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limited by any number or unlimited) [6], the size of clusters (fixed, limited or
unlimited) and the type of error functional.

Our attention is focused on the CC problem for undirected and unweighted signed
graphs without multiple edges and loops with an error functional in the form of a
linear combination of the intercluster and intracluster errors. This formulation was
proposed by Doreian et al. in the work [4]. Bansal et al. in the [2] have proved
that this problem is NP-hard. Let’s note the CC problem may have more than a
single solution. Due to the difficulty of the problem under consideration, research
to develop heuristic algorithms that find a solution in an acceptable time are being
conducted [8]. To solve the CC problem, we propose a new heuristic algorithm
SGClust, based on a greedy strategy.

The CC problem arises in various scientific fields such as Community Identifi-
cation in Social Network, Image Processing, Data Mining, Computational Biology,
Telecommunication and Control Systems. So, Abdelnasser et al. [1] have proposed
a clustering, sub-channel and power allocation framework to be implemented in a
semi-distributed fashion in a two-tier OFDMA cellular network. They have proposed
correlation clustering approach, which considers the trade-off between the bandwidth
and interference, offers a performance that is very close to that of the optimal
clustering; however, with much reduced complexity. Maatouk et al. [7] addressed
the problem of clustering and user scheduling with massive MIMO technology, which
is regarded as a key factor in the development of 5G networks.

2. Problem formulation

2.1. Signed Graph. In the paper the type ¥ = (G, 0) of signed graphs are
considered, where G = (V, E) is an undirected, unweighted graph without multiple
edges and loops with set of vertices V', |V| =n > 2 and set of edges E, |[E| =m > 1.
In the graph G, each edge is uniquely represented by an unordered pair e = (u,v),
where e € F, u,v € V. In this case, it is said that the edge e is incident to the
vertices u or v, and the vertices u and v are adjacent. Under the degree of a vertex v

the number of edges incident to it is traditionally understood. Then A = max d(v)
ve

is the graph degree. On the edges (u,v) € E of the graph G, the sign function
o: E — {+,—} is given, it generates a graph edges set partition £ = ET U E~,
where ET is a set of positive edges, E~ is a set of negative edges.

A signed graph is called k-balanced if the set of its vertices can be divided into k
pairwise disjoint nonempty clusters so that all positive edges are inside the clusters
and negative edges are between the clusters [5].
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2.2. Correlation Clustering problem. Let’s denote the sets system forming
a partition of the vertices set V into k subsets by

k
CZ{CZ'QV: UCZ‘:V,CZ‘HCJ'ZQ),Z‘#j;Z‘Zl,k‘}. (1)
i=1

It is known that for an arbitrary signed graph, the k-balance property may have no
place. In this case, it is interesting to search for such a partition of the graph set
vertices for which it is possible to obtain a k-balanced graph by changing the sign
of the edges minimum number. This problem is considered as a graph clustering
problem with a special kind of the error functional. The elements of the C; € C
partition will be called clusters.

Under a positive error P(C) of the partition (1) a number of positive edges between

subsets of C1, ..., Ck will be understood. Let’s note that P(C) is the intercluster error
k
calculated by the formula P(C) =Y > > [(u,v) € ET], where hereinafter [-]
i=1ueC; veV\C;
is Iverson’s Convention.
Under a negative error N(C) a number of negative edges inside subsets for the

partition (1) will be understood. The negative error is the intracluster error calculated
k
by the formula N(C) = > > [(u,v) € E7].
i=1 {u,v}gCl
In the [4] was proposed to represent the total error as a convex combination of
positive and negative errors, this total error depends on the parameter « € [0, 1]:

Qa(C) = aN(C) + (1 — ) P(C). (2)

An error of the form (2) will be called an a-error of the partition C.
In this paper, the clustering problem of a signed graph is considered in the
following formulation [4].
CORRELATION CLUSTERING (CC) PROBLEM
Condition: a signed graph ¥ = (G, 0) is given, where G = (V, E)
is an undirected graph, n = |V| > 2,m = |E| > 1.
Problem: for a given « € [0, 1], it is required to find the partition
C of the vertices set V' of the signed graph ¥ with the
minimum total error Q,(C).

In the work [2] it was shown that Correlation Clustering with an error functional
in the form (2) at a = 0.5 is N P-complete.

Let ®;, be the set of partitions into k subsets, and ® = U ®;. be the set of all

possible partitions of V' [4]. Then the cardinality of the solutlon space ¢ equals to

72



DCCN 2023
About heuristic algorithm for the Correlation Clustering problem  25-29 September 2023

the Bell number B,,. The CC problem solution is a set of clusters C*, which gives
the minimum value of the error function (2):

C*= argrcnei(g[aN(C) + (1 —a)P(C)] (3)
and k = |C*| is a number of clusters. It should be noted that the solution (3) may
not be the only one.

3. Main results

The paper proposes the heuristic algorithm SGClust,, for solving the Correlation
Clustering problem. As input, the algorithm takes a signed graph ¥ = (G, o) and
some initial partition Cy. The algorithm result is a partition C with an error not
exceeding the error of the original partition: Q4 (C) < Qa(Co).

The strategy of the proposed algorithm is based on the intracluster error N(C)
minimizing without increasing the total error Q,(C). Each the algorithm iteration
consists of the following four stages.

Search: to find the vertex that makes the greatest contribution to the
intracluster error.

Removing:  to remove this vertex from its cluster in order to reduce the
intracluster error N(C).

Optimization: to find such cluster for this vertex (it can be the initial cluster),
joining to which will minimize the total error (2), if such cluster
does not exist, then this vertex can be allocated to a new cluster

Fixation: to fix the given vertex from further movements between clusters.

Four stages of the algorithm form a conditional cycle. This cycle guarantees that
the algorithm will move each vertex not more than once and then be finished its
work by finding some partition C. During the search and optimization stages, the
algorithm follows a greedy strategy. And the following theorem is true.

Theorem 1. The algorithm SGClust,, is correct, i. e. if as input a signed graph
¥ = (G, o), some initial partition Cy and a parameter « are given, then this algorithm
will find a new partition C with a-error Q4 (C) < Qa(Co) in time O(n? - A).

Since the strategy proposed above moves each vertex between clusters only once,
a successful initial clustering will play a large role in its efficiency. In this paper, the
initial partition is chosen as the connected components of the graph G = (V, E™),
i.e. each C; cluster will contain only vertices from one connected component. It is
easy to prove that vertices belonging to different connected components of a graph
built only on positive edges, but lying in the same cluster, will contribute equal to or

73



DCCN 2023
About heuristic algorithm for the Correlation Clustering problem  25-29 September 2023

greater than zero to the total error E,. Therefore, it is expedient to take the initial

partition such that the clusters contain only vertices from one connected component
of the graph G = (V, E™).

4. Computational experiments

Computational experiments were carried out to evaluate the SGClust, algorithm
effectiveness. All experiments were carried out on a computer with 16GB RAM, an
AMD Ryzen 5 3600 6-Core 3.60 GHz processor running the Windows 10 operating
system using single-threaded mode. Comparison was performed with the algorithm
relocation heuristic (RH) [3] on randomly generated graphs. The difference between
SGClust, and RH algorithms consist in the number of testable partitions. The
RH algorithm checks all possible transfers of vertices between clusters without
considering their contribution to the total error. For the current partition the
SGClust, algorithm finds the vertex with largest contribution to the total error and
then checks whether moving this vertex will improve the error value.

The positive edges proportion in the signed graph simulation
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Fig. 1. Comparison of algorithms SGClust, and RH for different parameters

The Fig. 1 shows results of computational experiments. They were carried out for
randomly generated connected graphs using the Waxman method with parameters
0.15 and 0.4. Experiments were carried on 1000 of graphs with a vertices fixed number
n € {100,150} and a approximate proportion of positive edges p € {0.25,0.5,0.75}.
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Algorithms SGClust, and RH for « various parameters were compared. The
algorithm RH was given as input the number of clusters obtained by the algorithm
SGClust,. From the Fig. 1 it can be seen that the errors of the algorithms are close,
while the algorithm SGClust, works better with a larger proportion of positive
edges and with a = 0.25, also in most cases the algorithm SGClust, reduces the
positive error better, and the RH reduces the negative error better. At the same
time, the operating time of the SGClust,, is significantly less.

5. Conclusion

The SGClusta algorithm developed by us for solving CC problem is correct and
finds a solution in an acceptable time. Experiments have shown that the optimization
quality of positive and negative errors depends on the structure of the original graph.
The algorithm SGClust, wins in the ratio of clustering quality and running time
in comparison to the RH algorithm. A peculiarity of this algorithms class is the
solution quality dependence on an input graph vertices renumbering, that is one of
the promising directions for further research.
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Abstract

Beamtracking is a critical functionality in modern millimeter wave (mmWave)
5G New Radio (NR) systems and is expected to become even more critical in
future 6G systems operating in terahertz (THz) frequency band. To enable
uninterrupted connectivity base stations (BS) need to invoke this procedure
periodically. Due to the use of massive antenna arrays in 6G THz systems,
the amount of resources consumed by beamtracking will be extremely large
making the time interval between sweeping beam configurations a very critical
parameter. One of the phenomena affecting the choice of this interval is a
user equipment (UE) micromobility — quick displacements and rotations of
UE in the hands of a user happening even when the latter is in a stationary
position. In this paper, by utilizing machine learning (ML) algorithms, we
propose a procedure for the detection of the beam center at the BS side for
applications characterized by different types of micromobility. We demonstrate
that one can safely differentiate between applications characterized by low as
well as distinctively different micromobility speeds. All the considered classifieds
including the tree, random forest, and neural network perform qualitatively
similarly. For applications having fast and similar micromobility speeds such as
VR and gaming, the classification accuracy stays at around 85 — 90%. However,
this loss in accuracy does not affect the ultimate goal of the remote application
detection algorithm — understanding how often the beam alignment procedure
must be invoked at UE and BS.

Keywords: 6G, terahertz, cellular systems, micromobility, application detection
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1. Introduction

Enabling the capacity boost at the access interface of future cellular systems is
only feasible by providing more bandwidth. To this aim, 5G New Radio systems
specified operation in the so-called millimeter frequency band at carriers around
28, 38, and 72 GHz, where multiple channels each 400 MHz wide are available [1].
Future 6G terahertz (THz) systems are expected to push the frequency bands even
higher to the 100 — 300 GHz range with bandwidth expected to the on the order of 2
GHz per single channel [2].

To compensate for small antenna aperture at mmWave/THz frequencies massive
antenna arrays operating in beamforming mode need to be used at base stations
(BS) in 5G/6G systems [3]. Such an antenna creates extremely directional radiation
patterns towards user equipment (UE) allowing for high gains in transmit and receive
direction and compensating for the limited emitted power of a single array element
[4]. As a side effect, these arrays posse very directional main lobe whose half-power
beamwidth (HPBW) may reach a fraction of a degree [5]. As a result, as opposed to
4G and the previous generation of cellular systems beamtracking procedure keeping
BS and UE synchronized at all times needs to be utilized.

There are two critical phenomena affecting continuous connectivity between BS
and UE. The first one is blockage by small moving objects and large stationary objects
that have been deeply studied in the past [6]. To efficiently avoid this problem,
3GPP has recently proposed a multiconnectivity solution [7] that allows for fairly
well avoid the blockage events [8, 9, 10]. In addition to blockage, the micromobility
phenomenon referring to quick displacements and rotations in the hand of a user has
been recently identified [11]. Although, similarly to the blockage, this effect may lead
to the temporal loss of connectivity and its characteristics are somewhat documented
in the literature, the measures against this effect has not been developed so far.
Specifically, the authors in [12] characterized the channel capacity in the presence
of micromobility showing that for sub-seconds HPBWs on-demand beamtracking
outperforms the current regular beamtracking approach utilized currently in 5G
NR systems. In [13], it has been shown that the array switching time needs to
be drastically decreased (by three orders of magnitude) if one wants to completely
remove the connectivity losses occurring as a result of multiconnecitity.

Having much larger antenna arrays 6G THz systems would require extremely
large resources for periodic beamtracking procedure in the presence of micromobility.
To decrease the resource usage of may attempt to optimize the interval between
beamtracking time instants. However, as demonstrated in [14, 15] different appli-
cations utilized by modern smartphones are characterized by principally different
statistical characteristics including time to outage. Thus, based on the knowledge of
the application type utilized at the UE may provide BS with appropriate information
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on how often the beamtracking procedure needs to be invoked. Unfortunately, 3GPP
stack does not currently provide the signaling information for notifying the BS about
the currently utilized application.

By utilizing the measurements reported in [14] in this paper we propose a method
for remote detection of the type of application utilized at UE. To this aim, we utilize
the information about the trajectory of the center of the beam that is indirectly
available at the BS when the antenna arrays at UE and BS are both known. We
then apply ML approaches including trees, random forests, and neural networks to
differentiate between 4 types of applications including video watching, virtual reality
(VR) gaming, racing gaming, and phone calling.

The main contributions of our paper are:

e the non-intrusive procedure that does not rely upon signaling information to
determine the type of applications utilized at the UE for further adaptation of
beamtracking interval at the BS;

e numerical results showing that: (i) the accuracy of differentiating between
applications having low speeds or distinctively different speeds stays at 100%
(ii) all the considered algorithms including the tree, random forest, and neural
network perform qualitatively similary.

The rest of the paper is organized as follows. We start in Section 2 reporting the
summary of the results of the micromobility measurements and modeling campaign.
Then, in Section 3, we introduce the proposed approach. In Section 4, we report our
numerical results. The conclusions are drawn in the last section.

2. Micromobility Measurements, Properties, and Modeling

In this paper, we utilize the micromobility measurement results and model
reported in [14]. In this section, we will briefly recall the measurement setup,
statistical characteristics, and the utilized modeling framework.

2.1. Measurements Setup. We consider a point-to-point communication
between a base station (BS) and a UE, as shown in Fig. 1(a). Both UE and BS are
assumed to operate utilizing arrays creating directional antenna radiation patterns. In
the proposed THz system, the BS appears to be firmly fixed while the user associated
with UE is in a stationary position. However, even in stationary conditions, UE in
hands of a user is expected to perform small displacements and rotations that are
modulated by the perceived content. Specifically, these are small displacements along
Oz and Oy axes and rotations over the vertical and transverse axes. These types of
movements may cause the loss of connectivity between UE and BS. Note that the
micro changes along Oz-axis, as well as rotations along the longitudinal axis do not
affect the state of connection.
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Fig. 1. The considered scenario, setup, and applications.

To capture the micromobility of the UE, it is sufficient to characterize the motion
pattern of the UE’s beam center. The measurements performed in [14] were conducted
by utilizing a laser pointer rigidly connected to a smartphone. A laser pointer with a
beam diameter of 3 mm, an output power of 5 mW and a long wavelength of light of
6504 10 nm was used. The laser spot detection was facilitated by utilizing 1280 x 720
30 frames-per-second video camera, as shown in Fig. 1(b). Four different applications
were considered: (i) watching video, (ii) phone calling, (iii) watching virtual reality
(VR) video, and (iv) playing a racing game. We carried out our experiments at a
distance of 2 m from the UE to the screen. The observed area is 1.5 x 2.5 m.

To obtain statistical data 10 independent experiments were carried out for each
considered application. The duration of each experiment is set to 10 s. The original
camera resolution was 30 frames per second, resulting in a source trace for each
application containing approximately 3300 sample points.

2.2. Statistical results. A summary of the statistics and simulation results
is in Table 1. As one may observe, none of the applications are characterized by
radial symmetry. The speed and drift of random mobility patterns are inherently
distance dependent. Thus, in order to accurately capture the stochastic properties
of UE micromobility models, these properties require complex modeling approaches
involving 2D random walks with independent increments.

2.3. Modeling. The authors in [14] also proceeded offering 2D Markov models
capturing micromobility patterns of applications. They utilized a direct approach
by segmenting the screen into N by N grid for different values of N ranging from
50 to 200. Then they proceeded to parameterize the Markov model, determining
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Table 1. Summary of micromobility characteristics and modeling [14]

’ Characteristics Video Phone \ VR Racing ‘
Radial symmetry Yes No No No
Velocity 3—10 m/s 7m/s 9—13m/s | 9—5m/s
Drift to the origin 0.17—-0.11 0.17—-0.3 | 0.17 0.17
Axes dependence Negligible Moderate | Negligible | Strong
Correlation coefficient | 0.0 -0.2 0.0 -0.4
X-axis velocity Increases, 1 —6m/s | 3—6m/s | 6—9m/s | 7—4m/s
Y-axis velocity Increases, 2—8m/s | 3—5m/s |5—-8m/s | 3—2m/s
X-axis drift 0.17 — 0.05 0.17—-0.13 | 0.17 0.13 —0.21
Y-axis drift 0.17—-0.21 0.17—-0.25 | 0.17 0.19-0.14
Markov modeling Yes Yes Limited No

the transition probabilities p;;, ¢,7 = 1,2,..., N 2. They further demonstrated that
these models are suitable for applications with low and purely random dynamics,
such as video viewing, VR viewing, and phone calling and may not fully resemble
the properties of the more complex patterns when the application directly controls
the user’s behavior, as in the case of racing game.

3. The Proposed Approach

3.1. Proposal. The core of the proposed idea is to differentiate between different
types of applications having distinctively different micromobility speeds, and thus
requiring different frequencies of beam alignments, remotely, without modifying
the current signaling interface between BS and UE. To this aim, we propose BS to
constantly monitor the current received signal strength. By knowing this information
and antenna radiation patterns at both UE and BS sides one may deduce the location
of the beam center. BS may track the current trajectory of the beam center and
utilize the pre-trained ML algorithms to classify the type of applications.

To evaluate the proposed approach, we utilize the two-dimensional Markov models
reported in [14]. We utilize these models to generate random traces of beam center
movement of different applications. These traces are then utilized to train the ML
models. Finally, to assess the accuracy of the proposal, we provide the classification
of applications based on the remaining sets of generated traces.

3.2. Description of the Utilized Algorithms. In our study we consider three
types of ML algorithms for remote application detection. These are decision trees,
random forests, and neural networks. Below, we provide their short description and
discuss parameterization.
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Decision Tree. The decision tree algorithm works by recursively splitting the
dataset into subsets based on the values of the features, with the aim of maximizing
the information gain at each split. Information gain is a measure of the reduction in
entropy or disorder in the dataset, and it is calculated as

I(D,F) = H(D) — H(D|F), (1)

where I(D, F) is the information gain, D is the dataset, F' is the feature being
considered, H(D) is the entropy of the dataset, and H(D|F) is the conditional
entropy of the dataset given the feature F.

The entropy of a dataset is calculated as

H(D) == (pilogy(ps)), (2)

where p; is the proportion of instances in the dataset that belong to class i.

The decision tree algorithm split the dataset based on the features with the
highest information gain until a stopping criterion is met, such as a maximum tree
depth or a minimum number of instances in each leaf node.

Random Forest. Random forest is an ensemble learning algorithm that con-
structs a multitude of decision trees at training time and outputs the class that is the
mode of the classes (classification) or mean prediction (regression) of the individual
trees. The basic idea behind the random forest is to combine multiple decision
trees in determining the final output, with each decision tree being constructed on a
different random subset of the training data.

Assuming a classification problem with a dataset of n examples with m features,
the algorithm works as follows: (i) randomly select k features from m total features,
where k << m, creating the so-called ”feature subspace” for the given decision tree,
(ii) use the selected features to build a decision tree, where each node in the tree
splits the data based on the value of one of the k randomly selected features, (iii)
repeat steps (i) and (ii) ¢ times to generate a total of ¢ decision trees, (iv) to make a
prediction for a new example, classify the example using each of the ¢ decision trees
and take the majority vote as the final prediction.

In random forests, the predicted output of each decision tree is aggregated to
determine the final prediction. Let Y denote the class label of an input example, and
let T be the number of decision trees in the random forest. Then, the output of the
random forest, denoted as Y, is computed as

N

Y =MY1,Ys,...,Y)), (3)

where M is the statistical mode.
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Neural network. The most basic form of a neural network is a feedforward
neural network, which consists of an input layer, one or more hidden layers, and an
output layer. Each layer contains a set of neurons, and each neuron is connected to
all neurons in the adjacent layers by a set of weights.

The output of a neuron in a neural network is determined by the weighted sum
of its inputs, passed through an activation function. The activation function is a
nonlinear function that introduces non-linearity into the model, allowing it to learn
complex patterns in the data. The most commonly used activation functions are
the sigmoid function and the rectified linear unit (ReLU) function. Specifically, the
output of a neuron in layer j can be computed as

2 =Y (wij*z:) +bj, a5 = g(2), (4)

where w; ; is the weight of the connection between neuron 7 in layer j — 1 and neuron
J in layer j, z; is the input value to neuron i, b; is the bias term for neuron j, g(-) is
the activation function, z; is the weighted sum of inputs to neuron j, and a; is the
output value of neuron j.

The output of the neural network is obtained by applying the feedforward process
to the input layer and propagating the computed values through each layer until
the output layer is reached. During training, the weights and biases of the neural
network are adjusted to minimize the difference between the predicted output and
the actual output, using a loss function. The most commonly used loss function for
regression problems is the mean squared error (MSE) function, which measures the
average squared difference between the predicted and actual outputs. The weights
and biases are updated using an optimization algorithm, such as gradient descent,
which iteratively adjusts the weights in the direction of the steepest descent of the loss
function. This process is called backpropagation, and it allows the neural network to
learn the optimal weights and biases that minimize the loss function.

3.3. Implementation. To generate traces, the initial data must be presented
in the following format: (i) the starting point (z and y-coordinates), (ii) followed
by the transition point (z,y), and (iii) the probability of transitioning from the
initial position to the next. Next, we calculate the trajectory of the UE, generating
10* states for each trace by applying the conventional procedure for generating
trajectories of the Markov process. We generated 10° traces for each application.

The following attributes have been selected for classification: (i) mean distance
from the center, (ii) mean speed of movement, (iii) total distance traveled, (iv) mean
distance from the center on the Ox axis, (v) mean distance from the center on the
Oy axis. Once the set of attributes for each trace was calculated, the next step was
to use them for classification. For this purpose, Matlab was used, specifically its
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Fig. 2. The classification accuracy for pairwise applications classification.

built-in Classification Learner (CL) function. To classify the data, the attributes
have been provided to the CL function, where each feature was marked with the
scenario of use to which it belonged.

The classification process involved selecting the size of the test sample to train
the models, followed by the selection of the necessary classification algorithms. The
following decision tree, random forests, and neural network algorithms have been
considered. The models were then trained and the classification was carried out.

To determine the weight of the contribution of each feature to the accuracy of
classification, the Feature Selection (FS) function was used. Note that the model
is trained on the selected sample size, and the classification accuracy is calculated
on the entire data, including test data. Finally, as we also want to understand how
useful each feature was for classification, the weight of the contribution of each of
the attributes to the accuracy of classification was calculated.

4. Numerical Results

In this section, we report our numerical results for the classification of applications
at the UE. We first consider three types of applications’ classification: (i) video and
gaming (ii) voice and video (iii) VR and gaming. Then, we proceed to report the
classification results for all four considered applications.

Overall, 10* traces were generated for each application. A fraction of those was
utilized to train the considered models, while the rest — for assessing the performance.
In all the cases, we utilized the prediction (classification) accuracy metric defined as
the number of correctly predicted applications to the overall number of test samples.
In addition, we also report the attributes’ contribution to the decision making.

4.1. Pairwise Classification. Recalling that the ultimate goal of identifying
the type of applications utilized at UE is to understand how often beam alignment
procedure needs to be invoked, we start with the pairwise classification of the types
of applications including: (i) video and gaming (ii) voice and video (iii) VR and
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Fig. 3. The attributes contribution to the pairwise applications classification.

gaming. Note that, based on Table 1, voice and video applications are characterized
by similar statistical properties including the speed of motion of the beam center.
VR and gaming applications also have qualitatively comparable statistics with the
exception that gaming applications are characterized by much higher speed over the
Ox axis. Thus, we may expect that it might be difficult to distinguish between voice
and video applications, while the classification should work much better for video
and gaming applications.

The classification accuracy metric is reported in Fig. 2 for all the considered
pairs of applications and three utilized algorithms as a function of the percentage of
generated traces utilized for testing. By analyzing the presented data we see that
for the classification of call and video as well as video and gaming applications the
accuracy remains perfect at 100% even when the size of the training sample decreases.
However, for VR and gaming applications the results are not perfect leading to
approximately 13-15% of erroneously predicted cases. Out of all the considered
models, the neural network shows the most promising results slightly outperforming
tree and forest classifiers by approximately 0.5-1%. However, this difference is not
relevant in practical applications implying that the choice of the classifier can be
solely based on implementation complexity. Finally, we also notice that the tree
classifier is the only one showing slight degradation in performance as compared to
the other two algorithms when the training sample size decreases.

The abovementioned results of pairwise applications classification can be explained
by analyzing attributes’ contribution to the decision making shown in Fig. 3 for
all the pairwisely classified applications. Here, we see that for call and video as
well as video and gaming applications, all the attributes play significant roles in the
final decision. However, gaming and VR applications appear to be quite similar in
terms of three attributes — length traversed by a beam center, distance from the
center, and mean speed. The main contributions in this case come from different
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Fig. 5. The attributes contribution for all applications classification.

distances over Cartesian axes. However, by noticing that all the considered algorithms
perfectly distinguish between different applications having low micromobility speeds
and applications having distinctively different speeds, we observe that failure to
perfectly distinguishing between applications characterized by high micromobility
speeds does not affect the ultimate goal consisting in understanding how often the
beam alignment procedure needs to be invoked.

4.2. Joint Classification. Having studied the pairwise applications classifica-
tion, we now proceed to report the results of classifying all the applications altogether.
To this aim, Fig. 4 shows the classification accuracy for all the considered algorithms
as a function of the fraction of traces utilized for testing. Here, we again see that
the neural network is characterized by negligibly better accuracy while the tree
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classifiers are more sensitive to the size of the training set. By comparing these
results to those reported for pairwise comparison we may deduce that the loss in
classification accuracy is mainly attributed to the presence of 50% of traces with
high and comparable micromobility speed — VR and gaming applications. This is
implicitly confirmed by the contribution of the micromobility speed to the overall
decision making shown in Fig. 5. Here, as the overall collection of traces becomes
quite heterogeneous, logically, the distance to the center plays the most significant
role.

5. Conclusions

Motivated by the need to optimize regular beamtracking interval at mmWave/THz
BSs in 5G/6G systems utilizing massive antenna arrays, in this paper we proposed
a non-intrusive procedure for remote detection of the application running at UE.
Specifically, by utilizing the trajectory of the center of HPBW available at BS, we
proposed to use ML techniques to discriminate the type of application. The proposed
approach can be used to optimize the time interval between beamtracking time
instants such that continuous connectivity between UE and BS is ensured consuming
the minimum amount of resources.

Our numerical results demonstrate that all the considered classifiers, including
tree, random forest and neural network allow us to perfectly distinguish between
applications having low micromobility speed and applications having distinctively
different speeds. However, the accuracy of classification of those applications having
fast and similar speeds such as VR and gaming is not perfect staying at approximately
85-90%. Nevertheless, as the main goal of the proposed classification is to understand
how often the beam alignment procedures must be invoked, the abovementioned
observation does not lead to significant challenges. Finally, we note that all the
considered classifiers including the tree, random forest, and neural network perform
qualitatively similary with the tree being more sensitive to the training sample size.
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AnHOTa U

Pabora nocssiimena uccae0BAHUI0 BO3MOXKHOCTEH ITPUMEHEHUS allapaT-
HBIX CYETYUKOB IIPOU3BO/IUTEILHOCTHU JIJIsI BBISBJIEHHUS ITOTEHIINAJIBHBIX yIPO3
6e30IIaCHOCTH KPUTUIECKU BaXKHBIX CUCTEM U KOMILIEKCOB. [IpuBeeno onuca-
HUE MIPUKJIAIHOTO IPOrPAMMHOT0 HHTepdeiica n3MepeHnst TPON3BOIUTETHHOCTH,
JI0pabOTAHHOTO aBTOPAMU JJIsi OT€IECTBEHHON AIMapPATHO-IIPOTPAMMHON IIIaT-

dOpMBI.

Kuarouesblie ciaoBa: CUeTUnKN IPOU3BOAUTEIHLHOCTH, HH(MOPMAaIIMOHHAsT 6e3-
OIACHOCTh, aTaKM M0 CTOPOHHUM KaHajam, PAPI

1. BBenenue

MHorue coBpeMeHHBIE IPOIECCOPDI TTOJIEPXKUBAIOT TIPOMUINPOBAHUE IPOIPAMM
[IOCPEJICTBOM HCIIOJIB30BaHUsl AIIIAPATHBIX CUYETYMKOB — CIIENHUAJBHBIX PErHCTPOB,
dbukcupyomux anmnaparHble COOBITHs OIPEIeJCHHOro Tura. B KadecTBe npumepa
AINapaTHbIX COOBITHI MOXKHO IIPHBECTH 00IIee YUC/IO0 IPOIECCOPHBIX TAKTOB, 00IIee
YHCJIO BBIIOJIHEHHBIX KOMaH/, YUCJI0 BBIIOJHEHHBIX OLEPAIUii ¢ [UIABAOIIEH TOUKOI,
YHCJIO IPOMAXOB IIPU OOPAIEHUN K BUPTYAJIBHON U KAII-IIAMSITH U JIP.

I3Hava/ibHO anmapaTHble CIeTIUKN IPeIHA3HAYAINCh IMEHHO JIJIs IOCTPOEHNUST
npoduIieil BBIIOJHEHNS 1 TIOCJIE YOI OITUMU3AIN, O/THAKO OHI MOT'YT BBILIOJIHSITH
U JIPYTYIo BaxKHYIO (DYHKIMHIO — HOMOraTh pa3paboTIMKaM M CUCTEMHBIM apXHUTEeK-
TOpaM CBOEBPEMEHHO BBISIBJISITH TaK HA3bIBAEMbIE aTaKd 110 CTOPDOHHUM KAHAJIAM
(side-channels attacks [1]). B pamkax maHHO#i paboTbl aBTOPHI HCCJIEI0BAJU BO3-
MOKHOCTb HCIIOJIb30BAHUsI AllIAPATHBIX CUETUNKOB JJIsi OOHADPYKEHUs] TAKOIO POJia
aTak, a TakyKe [OPTUPOBAJIU [IPOrPAMMHBII HHTepdEeHc N3MepeHus! IPOU3BOUTE b
nHocru (Perfomance Application Programming Interface, PAPT [2]|) na oreuecrsentbie

PaGoTa BbINOJHEHA B paMKaxX TOCYJIapCTBEHHOTO 3a/aHUsl MO MPOBEJAEHUIO (DyHIaMEHTATbHBIX
nccnenoBanuii o reme «lccreopanue u peaJu3aIyds MpOrpaMMHO ITaTMOPMBI IS TePCIEKTHBHBIX
MHOrosiziepabIx poreccopos» (FNEF-2022-002)
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mporteccopbl apxutekTypbl MIPS, paboraroriiue o ynpaBjieHneM OTeUeCTBEHHON
OIIEPAIIMOHHON CUCTEMBbI peaJIbHOI'O BPEMEHH.

2. IIpoekr PAPI

Henbio npoekra PAPI asisiercs paspaborka, cTaHgapTU3alNAL U PeaJIA3aIus 11e-
peHocuMoro u 3MHEKTUBHOTO MPUKJIATHOTO IPOrPAMMHOTO HHTepdeiica st qocTyna
K ammnaparabiM caerankaMm. [Ipoekt PAPI nomnepxkuBaercst koncoprnmymom Parallel
Tools Consortium (http://www.ptools.org). Ha cerogusimunii neuns PAPI, no cyru,
siBjisierTcst crafgaproM de facto, mist pazpaborumnkos 110, ocyIecTBISIOmMEro 10CTyI
K allapaTHBIM CICTUNKAM.

Ha pucynke 1 npejacrasiena apxurekrypa PAPI.

WHCTPYMEHTHI, MCNonb3yioume PAPI

BepxHWiA ypoBeHs PAPI

MnargopMo-HezasncHMbIRA
YPOEEHB Hu#HWA ypoBeHs PAPI

MnargopMo-2aeMCcHMEIl YPOBEHE PAPI

MnargopMo-3aBHCHMEIR PaclumpeHua anpa
YPOBEHL

OI'IEpaLI,I-‘IOHHaH CMCTEMa

ﬂl'lﬂapaTHble CHETYHKH

Puc. 1. Apxurekrypa PAPI

B PAPI BrinessieTcst iBa OCHOBHBIX YPOBHST: I1aT(MOPMO-HE3aBIUCUMBIH 1 IIAT¢HOPMO-
3aBUCHUMBIil, CKPBIBAIONIUI OT TOJIB30BATEISI IETAJN PeaH3alii JOCTYIIa K allapar-
HBIM CUeTYMKAM KOHKPETHOro Iporeccopa. st aroro, B actHocTH, ¢pyHkImn PAPI
1aT¢dOPMO-3aBUCUMOI0 YPOBHS MOT'YT HCIIOJIB30BATH PACIIUPEHUS siIpa, PYHKIIUN
[EJIEBOY OTIEPAIMOHHON CUCTEMbBI WM HEIIOCPEJICTBEHHO sI3bIK acceMOJiepa.

3. Nurepdeiicei PAPI

[onbzosarensm PAPI npenocrasistiorcst mHTEpdEichl BEPXHErO M HUMKHENO yPOB-
Hell, pa3nJaroImecs: CJI0KHOCTBbIO HACTPONKH U UCIIOJIb30BaHus. B HacTosiee BpeMst
CYIIECTBYIOT, HAIIPUMED, peau3aiuu HHTepdefcoB g TAKUX A3BIKOB BBICOKOTO
ypoeus, kKak Cu u QPopTpaH.

3.1. BeicokoypoBHeBbIii uHTEepdeiic. B cocras BeicOKOypoBHEBOTO NHTEPGDETI-
ca BXOIIUT BCero 7 (DYHKIUI, IIPeIOCTABISIONINX HA30BbIe OIEPAIINT HaJl AIllIaPATHBIMI
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CUETUYMKAMMU: 3aIyCK, OCTAHOB, YTeHne co copocoM u 6e3. [Ipn 3ToM MOXKHO HUCTTONTB30-
BaTb TOJIBKO COOBITHS, IIPeIoIpeaeaeHHble crangaprom PAPL.

OyuKIN THTEpdEica BEPXHET0 YPOBHSI UCIOJIb3YIOT HU3KOYPOBHEBBIN WHTEP-
deiic PAPI, ocBoboxk1ast o/ib30BaTE s OT SIBHBIX BBI30BOB, HAIIpUMED, (PYHKITUU
nannuasmsanun oudanoreku PAPI.

int PAPI num_counters(void)

Nunnuanusupyer PAPT (ecsn Tpebyercst). Bossparaer 4uciio anmnapaTHbIX cYeT-
YUKOB.

int PAPI start counters(int *events, int len)

Unnnmanusupyer PAPI (eciim Tpebyercsi). CBs3bIBA€T MHOXKECTBO COOBITHIL €
AIlMMapaTHBIMU CIeTIMKAMU. 3aIyCKaeT CUETINKU.

int PAPI stop counters(long long *vals, int alen)

OcraHaBIMBaeT CUETUYNKYN U COXPAHSET UX 3HAYEHUs] B MaccuBe vals.

int PAPI accum_counters(long long *vals, int alen)

[Ipubasiisier 3HAUEHUST CIETINKOB K 3HAYEHUSIM B MACCUBe vals U OOHyJIsIeT CUeT-
IUKH.

int PAPI read counters(long long *vals, int alen) CunreiBaer 3HaueHns
CUETINKOB B MACCHUB Vals u OOHY/IsIeT CIeTIUKU.

int PAPI flips (float *real time, float *proc time, long long *flpins,
float *mflpins)

int PAPI flops (float *real time, float *proc_time, long long *flpins,
float *mflpins)

int PAPI ipc (float *real time, float *proc_time, long long *ins, float
*ipc)

YIpoITeHHbIe BBI3OBBI JIJIsI U3MEPEHUsT INCIa KOMAH U OMEePAInil ¢ TIaBaoneit
TOYKOI, a TaK»Ke JaCTOThI BBIIIOJIHEHUST KOMaH,I mporeccopa. Kpome Toro, stu hyHK-
IIIU BO3BPAITAIOT PeaTbHOEe BpeMs pabOTHI MPOIEcCopa, a TAK¥Ke BUPTYaIbHOEe BPeMs,
TO €CTh BPEMsl BBITOJTHEHUSI MTOJIB30BATEIHCKOTO TTPOIECCA.

3.2. HuzkoypoBHeBbIii nHTepdeiic. Huskoyposuesniit nunrepdeiic odbaaaer
0 CPABHEHUIO C BEICOKOYPOBHEBBIM HHTEP(ENRCOM PACITHPEHHON (DYHKIIMOHATBHOCTHIO
u 6osibinet addexkTuBHOCTHIO. B ero cocras Bxoaut 6osee 50 pazaudabix OyHKINN,
KOTOPBIE MOXKHO YCJIOBHO Pa3J/IeIUTh HA CJIEIYIONINAE TPYTITIbI:

o nHunnasmsanusa oudbmmorexku PAPI

e (DYHKIUN U3MEPEHNsT BPEMEHH

e (hyHKIUU IOy YeHnsT HHPOPMAIIT

e ciykebHble PYHKIIUN

e (OYHKIUU yIPaBJIEHUST MHOKECTBAMU COOLITHIA

e (OyHKIUU YIPaABJIEHUs AllapaTHLIMU CICTUNKAMUI
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B npumepe 1 mokasaHo UCIOIb30BaHUE HU3KOYpoBHEBOro unrepdeiica PAPI mis
IIOJICYeTa OOIIEro UMCJIa TAKTOB MPOIECCOPA, a TaKXKe YnCjia KOMAaHJ COIPOIeccopa
wraBaroleir apudmMeTukn Bo BpeMs Bbi3oBa dyHKimu do  work.

ITpumep 1.

#include <papi.h>

#define NUM_EVENTS 2

int Events[NUM_EVENTS] =
{PAPI_FP_INS,PAPI_TOT_CYC};
int EventSet;

long long values[NUM_EVENTS];

/* VuHnnuanusanus 6bubmuoTexu PAPI */
ret = PAPI_library_init (PAPI_VER_CURRENT);

/* Co3maTh HOBOE MHOXECTBO COOHTHI */
ret = PAPI_create_eventset (&EventSet);

/* JlobaBUTb HOBHE COOHTHS B MHOXECTBO */
ret = PAPI_add_events(&EventSet,Events,NUM_EVENTS) ;

/* CTapToBaThb CYETYUURU */
ret = PAPI_start(EventSet);

do_work(); /* UckoMas dyHRums */

/* OCTaHOBUTb CUETYWKN ¥ COXPaHUTH pPEe3yIbTaT B
MaccuBe values */
ret = PAPI_stop(EventSet,values);

JLst mcrosib3yemolii 1meJsieBoit cucTeMbl aBTopaMu ObLia opaboTaHa U MOPTUPOBAHA
Bepcus papi-c 3.9.0. Takoit BbiOOp 00bsicHsieTcst €/1ab0it 3aBUCUMOCTBIO 9TOW BEPCUU
OT CHCTeMHBIX BbI30BOB coBpeMeHHbIX OC cemeiictBa Windows wmu Linux.

4. Ananus IIOTEHIIUAJIbHBIX YI'DO3, KOTOPbI€ MO2>KHO BbIABJIATHD C
IIOMOIIIbIO aIlriapaTHbIX CYeT4YUKOB

4.1. UcrionnHeHne BHEAPEHHOI'0 BPEIOHOCHOI'O Ko[a. Takoro poia aTaku
MOYKHO Ha3BaTh KJIACCHIECKUMU C TOUKH 3pEeHNs MHMOPMAIIMOHHOM Oe30omacHocTr. Kak
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OyleT IOKa3aHo Jasee, aHaIu3 Ipoduieil BLIIOJHEHNs!, IIOCTPOCHHBIX Ha AIllIAPATHBIX
CYETYHKAX [IPOM3BOIUTENHHOCTH, MOYKET CBOEBPEMEHHO BBISIBJISITH ITU ATAKH.

4.2. Ataky 4yepe3 K3II-IAMAThb. ATaKH 9TOTO TUIA UCIHOJIB3YIOT N3MEPEHHOE
BpeMsl JIOCTYyNa K OOIIel KOII-IIaMsTH, a 3aTeM H3BJIEKAIOT KOHMUIEHINATIBHYIO
undopmMaruio y xkepTsbl. CyInecTByeT MHOXKECTBO XOPOIIO U3BECTHBIX aTak, TaKIX
kak Flush-+Reload nim Prime+Probe [1].

Hcnonb3yst aTaky 3TOr0 TUIIA, 3JI0yMBIIIJIEHHUK OLPE/IeJIsieT UCIOIb30BaHNe KIIII-
[AMSITH JKEPTBOI, H3MePsIst BPEMsI JIOCTYIIa K CTPOKE KIII-IIAMSITH, KOTOPAst SIBJISAETCS
001Ieit JIuIst 3710y MBIIIJIEHHUKA U KePTBbI. [IpakTudecKn Bce 3TU aTaKy sIBJISIIOTCSI
CKDPBITBIME ¥ HE3aMETHBIMHE JJIs JKEPTBBI.

5. Pojsip amnmapaTHbIX CYEeTYHMKOB B obecmedeHunm HMHEOOPMAIMOHHON
Oe3omnacHoCcTU

ABTOpBI TIpOBOAMIIN FKCIIEpUMEHTHI Ha Tiporieccope Intel Core 15, oy, ynpasienu-
em OC Fedora Core. Iyt umruTaiyun ataku ucrnosb3obascs nacrpyment Mastik ([3]).
[TockosibKy aTaku 10 CTOPOHHUM KaHAJAM C UCIOJIB30BAHUEM K3II-TIAMSATHU ITPEJIII0-
JIArA0T yBeJIMYeHNe YUC/Ia IPOMAXOB 110 KaI-naMsTu 3-1o yposas (L3), To Brosze
JIOTHYHO UCIO0JIB30BaTh 910 cobprtie (L3 MISS) B kadecrse nuukaTopa moTeHnnaib-
HO#T yrpo3bl. OJTHAKO OJIHOTO €ro HeqocTaTouHo. CaMa JIOTUKa IIPUIOYKEHUST MOYXKET
npemoaaraTh ooJibiioe ducio coobituit L3 - MISS, nanpumep, npu pabore ¢ 6oJbuium
YUCJIOM JAHHBIX, HEXPAHSIIITUXCS JIOKAJIBHO. [103TOMY OBLIO TIPEIJIOXKEHO eIlle OJTHO
coobrtre (L1 REPL), mokassiBaroree, Kak 9acTo 3aMEIaiOTCs CTPOKU B KIII-IIAMSITH
1-ro yposusi. Teneps ecjiu B3Th UX OTHOIICHIE %, TO TIOJIyYE€HHBII WHINKATOP
OyJeT 03HAYATD, YTO IPUIOKEHNE 3HAYUTENHHO UCIOIb3yeT IaMATh, HO IIPU 3TOM
YaCTO OUYUIIAET KA. UTO MOXKET CBUIETEIbCTBOBATEL O ITPOBOIUMOIL aTaKe.

[Tocsemyrornre SKCIEPUMEHTHI TTOKA3aJIM, YTO 38 BPEMSI U3MEPEHUsI aTaKyeMble
MPUJIOYKEHUsST UMETN B HECKOJLKO pa3 0ojiee BBICOKOE 3HAUEHWE IIPEJIOKEHHOTO
UHUKaTopa (B CpeJHeM, B b pas), [0 CPABHEHHIO C €r0 YK€ 3HAYCHUEM B OOBITHOM
pexuMe pabOTHhI.

TaK)Ke 6bIIH/I IIOCTPOECHBI IIpOCbI/I.HI/I THUIIMYHOI'O BBIIIOJIHEHUA 3a/ia4 Ha OTE€YECCTBEH-
Hoit anmapatHoii mardopme ¢ apxurekTypoit MIPS mox ynpasiienneM omepannoHHON
CUCTEeMbBI PEAJIbHOTO BpeMeHU cOOCTBeHHO# paspaborku. [lockosbKy 3a/1atu, B OCHOB-
HOM, BBITUCJUTEIBHBIE, TO B KAYECTBE KPUTEPHS OBLIO MPEIOKEHO UCIOIb30BATD
OTHOIIIEHUE YHCJIa BBIIIOJHEHHBIX KOMAaHJ| COITPOIECCOpa IIJIABAONIEN apudMeTuKu K
THUCJIy BCEX BBLIIIOJITHEHHBIX KOMaH/ (HpOd:)I/I.HI) CTPOMJICA IJIsI Ka2KJI0T'O0 KPUTHUIECKOI'O
[IOTOKA YIPaBJIEHUs ). 3aMepbl IPOBOIINCH B OIPEJICIIEHHBIX 3apaHee KOHTPOJIb-
HBIX TOYKaX. DKCIEPUMEHTHI IT0KA3a/i, 9TO PasdpoCc B 3HAUEHUSIX KPUTEPUsT TPU
pasHbIX 3alyckax He npesbicuy 1%. Takoii mojaxos Mo3BoJsieT YCTPaHUTh IpobJie-
My HeJeTepMUHU3MA AllllapaTHBIX cueTdInkoB [4]. B npoduias 6buin BKIIOYEHBI 1
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COOBITHS 110 BBIIOJHEHHUIO [IEPEX0/A U BBIITOJHEHUIO HHCTPYKIIMH BETBJIEHUSA. Y UU-
TbIBasd HEJIEPMUHU3M AlIapPaTHBIX CYETUUKOB, CpaBHEeHUE Mpodusieil BLITOTHEHUS
331891 B SKCILIYaTAIlMOHHOM PEXKMME C IIOCTPOCHHBIMU B XOJI¢ HACTPONKM CHCTEMBI
MOHHUTOPUHTA STAJOHHBIMU TMTPOMUIISAMHI TPOBOIMIOCH 10 KOHTPOJIBHBIM COOBITUAM
nepexo/ia U BeTBJIeHUs (ObLIN BBIIEIEHBl KOHTPOJIbHBIE ITOCIEI0BATEIILHOCTI COOBI-
TUil, HAPYIIIEHHE KOTOPBIX SIBJISETCsI IPU3HAKOM MOTEHIMATIBHOIO COOsI UJTH ATAKM ).
Crpecc-TecTupoBaHUE TOKA3a/I0, ITO CUCTEMa MOHUTOPHUHIA YCIEITHO BBISBJISLIA
HEKOPPEKTHBIE TIOCJIEI0BATETbHOCTH COOBITHIA.

6. 3akJiroyeHue

ABTOpamMu OBLIT IPOBEJIEH aHAJIN3 [TOTEHIINAJIBHBIX YIPO3, PEan30BaH IPUKJIATHON
IpOrpaMMHbIH nHTEpdENC TOCTya K AlIaPATHBIM CYeTIHKAM IIPOU3BOIUTEILHOCTH,
IIPOBEJIEHBI UCCJIEJIOBAHNS, TTO/ITBEPKIAIONINE N3HAYAJIBHOE TIPEIIIOJIOKEHNE O TOM,
9TO TPOMUIL BBIIIOJTHEHUS] aTaAKyeMOU CHUCTEMbI, IOCTPOEHHBIN Ha OIPE/IeJIEHHBIX
aIlIapaTHLIX COOBITUSX, MEHSIETCS, UTO ITO3BOJISET MOCTPOUTDH IPDEKTUBHYIO CUCTEMY
MOHUTOPWUHTA W 3AIUTHI.

B npoekre PAPI nipemjioxkeHo crangapTu30BaHHOE, IEPEHOCUMOE PEIIEHUE st
poUINPOBaHUs KOJA IOCPEJCTBOM YIIPABJIEHUS AIMIAPATHBIMU CUETYMKAMU COObI-
tuii. Ha ceromgusianit nensb cymecrByior peaiusaiuu PAPI B Bune 6ubsimorex Jijist
MHOTHX COBpeMeHHBIX 1tardopM. CrieayerT OTMETUTh TaK»Ke XOPOIITYI0 JTOKYMEHTHPO-
BAHHOCTH IIPOEKTA U MIPOCTOTY UCIOJb30BAHUS IIPEJJIAraeMbIX HHTEPMEHCOB, 9TO 1103-
BOJIMJIO OCYIIIECTBUTH €TI0 PEeAM3AINI0 JJIsi OT€YEeCTBEHHOM alllapaTHO-IIPOrPAMMHOMA
KPUTUYECKHN BasKHOU CUCTEMBI.
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Abstract

According to UN studies, more than 60% of the population will live in cities
by 2030. To change existing and build new transport systems, it is important
to receive reports on changes in the transport behavior of city residents. In
this article, we talk about the automated report generation module for an open
platform for transport data analysis. The classification of transport changes in
the city is given. The work of the module is demonstrated in the example of the
analysis of changes in traffic flows in Moscow during the celebrations in early
May.

Keywords: Data Analysis, Transport Data, Data Processing Platforms, Big
Data, Digital Urbanism

1. Introduction

According to UN studies, the share of the urbanized population will reach 60%
by 2030. The urban population is increasing, and new areas are being built up. At
the same time, the transport needs of city residents are also changing. City services
need to receive reports on changes in the traffic situation in the city in order to take
appropriate measures: changes in metro and bus schedules, adjustments to existing
routes, construction of new metro stations, and others. As part of our research, we
are developing an open platform for transport data analysis. Using this platform, it
is possible to develop a solution for the automated generation of reports on the state
of the city’s transport system.

2. On the modern data sources
Previously, censuses, surveys, questionnaires, and manual data collection (with
the help of enumerators) were the data sources for solving problems in the transport
planning field. Thanks to the development of Internet of Things technologies, cellular
communications, and big data storage, many new data sources for research have
appeared.
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2.1. Validators data. In modern public transport systems in metropolitan
areas, smart cards are the primary means of payment. RFID technology is the basis
for the production of these cards. Users bring their cards to the validators to pay for
the fare. Validators are usually a PoS (Point of Sale) payment terminal. Payment
data is captured and stored. Such data most often contains the place identifier and
the exact validation time, card identifier, and may also contain some additional data,
for example, the type of card or the number of remaining trips.

2.2. Cellular Operators Data. Currently, cellular operators are installing
base stations in the metro to improve the level of service. During their operation,
cell phones communicate with these stations about signal strength and delay. From
this data, cellular operators can determine at which station the cell phone owner
began his trip and the endpoint station of this trip.

2.3. Data types. Post-collection data contains records of each trip. Such
individual data is suitable for analyzing the trajectories of individual passengers and
allows researchers to make more accurate conclusions. However, such data are too
voluminous and inconvenient for storage and analysis. There are approaches that
personalize the data of cellular operators. For avoiding these shortcomings, data is
aggregated by time (for example, by half-hour intervals) and by space, for example,
by metro stations or hoods.

3. Literature review

F. Calabrese was one of the first to suggest using the data of cellular operators to
measure traffic flows in the articles [1, 2]. He and his co-authors presented a system
for solving several problems of digital urbanism according to the platform developed
by Telecom Italia. Currently, many authors support the idea of transforming urban
infrastructure systems into smart city systems using data analysis platforms of telecom
operators, public transport system validators, and IoT system sensors. [3, 4, 5, 6].
Currently, there are several such platform solutions [7, 8, 9] that exist and are being
developed at once.

4. On the open platform architecture

Currently, there are many platforms for solving digital urbanism problems based
on analyzing individual and aggregated data. The architectures of these platforms,
according to our review, are fixed. They do not provide the ability to dynamically
extend functionality.

As part of our research, we are developing a modular platform, the architecture
of which is shown in the Fig.1 below [10].

In this architecture, the general tasks of storing and processing data, as well as
visualizing the results, are solved by dedicated modules. New models within a given
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platform can be defined using an API module. This makes the system architecture
open and allows platform users to create new solutions without re-writing data

modules.
Data for Results in Results in
Data Loading and | Analysis |stucuredform| visual form
Storage Module Data Analysis Modul 1 Module User

[Semantic correctness New platform
check results functions

Formatted data
{aggregated or indiviual)

Data Semantic
Module

Anomaly Detection Automatic Report
Task Module CLL] Generalion Module

Fig. 1. Platform architecture

APl Module

‘Semantic rules

5. Reports on transport usage

For timely response to events taking place in the city, transport services need to
receive reports about them. Events according to their impact on the city transport
network are divided by us into three types: short-term, medium-term, and long-term.

5.1. Short-term changes. Short-term changes in the city traffic low may
be associated with incidents in the transport network. Examples of such incidents
can be a person falling on the rails in the subway, smoke in the subway tunnels, or
major accidents on the route of city buses. Such changes cannot be predicted in
advance. City services need to understand the number of passengers affected by such
an incident to take action, for example, allocating compensation buses. Such changes
do not affect the overall volume of the traffic flow, but may only cause delays. To
provide reports on such events, a digital twin of the existing transport system can
be created. During an incident, the operator can view the workload of the affected
areas and assess the scope of necessary measures.

Another reason for short-term changes in the city’s transport network may be
important social events (concerts, fireworks, football matches). Information about
such events is usually known in advance, so there is no need to predict them either.
To provide additional transport, it is important to understand the amount of traffic
flow generated by such an event. To generate reports on similar events, it is necessary
to extract information about the change in traffic flows during similar events in the
past. Anomaly detection algorithms can be used to identify points of change in
traffic flows. It is important to note that they must be applied taking into account
the type of day of the week (weekend/weekday) and the time of observation.

5.2. Mid-term changes. Medium-term changes include periodic changes in
traffic flow. Such changes may be associated with long holidays (New Year and May
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holidays in Russia, Chinese New Year and Mid-Autumn Festival in China), as well as
vacations for schoolchildren and students. The start and end dates of such changes
are usually known in advance, but it is necessary to adjust the transport system to
changes in the transport requests of city residents. Changes in the traffic low are
continuous, but then there is a return to normal.

5.3. Long-term changes. Long-term changes are associated with major changes
in the city. These changes are permanent and then become the new normal. Major
changes may take place over a long period. An example of a continuous change in
traffic flow would be a new residential complex opening. The traffic flow will increase
as the complex is occupied and then after the end of the settlement, it will stabilize.

Changes can occur quite quickly in the case of the opening of new transport
facilities, for example, the launch of a new metro station, the introduction of new
bus routes, or the construction of new interchange hubs

All described types of changes are presented in Fig.2

Transport system

changes
h 4 i ¥
—1 Short-term changes Mid-term changes Long-term changes

!
— [ [ F

INVAN

Fig. 2. Type of changes in transport systems

6. Example of platform usage

In Russia, the Spring and Labor Day (May 1) and Victory Day (May 9) are
celebrated annually at the beginning of May. Each of these holidays corresponds to
several days off in the production calendar. Working people often take vacations on
intermediate working days to get a long holiday. The traffic flow of people moving
to their workplaces in the morning and to their place of residence from work in the
evening is significantly reduced these days. With the end of the holidays, traffic
flows return to normal. According to our classification, this event belongs to the
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medium-term ones. We applied the developed module to the individual transport
data of metro users for May 2021. An example of a text report compiled based on
the analysis of the traffic flow of the Elektrozavodskaya metro station for May 4 is
shown in the Fig.3.

Station: Elektrozavodskaya
Date: 04.05.2021

Event. May Celebrations
Day type: Weekday

Report: The total outgoing traffic flow per day was reduced by 8177 people.
Typical traffic flow volume value: 18532, Observed value: 10355

Fig. 3. Example of text report on mid-term change

A similar change in the traffic flow was observed throughout all working days
of the period under review. Report generation is also available for individual time
intervals, which allows transport services to identify time intervals with the greatest
changes in the traffic flow.

7. Future development

In the future, we plan to expand the set of tasks solved using the platform.
In modern public transport systems, there are concession tickets for various social
groups such as schoolchildren, students, pensioners, and the disabled. The fare for
these concessionary tickets is significantly lower than the fare for a regular ticket.
Social cards can be used by fraudsters to save money on travel. Each of the social
groups has its pattern of transport behavior. For example, for schoolchildren in the
Moscow region, it is typical to make one trip to the place of study in the interval
from 07:30 to 08:00 in the morning, as well as a return trip before 15:00 to the place
of residence. The constant use of a social card for trips between 09:00 and 10:00 and
return trips between 18:00 and 19:00 may be a signal of fraudulent activities.

We also plan to expand the set of supported data. Sets of both individual and
aggregated data can be collected from car-sharing or scooter/bike rental systems.
Data on the place and time of the beginning and end of trips can be used to identify
areas with low and high demand for sharing facilities. This information can be used
to maximize profits.

8. Conclusion

We have developed a module for the automated generation of reports on the city’s
transport system state for an open transport data analysis platform. This module
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allows transport services to generate different types of reports following the proposed
classification of changes in the city’s transport network. The reports generated using
this module were used to study the changes in traffic in the Moscow metro during
the working days between holidays in May in Russia.

10.

REFERENCES

. Calabrese, F., Colonna, M., Lovisolo, P., Parata, D., and Ratti, C. (2010).

Real-time urban monitoring using cell phones: A case study in Rome. IEEE
transactions on intelligent transportation systems, 12(1), 141-151.

. Calabrese, F., Di Lorenzo, G., Liu, L., and Ratti, C. (2011). Estimating Origin-

Destination flows using opportunistically collected mobile phone location data
from one million users in Boston Metropolitan Area.

. Young, M., and Farber, S. (2019). The who, why, and when of Uber and other

ride-hailing trips: An examination of a large sample household travel survey.
Transportation Research Part A: Policy and Practice, 119, 383-392

. Becker, H., Balac, M., Ciari, F., and Axhausen, K. W. (2020). Assessing the wel-

fare impacts of Shared Mobility and Mobility as a Service (MaaS). Transportation
Research Part A: Policy and Practice, 131, 228-243.

. Holguin-Veras, J., Leal, J. A., Sanchez-Diaz, 1., Browne, M., and Wojtowicz,

J. (2020). State of the art and practice of urban freight management: Part I:
Infrastructure, vehicle-related, and traffic operations. Transportation Research
Part A: Policy and Practice, 137, 360-382.

. Xu, Z. (2022). UAV surveying and mapping information collection method based

on Internet of Things. Internet of Things and Cyber-Physical Systems, 2, 138-144.
Golubev, A., Chechetkin, I., Solnushkin, K. S., Sadovnikova, N., Parygin, D., and
Shcherbakov, M. (2015, December). Strategway: web solutions for building public
transportation routes using big geodata analysis. In Proceedings of the 17th
international conference on information integration and web-based applications
and services (pp. 1-4).

. Hailin Feng, Haibin Lv, Zhihan Lv (2023). Resilience towarded Digital Twins

to improve the adaptability of transportation systems. Transportation Research
Part A: Policy and Practice, Volume 173

. Bogomolov, Y., and Sobolevsky, S. (2023). A Scalable Spatio-Temporal Analytics

Framework for Urban Networks. In Networks in the Global World VI: Proceedings
of NetGloW 2022 (pp. 68-78). Cham: Springer International Publishing.
Bulygin, M. V., Namiot, D. E., and Pokusaev, O. N. (2023). On the analysis of
individual data on transport usage. Proceedings ISA RAN, 73(1):24-33.

100



DCCN 2023
MAP component decoding of product codes in two-state channels  25-29 September 2023

UDC: 621.391

Estimation of MAP component decoding of
product codes in two-state channels

Anna Fominykh! and Andrei Ovchinnikov?

LSkolkovo Institute of Science and Technology Bolshoy Boulevard 30, bld. 1. Moscow,
Russia

2HSE University, Kantemirovskaya Street 3, k. 1, lit. a., Saint-Petersburg, Russia

anna.fominykh@skoltech.ru, a.ovchinnikov@hse.ru

Abstract

Product code construction is a powerful error-correcting tool for both channels
with and without memory. The common approach to decoding product (itera-
tive) code is to apply consequent decoders in a sequential manner. The paper
examines the influence of memory in the channel on iterative decoding for hard
decision, soft decision, and trellis-based decoding algorithms. Also, the attainable
performance of iterative schemes with and without knowledge of channel state
information is presented.

Keywords: Iterative codes, channels with memory, MAP decoding

1. Introduction

Research in coding theory began with the work of C. Shannon in 1948. Coding
theory develops methods for information processing in order to protect it against
errors appearing during data transmission, storage, and processing. Transmission,
storage, and processing procedures are often described by mathematical channel
models for the convenience of the analysis. The mathematical models of the channel
are divided into channels with memory and channels without memory (memoryless
channels). In memoryless channels, the errors appearing are independent, while
when transmitted over a channel with memory, the errors are not independent and
appear in groups, composing error bursts. With the development of information and
coding theory, most of the research efforts were aimed at studying discrete channels
without memory, while the direction of channels with memory turned out to be a
less investigated area, despite the fact that the presence of the memory effect in the
channel leads to an ”increase” in channel capacity.

Several coding techniques could be applied to channels with memory. One of
the common techniques is an iterative design that allows to build longer codes from
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shorter codes, most often Bose-Chaudhuri-Hocquenghem (BCH) codes or Hamming
codes. Some research has been done on the application of low-density parity-check
and polar codes in channels with memory [1]. Iterative codes, as opposed to other
types of codes, have an appropriate structure for burst error correction without the
need for additional interleaving. A widely used method for iterative code decoding is
the Chase-Pyndiah algorithm. At the same time, the use of short component codes in
an iterative design allows for optimal trellis decoding methods. A Berlekamp-Massey
(BM) algorithm is another well-known approach to decoding up to half the minimum
code distance [2].

The purpose of this paper is to compare the error probability provided by the BM
algorithm, the Chase-Pyndiah algorithm, and the optimal trellis-based maximum a
posteriori probability (MAP) algorithm, as well as to evaluate the influence of the
presence of memory in the channel on the degradation of channel parameters.

2. Model overview

2.1. Channels with memory. One of the common ways to represent channels
with memory is by Markov chains, which describe the channel that transits between
states [3]. Most frequently, it is assumed that the number of states is finite. Important
examples of channels described by Markov chains with two states are the Gilbert
and Gilbert-Elliott models [4]. The first state is called a good state (denoted as G)
and the second state is called a bad state (denoted as B). Each state is described by
its own error probability. Gilbert model supposes that the error probability in the
good state is zero. In 1963, the Gilbert model was generalized by E. Elliott, which
suggested the error probability of a good state be non-zero. Being one of the first
memory channel models, the Gilbert-Elliott model is still relevant and frequently used
to describe actual systems. These models states that a previous state of the channel
dictates its current state. Gilbert and Gilbert-Elliot channels are described by a set
of probabilities (Pp, Pg, Ppg, Pap). The probabilities P and Pg represent the bit
error probabilities in a bad and good state, respectively. The pair of probabilities Ppa
and Pgp is called transition probabilities and represent a probability of transitioning
from bad to good and from good to bad state, respectively.

2.2. Iterative codes. Iterative or product codes were introduced by P. Elias in
[5]. The iterative coding technique is an effective approach to composing long and
powerful codes by using short component codes. The simplest case of iterative code
with two component codes can be visualized as a matrix where each row corresponds
to a codeword of one component code and each column corresponds to a codeword of
another code. Generally, more than two component codes may be used to construct
iterative code, but each extra code lowers the overall code rate.
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2.3. Decoding algorithms. The common approach to decoding iterative codes
is to perform subsequent decodings of the component codes. Lower error probabilities
may be achieved if subsequent decoders exchange information about the reliability
of decisions made (the so-called soft decisions) in addition to hard decoding results.

The Chase-Pyndiah algorithm is a well-known technique for such soft decision
decoding and is suitable for discrete channels as well. At the same time, the Bahl-
Cocke-Jelinek-Raviv (BCJR) algorithm, which guarantees optimal symbol-by-symbol
MAP decoding, is one of the well-known optimal trellis-based decoding algorithms
for sufficiently short block component codes.

3. Experiments and results

This section presents the simulation results for several scenarios in Gilbert
and Gilbert-Elliott channels with parameters (Pp, Pg, P, Pap). The considered
scenarios are

e Error probability comparison for 1 and 3 decoding iterations for Chase-Pyndiah,
BCJR, and BM algorithms in binary-symmetric channel (BSC).

e Error probability comparison for 3 decoding iterations for Chase-Pyndiah,
BCJR, and BM algorithms in Gilbert and Gilbert-Elliott channels without
knowledge about channel states.

e Error probability comparison for 3 decoding iterations for Chase-Pyndiah,
BCJR, and BM algorithms in Gilbert and Gilbert-Elliott channels with perfect
knowledge about channel states.

In the simulation figures, the horizontal axis is plotted in terms of channel bit error
probability (CBEP), which is calculated as CBEP = (PGBPB +PBGPG)/(PGB+PBG)-
The simulation parameters are: Pg = 0.5, Pop = 0.01, Ppg varies, and P =0 in
the Gilbert channel and Pz = 0.01 in the Gilbert-Elliott channel. BCH codes are
considered as component codes with a code length 31 and 21 information bits.

The error probability comparison for 1 and 3 outer decoding iterations for
decoding algorithms in the BSC is given in Figure 1. The simulation results show
that the performance of the BM algorithm with iterations improves not as much as
the performance of BCJR and Chase-Pyndiah.

The error probability comparison for 3 outer decoding iterations for decoding
algorithms in Gilbert and Gilbert-Elliott channels without knowledge about channel
states is presented in Figures 2 and 3, respectively. The performance of the decoders
is slightly worse in the Gilbert channel compared to the Gilbert-Elliott channel. The
error probability comparison for 3 outer decoding iterations for decoding algorithms
in Gilbert and Gilbert-Elliott channels with perfect knowledge about channel states is
presented in Figures 4 and 5, respectively. Knowledge about channel state information
is more beneficial for the BCJR algorithm in the Gilbert channel compared to the
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4. Conclusion

In this work, the error probabilities of the BM, Chase-Pyndiah, and BCJR
algorithms were compared in channels with and without memory. An investigation
of the influence of channel parameters on error probability degradation is provided.
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Also, the attainable performance of iterative schemes with and without knowledge of
channel state information is analyzed.

The article was prepared within the framework of the Basic Research Program
at HSE University
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Abstract

Ultra-reliable low latency (URLLC) service is one of the cornerstone services
that needs to be supported in fifth-generation (5G) cellular systems. For a
class of applications utilizing URLLC' service — periodic state updates, a vital
metric of interest is Age of Information (Aol) characterizing the timeliness
of updates received. The analysis of latency-related metrics in 5G cellular
systems is however complicated by the orthogonal-frequency division multiple
access (OFDMA) specifics resulting in batch service of packets. In this paper, we
formalize the solve a queueing model capturing the specifics of URLLC service
over OFDMA-enabled systems by explicitly accounting for batch service. For
this model, we derive the mean peak Aol (PAol).

Keywords: Aol, Age of Information, Peak Age of Information, 5G, URLLC,
OFDMA

1. Introduction

The fifth generation (5G) systems needs to support a plethora of services with
different quality of service requirements (QoS) including enhanced mobile broadband
(eMBB), massive machine type communications (mMTC), ultra-reliable low latency
service (URLLC) as well as different intermediate services. The recently standardized
New Radio (NR) interface incorporates various advanced link level capabilities such
as flexible frame structure and numerologies, different operational bands, network
slicing for traffic isolation, etc. However, aside from eMBB service, the performance
of mMTC and URLLC applications running over 5G NR radio interface is still loosely
addressed in the literature.

The research was funded by the Russian Science Foundation, project No.22-79-10053, (https:
//rscf.ru/en/project/22-79-10053/).

107



E. Zhbankova, V. Manaeva, et al. DCCN 2023
The PAol of URLLC service in 5G NR Systems 25-29 September 2023

A critical use-case for URLLC service in 5G systems is the exchange of state
update information between end devices (ED) and the control center [1, 2]. Such
use-case finds its application in many mission-critical fields such as telemedicine,
control of production lines in industrial environments, automotive networks, video
surveillance systems, energy grids. The main metric of interest for such services is
the timeliness of the remote system updates available at the receiver.

Conventionally, the performance of time-constrained applications has been evalu-
ated by utilizing latency as the main metric. However, this metric depends on the
traffic load in the network that in turn is a function of the update interarrival time
at the sources. Recently, a new measure of timeliness for state update services, the
so-called Age of Information (Aol) has been proposed [3]. Aol quantifies how fresh
the information available at the receiver with respect to the last update generated
at the source. The metric is an explicit function of the update interarrival times
and presumes that only timely received updates can reflect the current state of the
system. Aol allows to describe the detailed behavior of the URLLC service operating
over the 5G NR systems and can be considered as a new measure of QoS.

In spite of the significant interest Aol and peak Aol (PAol) metrics attracted
over the last few years, the models developed so far does not account for specifics
of URLLC service over 5G systems. First of all, most of the models proposed so
far assumed a single ED as an input. Furthermore, orthogonal-frequency division
multiple access scheme specifics of 5G interface organization has not been addressed
in the existing literature. The rationale is that this access scheme naturally leads to
queueing formulations with batch service process. Such queueing systems have been
loosely studied in the literature. We aim to fill these gap.

The aim of this paper is to characterize URLLC service performance operating
over the 5G cellular network interface with orthogonal-frequency division multiple
access (OFDMA) channel organization. To this aim, we first develop a system model
that accounts for the specifics of URLLC service organization in 5G systems. Then,
we proceed formalizing this model as a queueing system in discrete time and further
provide its continuous approximation. We solve the latter for the mean PAol.

The main contributions of our study are

e system model for service process of URLLC service in 5G NR systems with
OFDMA channel access;

e mathematical formalization of the service process of URLLC EDs as a queueing
model with multiple input flows and batch service time in both discrete and
continuous time.

The rest of the paper is organized as follows. In section 2, we offer a brief overview

of the related work s, formalize our system and specify two models in discrete and
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continuous time. We then proceed solving the latter in Section 3 for Aol and PAol
as the metrics of interest. The conclusions are drawn in the last section.

2. System Model

Consider the system shown in Figure 1. The 5G NR base station (BS) serves
N URLLC service end-devises (ED). We assume that URLLC traffic is completely
isolated from other types of traffic at the BS. This can be achieved by using the
Network Slicing (NS) function based on resource reservation [4, 5]. The length of
one subframe, which is the transmission time interval (TTI), is T = 1076 s, the
bandwidth available to URLLC traffic is W MHz. We assume the OFDMA access
scheme with the size of one resource block (RB) of Ry MHz. Overall, there are K
RBs available at each subframe.

We assume that each URLLC ED generates a packet of length L bits in each TTI
with probability a, independently of other EDs. In URLLC applications the value
L is often significantly smaller than the size of the RB. Therefore, we assume that
one packet is transmitted in exactly one RB, regardless of the type of modulation
and coding scheme (MSC) utilized. Finally, we assume that all N URLLC EDs are
characterized by the same service priority. By considering these two facts one may
observe that the utilized service discipline at the BS is first come first served (FCFS).
The size of the buffer at BS is limited to R packets.

Due to the use of OFDMA channel organization the service process of packets is
batch in nature. Specifically, we assume that at most K packets can be transmitted per
TTI, where K = |W/Rw |. Here, K can be calculated using the assumptions about
the blockage and micro-mobility of user equipment according to the methodology
proposed in [6]. We also take into account the requirements for the reliability of

1 Control
System
2
n —>
N

Fig. 1. The considered 5G BS serving URLLC end devices
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URLLC traffic delivery. Specifically, we assume that the probability of erroneous
reception of a packet is small which is achieved via repetition coding [7].

That considered technical system can be represented as a queueing system of
the form DX /D% /1/R, where X indicates the batch arrivals and service [8] with
binomial distribution of an arrival batch length B(N,a) and at most K customers
in a batch under service. Such a model is a special case of more general systems
considered in [9, 10].

The problem with discrete queueing analysis is that (i) there might be no closed-
form solution for stationary probabilities of the number of packets in the system,
(ii) the delay distribution is often expressed in terms of infinite sums. Thus, in our
paper, we approximate such a discrete system by a continuous system of the form
M/MX/1/R in a way described in [11]. In our case the arrival rate A\ = E[A]/T,
where E[A] = Na is the mean arrival batch length, T is the frame duration, the
batch service rate is 4 = 1/T and each batch has no more than K packets.

3. Performance Evaluation

We consider an M/MX /1/R queueing system of capacity R with a single server.
The arrival process is a homogeneous Poisson with intensity A. Packets are served in
batches of no more than K packets depending on how many packets are available in
the queue at the instant when service starts. The batch service time distribution is
exponential with intensity p. The service starts at the instant the server is released
if there are requests in the queue or at the instant the first request arrives if the
server is not busy. We consider the FCFS service discipline.

Let X (t) be the Markov process of the packets number in the queue over the
state space

X ={0,1,..., R}, (1)
with stationary state probabilities
¢ = lim P{X(t) =i}, i€ X. (2)
t—o00

The transition intensity diagram of the considered systems is shown in Fig.2.
Since the queueing system M /MX /1/R is stable for finite state space X, one
may utilize this diagram to define the system of equilibrium equations:

Ao = w1 4,

N+ w)gi = Agi—1 + pgsi,i=1L,R— K,
A+ g =M1, i=R—K+1,R—1,
MR = AGR-1,
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Fig. 2. Transition intensity diagram for M/M* /1/R queueing system

with the normalization condition Zf; 04 = 1.

The defined system can be solved numerically using conventional approaches, e.g.
Gauss-Zeidel method. Once the stationary distribution is found, the performance
measures immediately follow:

e the mean number of packets in the queue

R
=1

e the packet loss probability

B = gg, (5)
e the mean waiting time
w=Q/A1-B), (6)
e the mean PAol
PAol =\ +w+put (7)

4. Conclusion

In this paper, we investigated the PAol performance of URLLC services in
5G NR systems. To this aim, we first proposed a system model of a 5G NR BS
serving multiple URLLC UEs. Then, we proceeded formalizing the queueing models
in both discrete and continuous times by taking into account the specifics of the
OFDMA-based access. For the latter model, we derived the mean PAol time.

In the extended version of the paper, we will report the numerical results. To this
aim, we will assume that 5G system utilizes the network slicing to provide a certain
fixed amount of resources to URLLC service [12, 13]. Then, we will first determine
the operational regime of the system by estimating the required amount of resources
that need to be allocated for an URLLC slice, such that the packet loss probability
satisfies the requirements of URLLC service, i.e. less than 107°. Then, we proceed
assessing the delay and PAol performance of the system.
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Abstract

In this paper, we consider two single server queues under N policy with
different activation strategies of the server. Customers arrive according to a
Markovian Arrival Process and the service time follows a phase type distribution.
The activation time of the server is exponentially distributed. We obtain station-
ary distribution of the queuing process using the Matriz Geometric Method. Using
these distribution we calculate performance measures of the system. We also
analyse this model numerically in order to have a comparison of the performance
measures associated with it. An illustrative numerical example is discussed.

Keywords: queuing systems under N policy, activation time, forced activation,
Matrix Geometric Method

1. Introduction

Many real-world situations involve queuing systems in which the server may
be unavailable occasionally when the system becomes empty. In such systems, the
server’s idle times or service facilities can be utilised for other important purposes in
the system to enhance its efficiency. These queuing systems have been investigated and
applied extensively in various engineering systems, like production units, inventory
systems, computers networks, flexible manufacturing domains, and telecommunication
systems.

In literature there are a large number of policies regulating vacations in queuing
systems like single vacation policy, working vacation policy, multiple vacation policy,
N policy, T policy, D policy Krishnamoorthy, Ushakumari [1], and some of their
combinations Chakravarthy et al. [2]. The concept of N policy was first introduced
by Yadin and Naor [3] in an M/G/1 queueing system. Baker [4] examined operating
policies in the M /M /1 queue with exponential start-up. Tian et al. [5] worked on an
M/M/1 queue with single working vacation where the server gives service at a lower
rate during it’s vacation. Recently Sreenivasan et al. [6] extended it to M AP/PH/1
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queue with working vacations, vacation interruptions and N policy. Greeshma et
al. [7] have conducted a comparative study of queuing systems under N policy with
variant of activation times. In this model, the authors have introduced the notion of
forced activation into the queuing systems, where the server requires positive amount
of time to activate before service. The work of [7] is extended in the following manner
in this paper. Firstly we use a more general point process for modelling the arrivals,
known as Markovian Arrival Process (MAP). Then for services we use the phase type
distribution, which is the generalised version of some of the prominent distributions
like exponential, hyperexponential and Erlang.

2. Model description

We consider two single server queuing models to which customers arrive according
to a Markovian arrival process with parameter matrices Dy and D, of dimension
m. The service times follows a phase type distribution with representation («,7T’) of
order n. Both the queues are considered under N policy. The customers are served
in the order of their arrival.

2.1. Model 1. In this model server requires a positive amount of time to start its
service (that is, not instantaneous service). As soon as the total number of arrivals in
the queue reaches the pre-determined threshold N (1 < N < 00), the server initiates
the activation process. But it takes a random duration of time to get activated.
When the sever is in activation mode there will be no service. Soon after completing
the activation process, server begins its service. And the server is deactivated when
all the customers present in the system are served. We assume that activation time
of the server follows an exponential distribution with parameter 6.

Let X (t) denotes the number of customers in the system at time ¢, J1(t) denotes
the status of the server at time t,

0 if the server is idle at time ¢,
Ji1(t) = < 1 if the server is in activation mode at time ¢,

2 if server is busy at time t.

S(t) denotes the phase of the service process when the server is busy, and M (t)

denotes the phase of the arrival process at time t.
Then {(X(t), Ji(t), S(t),M(t)) : t > 0} is a four-dimensional Continuous Time
Markov Chain with state space:

0 = J13)
=0

115



Greeshma Joseph, Varghese Jacob, Achyutha Krishnamoorthy
On queuing systems with N policy and various server DCCN 2023
activation strategies 25-29 September 2023

where 1(0) = {(0,0,x,1),(0,0,%,2),...,(0,0,%,m)}
and for 1 <h<nand1l<I[l<m,
(i) ={(4,0,h, 1) : 1 <i< N—-1}U{(3,1,h,1):i > N}U{(3,2,h,1):i>1}

2.2. Model 2. In our previous model, the server requires activation time which
is exponentially distributed with parameter §. But the server may take long duration
of time (even though finite) to get activated. This long waiting for service can cause
many constraints to the system like time shortage, energy consumption, holding cost
of customers etc. Taking into account the impact of these constraints on the system,
it would be better to activate the server by giving an extra force. So we consider
forced activation of the server if the server does not get activated until the realization
of a certain stage. In this model the server is forcefully activated, if the server does
not get naturally activated up to the accumulation of a predetermined number N + k
(k > 0) of customers. As a result, the server will be in busy state when there are
more than N + k number of customers in the system.

Then {(X(t), J2(t),S(t), M(t)) : t > 0} is a four-dimensional Continuous Time
Markov Chain with state space:

0= J 1)
=0

where [(0) = {(0,0,%,1),(0,0,%,2),...,(0,0,%,m)}
and for 1 <h<nand1l<I[l<m,
(i) ={(,0,h,0): 1 <i < N—-1}U{(i,1,h,0): N <i < N+k}U{(:,2,h,1]) : i > 1}

3. Steady-state analysis
We can study the models described above as a quasi-birth-and-death(QBD)
process. Using the lexicographical sequence for the states, the infinitesimal generator
matrix @ of the QBD process has the form,

Byy  Boi
By Q1 Qo

Q= Q2 Q1 Qo

3.1. Stability condition. Let 7 denote the steady-state probability vector of
the generator Qo + Q1 + Q2. That is, w(Qo + @1 + @Q2) = 0, we = 1. The LIQBD
description of the model indicates that the queuing system is stable (see, Neuts [12])
if and only if

TQoe < w(Q)ze
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3.2. Stationary distribution. The stationary distribution of the Markov chain
under consideration is obtained by solving the set of equations

xQ =0; xe=1 (1)

where () is the infinitesimal generator of the LIQBD describing the above process.
Then x can be partitioned as,

x = (X0, X1,X2,...) (2)

From x@ = 0, we obtain the following equations;

x0Boo +x1B10 =0

x0Bo1 +x10Q1 +x20Q2 =0

xi—1Qo + xik1 + xi+1Q2 =0, i > 2

By Matrix Geometric Method (Neuts [12]), the sub vectors x;’s has the form

Xj = XlRi_l, ) Z 2
We obtained the rate matrix R explicitly by solving the matrix quadratic equation,
R’Q+ RQ1+ Q=0 3)

and xg and x; satisfies

Boo By _
ox) (g0 o, T, ) = (0.0

The normalizing condition of (1) results in
xpe +x1(I —R) e =1.

After obtaining the rate matrix R, the vector x can be determined by exploiting the
special structure of the coefficient matrices.

4. System performance measures of the models

We evaluate important performance characteristics of the models as follows.
N-1

e The probability that the server is idle, p;q. = X0* e + Z u;*e
i=1

e The probability that the server is in activation mode,
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o
* for Model 2, puer = Z wie

=1
N+k

* for Model 3, pget = Z w;'e
=N
The probability that the server is busy,

x for Model 2,  ppysy = Z vi'e + Z vie

N+k
* for Model 3, ppusy = Z vi'e + le
=1 =1

The expected number of customers in the system when server is idle,
N-1

Eigle = E iu;“e

=1
The expected number of customers in the system when server is in activation
mode,

* for Model 2, act—N+Z — 14w

e
* for Model 3, FEg = N + Z wi'e
i=N
e The expected number of customers in the system when server is busy,
N-1
x for Model 2, FEpysy = szl e—l—z —1+41i)vie
N+k
x for Model 3,  Ejpysy = szl e+z N+ k+1i)x;
=1 i=1

5. Conclusion

In this paper, we studied two single server queues under N policy with MAP
arrivals and phase type services. We have considered different activation strategies
of the server in these two models. All the models are exhaustively analysed. Matrix
Geometric Method is used to find the stationery probability vector, which makes it
easy to obtain some key performance measures. The influence of various parameters
on the system measures are also investigated through numerical example.
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AnHoranus

Pabota mocBsiena BompocaM 0TOOpasKeHusT TapasIeIbHBIX BEIYUCICHAN Ha,
pacIipejie/ieHHbIe CUCTEMbBI ¢ KOMMyTanmonHoii cpeoit RapidlO. ITox mapaJiiesib-
HBIM BBIYUCJIEHUEM ITOHUMAETCsI MHOYKECTBO IIPOIIECCOB, B3aUMOIECTBY FOIIIX
ITOCPEJICTBOM IE€peadu MMOTOKOB JAaHHBIX. 1 pebyercs HA3HAYNTEH BBIYUCIUTE b=
HBIE y3JIbI JJIsi IIPOIECCOB U OMPEIeIUTh MaPIIPYTHI JIJIs IIOTOKOB JAHHBIX, a
TaK’Ke MOCTPOUTH TAOJIUIBI MAPIIPYTU3AINK I KOMMYTAaTOpoB. B pabore
[IPEJIJIOZKEH IT0/IXO0J, OCHOBAHHBIN Ha METO/[aX IEJI0YUCIEHHOrO JUHEIHOro IPo-
rpammuposanust (IIJITT), nossosstomuilt KOppeKTHO 0TOOPA3UTh NapaJlIeIbHOe
BBIYUC/IEHNE HA PACIIPEJIEJIEHHYIO CUCTEMY U ONTUMU3UPOBATH OTOOparKeHHe 110
Py XapaKTePUCTHUK.

KumroueBbie cioBa: PacripejiesieHnasi cucremMa, mapaJuie/ibHble BbIYUCIECHUS,
RapidlO, mesounciieHHoe JIMHEHHOE IPOrPaMMUPOBAHNE

1. BBenenue

B ©I'Y OHIT HUVCU PAH paspaboTaHbl MIpOIECCOPHBbIE U ME3OHUHHBIE MOLYJIH
Ha 6a3e MUKpOIPOIEccopoB apxuTekTypbl MIPS, a TakkKe KOMMyTATOPBI U JpyTHE
allllapaTHbIC CpeACTBa IJIsI ITIOCTPOCHUA MHOT'OIIPOIECCOPHBIX KOMIIJIEKCOB, CBA3aHHDBIX
[OCPEICTBOM KOMMYHUKaIonHoii ceru RapidIO [1].

HpI/I UCITIOJIB30BAHUU MHOT'OITPOIIECCOPHBIX KOMIIJIEKCOB BOSHHUKAET BOIIPOC OIITU-
MaJIbHOTO OTOOparKeH!sT MApasIe IbHOTO BHIYUCEHIS Ha PACIPEIeTeHHYI0 BBIUNC-
JIMTEJIbHYIO cucTeMy. IIporecchl B3anMoIeicTBYIOT MeXK Ly co0oi myTeM Iepemadan
coobrmennit. st 3¢pHeKTUBHOTO BBHITOIHEHNS MAPAJLIEILHOTO BEITUCIEHNS B IIEJIOM
HEOBXOIMMO, 4TOOBI CETEBBIE MAPIIPYTHI 00ECIEUNBAJIN OMPEIETIEHHBIH TEMII IEPeIadn
JIAHHBIX MEXKTY B3aMMOMEHCTBYIOMIMME TPOIECCAME. DTOTO MOYKHO JIOOMBATHLCS KaK

PaGoTa BbINOJHEHA B paMKaxX TOCYJIapCTBEHHOTO 3a/aHUsl MO MPOBEJAEHUIO (DyHIaMEHTATbHBIX
nccnenoBanuii o reme «lccreopanue u peaJu3aIyds MpOrpaMMHO ITaTMOPMBI IS TePCIEKTHBHBIX
MHOrosiziepabIx poreccopos» (FNEF-2022-002)
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IIyTeM BapbUPOBAaHUs HA3HAYEHUS BBIYUCIUTEIbHBIX Y3JIOB JIJIs MPOIECCOB, TAK U
myTeM U3MeHeHus cxeMbl Mapripyrusanuu B cetu RapidlO. Ilpu srom BeramcinTe b-
HBI y3eJ1, Ha3HAYAEeMBbIil JIJIsi KaXKJIOTO [IPOIIECca, JOJKeH 00J1a/IaTh OIpe/IeIeHHBIMI
CBOIICTBAMHU, TAKMMU KaK YPOBEHb IIPOU3BONUTEILHOCTU WJIM HAJUYINE HEKOTOPOTO
cotporieccopa. Ecin 9ucio mporeccoB UCHUCISAETCH JeCATKAME, 11000D BPYYHYIO
0TOOpAaKEHUsT U CXEMbI MapIIPYyTU3AIUA OKA3bIBAETCS BEChbMAa TPYIOEMKUM U HE
rapaHTUPyeT ONTUMAJIBLHOIO PEe3y/IbTaTa.

Pabora mocssitiena BoripocaM TOYHOIO PEIIeHus 3a/[adu 00 0TOOpaKeHUN 3a/1aH-
HOT'O 11aPaJIJIEJIBHOT'O BBIYUCJIEHUS Ha PACIIPEICICHHYIO BBIUYUCIUTEBHYIO CHCTEMY
C CETBIO ITPOM3BOJILHON TOIOJIOIMU U CTATUYIECKOW MapIIpyTU3anueil cereBoil cpe-
nwl. Janunasa 3amada sBasercsa NP-morHol, 1 B HacTosmel padbore Hjist ee pereHust
[IPEJIJIOXKEH TIOJIX0/T, UCIIOJIL3YIONUI METO/IbI METOYUCIEHHOTO JIMTHEHHOTO TPOTPaM-
muposanus (IIJITT). B kauecrBe uncrpymenta st onucanus u pemerust L[JITT-3amau
npumenstics naker GLPK [2].

2. PopmMajIbHBIE MOEJIU

2.1. Mogesb pacupeieJIeHHOM BBIYUCJINTEJIbLHOM cucteMbl. KoMMmyHuKa-
nuonnas cpeja RapidlO npencrasiser coboit ceThb ¢ KOMMYyTAIUEl AKETOB, CO-
CTOSIIILYTO U3 y3JI0B, COEJAMHEHHBIX dusndeckuMu KaHnanamu cs3u [1]. Crpykrypa
pacipeie/IeHHbIX CUCTEM Ha 6a3e anmaparyphl JuHeiikn KoMane moa yupasieHneM
OCPB Barer, noapo6uo onucana B [3]. PopmasibHasi MOJIEb TAKON paciipe/ie/IeHHOT
cucreMbl TipejicTaBieHa B [4]. B ganuoit pabore, Kak u B 5], Mbl OyjieM paccMaTpuBaTh
VIIPOIIEHHYIO MOE/b, BKIIOYAIONIYIO Y3JIbl ABYX TUIIOB:

- BBIYUC/IUTEIbHBIN y3€JI - OKOHEYHOE yCTPONCTBO, UMEIOIIee INCI0BON HIAeHTU(pM-
KaTop H, KaK IPaBUJIO, TOJbKO OIUH IIOPT;

- KOMMYyTaTOp - YCTPOHCTBO, IpeaHa3HaAYeHHOe JIJI MapIIpyTU3aINH, KOTOPOe
BCErJa NMEEeT HEeCKOJIBKO ITOPTOB.

KomMmyTaTop paboTtaer 1o yrpaBaeHUEM TaOIUILI MAPIIPY TU3AINYN, KOTOpas 3a-
[MACBIBAETCSA BO BPeMsI HHUIUAJIA3AIINE KoMMyHuKarnouHoi cpeasl RapidlO. Ects apa
THIIA KOMMYTaTOPOB. KOMMyTaTOp 1epBOro THUIa UMEET OJHY OOIIYI0 Tab/IMILy MapIii-
PyTH3aIUN JJIsi BCEX MOPTOB, B KOMMYTATOPE BTOPOI'O THUIIA NMEETCsI WHINBHUIYATbHAS
TabJIUIA JJI KaXKJI0ro IOpPTa.

B xomMyTaTopax mepBOro THIA BBIXOIHOHM MOPT, ¢ KOTOPOro OyIeT OTIIPaBJIeH
[IOJIYYEHHBII TaKeT JAHHBIX, OJIHO3HAYHO OIPEIE/ISIeTCs YKAa3aHHBIM B 9TOM ITaKeTe
UIEHTU(PUKATOPOM BBIYUCIUTEIBHOTO y3J1a - MOJIydaTe/is. TO O3HATAET, ITO €CIU
MapIIPYTHI, II0 KOTOPBIM IEPEIAIOTCA JTaHHbIe OMHOMY IOJIYIaTENII0, [IEPECEKAIOTCsI
Ha HEKOTOPOM KOMMYTATOPE, TO JIajiee OHU COBIIAIAIOT.

B komMmyTaTopax BTOpOro THIla BBIXOIHON IIOPT, C KOTOPOro OyIeT OTIpaBjeH I10-
JIVIEHHBIN TIAKeT JTaHHBIX, OIPEIesIeTcsd NIeHTU(PUKATOPOM MOIydaTe/ s U HOMEPOM
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[I0pTa, Ha KOTOPBIA 3TOT HMaKeT Hpuines. Takum 06pa3oM, MakeThl K OJJHOMY ITOJIyYa-
TeJTIF0 MOT'YT YHTH ¢ KOMMYTaTOpa 0 PA3HBIM COEJUHEHUSIM, €CJIM OHU ITOCTYIUIN B
HErO 0 PA3HBIM COE/INHEHUSIM.

[TocnenoBareIbHOCTD COEIMHEHNMI, Y€PE3 KOTOPhIE MTPOXOJUT ITAKET OT OTIPABU-
Tessd 70 HoJIydaTesis, Ha3blBaeTcd MapipyToM. MHOXKeCTBO MapIIPYTOB I BCEX
map OTHIpaBUTeNeH U MOJIydaTe/ e, MeXK, Iy KOTOPhIMUA ITPOUCXOIUT Iepegada TaHHbBIX,
HA3BIBACTCS CLEMOT MAPULPYMU3AUUU.

[IpencraBum Tenepsb GpopMaIbHYIO MOJIETb PACIPEIEIEHHON CHCTEMBI, KOTOpast
Oyner ucnob3oBana B popmynuposkax [[JITI-3ama41 B pazaese 3.

Pacripesiesiennasi cucrema mpejcTaB/IseTCsi B BUJI€ OPUEHTUPOBAHHOIO PA3MEUeH-
HOro (HarpyzkeHHoro) rpada

G = (H,C1,Cy, L,b,perf)

e H - MHOXKEeCTBO BBIMHUCIUTENBHBIX y3J10B, C] - MHOXKECTBO KOMMYTATOPOB
mepBoro tuma, Cy - MHOXKECTBO KOMMYTATOPOB BTOporo tuma. Obo3HaunM depes
Node MHOXKECTBO BBIYUCJIATEBHBIX y3/I0B U KoMMyTaTopos: Node = H U C1 U Ch.
Torma L C Node x Node - MHOXKECTBO JIyT, COOTBETCTBYIOIINX COEINHEHUAM MEK LY
yaJjamu pactpejeiernoii cucrembl. Oroopaxkenus: b : L — N u perf : H — N zaga-
FOT, COOTBETCTBEHHO, ITPOILYCKHYIO CIIOCOOHOCTH COEMHEHN U ITPOM3BOIUTEBHOCTh
BBIYMC/IUTEIbHBIX Y3JI0B B HEKOTOPBIX YCJIOBHBIX €JIMHUIIAX.

Ha npaktuke B cpeme RapidlO coennnenust aByHaIpaB/eHHbIE, ¢ OJMHAKOBOMI
HPOITYCKHOU CIOCODHOCTHIO B 00e cropoHbl. lloatomy rpad G M0oxKHO ObLIO ObI
OIIpeJIe/INTh KaK HEOPUEHTHPOBaHHBI. TeM He MeHee MbI pacCMaTpPUBAEM €ro Kak
OPHMEHTUPOBaHHbII, MOCKOJIbKY B (hopmysuposkax I[JIT-3anau coepunenust (n,n') u
(n',n) ymobHO onpenesaTh HE3ABUCUMO JIPYT OT JPYTa.

2.2. Mogenp napaJjjieJibHOTO BbluucjgeHus. [lapasuiesibHoe BbIYUCTIEHTE MBI
Oy/ieM TPeJICTaBIISITh B BUJIE OPUEHTUPOBAHHOIO PA3MEYEHHOTO rpada

PG = (P, S,v,req)

rae P - MHOXKEeCTBO MPOIECCOB, PEATU3YIONINX TapaJLIeJIbHOE BhIAUCIeHHE, S C
P X P MHOXKeCTBO JIyT, CBS3BIBAIONINX B3aMMOJIEHCTBYOIMME mporeccer: s = (p,p') € S,
€CJIH TIPOIECC P OTIpaBJIsieT coobIIenns npoueccy p’. JonyckaioTest Kak aluK/JInIecKue
rpadbl, Tak u rpadsbl ¢ mukaamu. Jlyru s € S Mbl gajiee OyaeM Ha3bIBATh IIOTOKAMUI
smauabix. Orobpaxenus v : .S — N u req : P — N onpenessitor, COOTBETCTBEHHO, TPe-
OyeMyto JIJIsT KaxKJI0r0 MOTOKA JAHHBIX MMPOIYCKHYIO CIIOCOOHOCTB CETEBOI0 MapIlpyTa
" TpebyeMyIo JIjIst KaXKJIOT'0 IPOIECCa ITPOU3BOJUTEIBHOCTD BBIYUCIUTEIHLHOIO y3JIa.

3. ®opmyauposku IIJIII-zamau

Burnu nocrpoenst nBe dhopmynuposku [IJI11-3amad, cBa3anubix ¢ oToOpaKeHueM
[apaJlyIeJIbHOIO BBHIYUCIEHUS Ha PACIIPEIEIEHHYIO BHIUYUCIUTEIBHYIO CUCTEMY.
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B ocnosmoit 3a1a9e TpebOBAIOCH HAMTH OTOOParKEHHEe MHOXKECTBO IIpoIeccoB P
napaJjuiesibhoro Bbrauciaenuss PG = (P, S, v, req) Ha MHOXKECTBO BBIYUC/IUTETHHBIX
y3soB H pacnpeenenHoii Berauncanrenbuoii cucremsl G = (H,Cy,Co, L, b, perf) ¢
YUIETOM ITPOU3BOIUTEIBHOCTH y3J10B. [Ipu 9TOM TakxKke TpedyeTcst BRITUC/IUTD CXEMY
MapIIPYTH3AINN, 00ECIeINBAIONIY IO 38 IAHHYIO IPOIYCKHYIO CIIOCOOHOCTD JJIsI IOTOKOB
JAHHBIX MEXKJy MPOIECCAME, & TAKXKE BBIUUC/IUTH TAOJIUIBl MAPIIPYTU3AIUN JIJTsT
KOMMYTaTOPOB.

Homyckaercst oroOpakeHrne HECKOJIbKUX IIPOIECCOB HA OJIUH Y3€J1, UMEIOIIHil 10CTa-
TOYHYIO [IPOU3BOIUTEIbHOCTE. Ho 0TOOparkeHne 0IHOTO MpoIiecca Ha HECKOJIBKO y3JI0B
HetonycTuMo. Ecm Bo3HUKaeT Takasi HeOOXOIMMOCTDb, HAIlpUMED, KOraa TpebyemMast
JIJIsI TIPOIIECCaA TPOU3BOAUTEEHOCTD ITPEBBIIIAET MPOU3BOIUTETBHOCTh HMEIOITAXCST
BBIYNCJIUTEILHBIX Y3JI0B, TAKOI IPOIeCC J0JKeH OBIThH 3apaHee paclapaJiiesieH Ha
HECKOJIBKO ITPOIECCOB.

MapiipyTsl 1 TaOJHUIBI KOMMYTAIIUN JOJKHBI YAOBJIETBOPATD Py OTPaHHICHIHH.
DTO OorpaHMYEHUs], CBSI3aHHBIE CO CrenmpuKoil KommyTarmoHuoi# cpesibl RapidlO,
OrpaHUYeHHs], 00ECIIeTNBAIOIINE 33 JaHHYIO IIPOIIYCKHYIO CIIOCOOHOCTD JIJTsT IIOTOKOB
JIAHHBIX MEXK]Iy ITPOIECCAMU, OTPAHUICHUS, UCKJIIOYAIOIINE MAPIIPYTHI C TETJISMHU.

B 6osiee mpocToit 3agate mpemmosaraeTcsi, 9TO0 MHOXKECTBO mpolieccoB P mapaJi-
JIEJILHOTO BBIYHUCJICHUSI yXKe OTOOPa’KEHO HA MHOYKECTBO BBITUCJUTEIBHBIX y3JI0B
H pactipeiesieHHON BBIMUCIUTENIBHON cucTeMbl (. Tpebyercss TOJBKO BBIMHCIUTH
KOPPEKTHYIO CXeMY MapIIPYTU3AIUN U TAOIUILI MapIIPyTU3AIUN JIJIT KOMMYTaTOPOB.

3.1. KoncTaHuTbl, IepeMeHHbIe, OTOOPA’KEHUS U MOIMHO>KECTBA, UCIOJIb-
syembie B ¢dopmyaupoBkax IIJIII-zamau. Koucranrabiit maccuB LN : L X
Node — {—1,0, 1} onpejesier, Kak cBsizanbl coequuenust | € L u Beprmabl n € Node
rpada G. Ilycrs [ = (n1,ng) - cereBoe coeIMHEHNE, HAIPABICHHOE OT y3J1a N K y3/Iy
ng, TOTA:

-1, ifn=m

LN[,n]=<1, ifn=ns

0, ifné¢{ni,na}

AnajiornuHo BBeIeM KOHCTAHTHBII MaccuB S P, onpeaeIsionuil CBsA3b MEXK Ly [T0TO-
KaMU JIAHHBIX U ¥ [IPOIeCCaMi NapaJulesibHoro Boraucienus: SP : S x P — {—1,0,1},
OIMCBIBAIOIINN CBSI3b MEXK/Iy IMOTOKAMH JAHHBIX W IIPOIECCAMU HapPaJIeIbHOTO BbI-
gucsiernst. [lycrb s = (p1, p2) - HOTOK JAHHBIX OT IIPOIECCA P1 K IIPOIECCY Pa, TOTJIA:

_17 lfp:pl
SP[S7p]: 1, 1fp:p2
07 lfp ¢ {p17p2}

Bremem Takyke obo3nadeHus M CIAEIYIONINX TOAMHOXKECTB coeauuenuit: Louty -
MHOKECTBO COEJINHEHUI, NCXOMAINIX 13 KOMMYTaTOPOB epBoro tuma; Louty - MHO-
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JKECTBO COEIMHEHNH, UCXOATINX U3 KOMMYTATOPOB BTOPOTO ThMa; Ling - MHOXKECTBO
COEJIMHEHNU, BXOJSAIINX B KOMMYTATOPLI BTOPOIO THUIIA.

Hckomoe oTobpaskenne MHOXKECTBA MPOTECCOB P HA MHOYKECTBO BBIYUCIUTETHHBIX
ya3im0B H mpejicraBuMm B Buje nepemMeHHON M, uMerorneil Tui MaccuBa OMHAPHBIX
suavenuit: M : H x P — {0,1}. Ina h € H, p € P 3uavyenne M[h,p] = 1, ecin
[POIIECCY P HA3HAYEH BBIYUCIUTENbHBIN y3es h, unade M [h,p] = 0.

OcHOBHas epeMeHHast, OIICHIBAIOINIAS MAPIIPYTHI JIJIsT TIOTOKOB JIAHHBIX U3 S, 3TO
nepeMenHasi R, koropasi umeer Tuil MaccuBa OuHapHbIX 3Hadenuit: R : L x S — {0, 1}.
Husil € L, s € S 3navenne R[l,s] = 1, eciu coe/iuHeHne | UCIOIB3YETCsI B MAPIIPYTe
JUUIST TIOTOKA JIAHHBIX S, B IIPOTUBHOM citydae R|l, s] = 0.

Maccus nepemenubix T'Cy ompeesisier TabJIAIBI MAPIIPYTH3AIUT JIJIsT KOMMY Ta~
Topos niepsoro tuna, 1'Cy : Lout; x H — {0,1}. TCy[l,h] = 1, ecau coennuenne
I € Lout; ucrioyib3yercst Jijist Iepeiatin COOOIIEHU, aIpeCOBAHHBIX BHITUC/IUTETbHOMY
y3ny h € H.

Maccus nepemertbix T'Co, KOTOPBIi ompeesiser TabJIUuIlbl MAPIIPY TU3AIUN JIJTsT
KOMMYTATOPOB BTOPOTO THUIA OMPEIESTETCS aHAJTOTUIHO € YIETOM 3aBUCUMOCTH OT
BXOJTHOT'O COEJIMHEHUSI.

3.2. ITpumeps! LIJITI-orpaunyennii. [lokazars mosnyio ¢popmynauposky LLJITI-
3aJ1a49U 3/IeCh HEBO3MOXKHO. [IpuBeieM TOIBLKO mapy mpocThix orpanudenuit. C oTob-
paxkerueMm M cBsI3aHBI OUEBHUIHBIE TPEOOBAHNUSI, [TIEPBOE - KAXKIOMY IIPOIIECCY JTOJIKEH
OBITH HA3HAYEH B TOYHOCTH OJIUH BBIYUCTUTENBHBIN y3€/, 9TO TapaHTUPYETCS CJIETY-
FOIUM HAOOPOM PABEHCTB:

VpEP: Yy Mihp =1

Bropoe - cymma nmoTpebHOCTEN B IIPOU3BOIUTEBFHOCTH MIPOTIECCOB, HA3HAYEHHBIX
HA OJIMH BBIYUCIUTEBHBIN y3€e/1, He JIOIKHA TPEBHIATH TPOU3BOIUTETLHOCTH STOTO
y3ma. st 97010 3a786M HEPABEHCTBA:

Vhe H: ) cpreq(p)  Mlh,p] < perf(h)

[Tomo6HBIM 06pa3OoM MOXKHO CPOPMYIUPOBATE OMPAHNYEHUSI OMUCHIBAIOIINE BCE
ocTajIbHbIe YCJIOBHS, TPEOYIOIIMECs JJIsi KOPPEKTHOCTH OTODparKeHUsI MapaJjijieIbHOrO
BBIYHUC/IEHIS Ha PACIPEIEIEHHYI0 CHCTEMY U COOTBETCTBYIOIIETO 3AITOJTHEHUST TabJTHIL
MapIIPy TU3AIAH.

3.3. LeneBas dyukius. C MOMOIIBIO 11e/1€BOH (DYHKITUH MOXKHO 00€CIIEIUTD OII-
THUMU3AINIO PEIIeHNUsI 110 PA3JINIHbIM mapamerpam. Jljist naHHOM 3a1a4u TpejiiaraeTcst
MUHUMHU3UPOBATE JIMHEHHYI0 KOMOMHAIINIO CJIETYIONNX BBIPAYKEHNH: MAKCUMAThHAS
JUIMHA MapIIPyTa, CYMMapHast JJIHHa MapIIpyTOB, CYMMapHOe THCJIO 3aIUCell BO BCEX
TabarIaxX MapIpyTu3anuy (MAHIMI3AIS 9UC/Ia 3auceil To3BoJIgeT n30aBUThCA OT
"MycopaB Tabyniax MapIipyTU3AIKT ).

OTMeTnM, ITO UCTOTB3yeMbIe OTPAHNIEHNUST He 3AIPEIAIOT HECBA3HBIE MAPIIPYThI
C IUKJIAMHE, OTJEJBHBIMUA OT OCHOBHOTO MApIIpyTa (3alpeT CJIOXKHO ¢hOPMYIUPOBATDH
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6e3 mopsi/ika WM HyMepaly y3/0B Ha Mapiipyre). Ho Takue MapiipyThl JerKo
UCKJTIOYAIOTC ONTUMU3AIUEN 10 CyMMAapHOH JIjIMHe MapIIPyTOB B 1eJIeBOi (PYHKIINN.

4. 3akJroyeHue

[Tpeaoxkenusiii B paboTe moaxo/ 1 ObLT orrpoboBaH Ha HEOOJIBIINX IpuMepax (10
HECKOJIbKUX JIECSITKOB TIPOIECCOB 1 y3JI0B), U OKa3aJicst paboTocnocobHbiM. [TocKoIbKy
pydHO# moabop TpebyeMoro orobparkeHusI BeCbMa TPYI0EMOK U He Bcerja obecire-
YUBAET ONTUMAJBHBIH PEe3ybTaT, TO MOXKHO 3HAYUTEJIFHO YIPOCTUTH IIPOIELYPY
0TOOparKEeHUsT CJIOKHBIX MMapaJlIe/IbHbIX BBIYUCIEHUI Ha pacipeiejieHHble CUCTEMBI,
ucnosb3ymoinue KommyHnukannonuyio cpeiy RapidlO. Ipumenenne meromos LIJITI
WA JPYTHUX [MOJOOHBIX METOJOB MapaHTUPYET HAXOXKJIEHUE OTOOPAaXKEHUsI, €CJIT OHO
CYIIECTBYET, U TMO3BOJISIET ONTUMU3UPOBATH €r0 110 PA3IUIHBIM ITapaMeTPaM.

Tem He MeHee, B 9TOI 06JIACTH OCTAETCSI €I1le MHOXKECTBO HEPEIIEeHHBIX BOIIPOCOB,
TPeOYIOUX JaJbHERINX ucciaeoBanuii. K ux duciy oTHOCSATCS BOIPOCHI MacHITabu-
pyeMocTu npejioxKeHHbix (hopmysiuposok LIJITI-3a0a1, nomoHUTEIBHBIE TTAPAMETPHI
ONITUMHU3AIUN UCKOMOT'O 0TOOparkeHus, 6ojiee peamCTUIHbIe MOJIEH [APAJIIEIHLHOIO
BBIYUCJIEHUST U PACIIPEIEJICHHON CUCTEeMbI, HAKOHEIT, 3a/1a9a ITOCTPOEHUS PACIIPeIe-
JIEHHOH CHCTEMBI 110 33/IaHHOMY I1apaJIeJIbHOMY BBIYUC/IEHUIO U3 HAOOPa BBIYUCIIN-
TeJIbHBIX Y3JIOB U KOMMYTATOPOB, Kak B [6].

JINTEPATYPA

1. RapidIO Interconnect Specification (Revision 1.3).
http://www.rapidio.org/rapidio-specifications.

2. GNU Linear Programming Kit. https://www.gnu.org/software/glpk.

3. Tomynos A.H., Conmaros B.A. KoudurypupoBanue MHOTOITPOIIECCOPHBIX CHCTEM B
OIIEPAIMOHHOI cucTeMe peajibHOro BpeMenu Barer // TIporpaMmuasi HH:KEHEPHsL.
2016. T. 7. Ne 6. c. 243-251.

4. Bakyaun A. A. IlpoBepka HOMYCTHMOCTU CXEMbI MApPUIPYTH3ALMH B CHCTEME
RapidIO // IIporpammubie npogayKTsl u cucrembl. 2011, Ne 4. ¢. 20-23.

5. Tomyuos A.H., Cosmaror B.A., Xomenkos 1.U. [lepenata coobIeHmit B KOMMY-
nukannonuoi cpese RapidlO s cemeiicTBa OrepanmoHHbIX CUCTEM PEAJILHOTO
Bpemenn Barer // Ilporpammuas unxenepusi. 2020. T. 11. Ne 1. ¢. 26-33.

6. Bobda C., Ishebabi H., Mahr P., Mbongue J.M., Saha S.K. MeXT: A Flow for
Multiprocessor Exploration // IEEE High Performance Extreme Computing
Conference (HPEC). 2019. p. 1-7.

125



DCCN 2023
A.B. Tloaraiinos, M.A. IlIkjenauk 25-29 September 2023

YIK: 519.85

MeTton MapKOBCKOTO CYMMWPOBAaHUSA JIJIsi
WCCJIEIOBAHUS CYMMAPHOT'O IIOTOKA ITOBTOPHBIX
oOpaineHnii B MHOroga3HOil CcHUCTeMe MacCOBOTO

obciry>kmBaHUS C oOOpaTHOIi CBS3bIO

A.B. Ioaraitaos!, M. A. ITIknenuuk?

NOHAJIbHBIN HCCJI BaTEJILCKUMN MCKUM T TBEHHBIN YHUB UTET
'Hanuona CCJIEIOBATEIILC Tomc oCyIapCcTBe epPCUTET,

npocrekT Jlennna 36, r. Tomck, Poccust

artem.podgaynov1414@Qgmail.com, shklennikm@yandex.ru

Annoranus

B crarbe paccmarpuBaeTcst MEHOTOMA3HAS] CHCTEMa MACCOBOIO OOCITY KUBAHMUST
C HEOI'PAHMYEHHBIM YuC/IOM TpubopoB. KaxKawril mepexos 3asBku ¢ Ha3bl HA
dazy bymeM cunTaTh MOBTOPHBIM OOpallleHreM 3asBKU K cucTeMe. B ¢Bsas3m ¢
YeM, UCCIIeyeMyI0 MHOTO(MA3HYI0 CUCTeMy Oy/IeM CYUTATh CUCTEMOI ¢ MIHOBEH-
Hoit ob6paTHOit cBsI3bI0. B paboTe mcciemyeTcs CyMMapHBIH TOTOK MTOBTOPHBIX
obpallleHnii 3asIBOK K CUCTEME, TO €CTh YUCJI0 BCEX IOBTOPHBIX OOPAIIEHMI BCEX
3asIBOK, ITOCTYIIUBIINX B CUCTEMY 32 OIPEJIe/IeHHbI nHTepBaj Bpemenu. [loryuen
BH/JI XapPaAKTEPUCTUIECKOM (DYHKIUU CyMMAPHOTO 9HCJIa TOBTOPHBIX OOpAIleHmit
3a ONpeJIeJIEHHBII HHTEPBAJI BPEMEHU MPHU HECTAIMOHAPHOM PEYKUME PAabOThI
CUCTEMBI.

KurroueBbie ciioBa: Mm1o20a3has cucmema Macco6020 00CAYHCUBAHUA, Me-
mod MAPKOBCKO20 CYMMUPOSAHUA, TAPAKMEPUCTIUYECKAA PYHKUUA, TOBMOPHOE
obcAydCUBGHUE

1. BBenenue

Cucrembr maccoBoro obciyxuanuss (CMO) ¢ o6paTHOl CBA3BIO MIUPOKO UC-
HOJIB3YIOTCSA TIPU UCCJIEIOBAHIN TTPOIIECCOB, TIPOTEKAIONINX B PA3JHIHBIX cdepax
JedATeJIbHOCTH, TAKUX KaK COIMUaAJIbHO-9KOHOMUYIECKAad, ,ZLeMOFpaCbI/ILIeCKaH n, KOHEY-
HO 2Ke, B TIOCJIe/IHee BPEeMs OYeHb aKTyaJbHass U AKTHBHO PA3BUBAIONIASACH OOJIACTD
TeslekoMMyHuKaruit. [TosTomy MosempoBane IpONEcCoB, YIUTHIBAIOIINX BO3MOYK-
HOCTb TIOBTOPHOTO OOpAIEHNs 3asBKU NI obcayKuBanus |1, 2|, aBisgercs ouenn
BoCTpebOBaHHBIM. BO3HUKAIONUI DU 3TOM MOTOK HOBTOPHBIX OOpAIIEHUiT 3asiBOK B
CHCTEMY MOXKHO CYUTATH JIOMOJHUTETBHBIM MOTOKOM U JJIS €10 UCCJIEI0BAHNS TP
HECTAIMOHAPHOM PEXKUMe PAbOThI CUCTEMBI OY/IeM UCIOJIBL30BATH METOJ, MAPKOBCKOIO
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CyMMHUPOBaHU [3, 4]. Uccnenyemyio MHOroasHyo cucTeMy MOXKHO PACCMATPUBATH
kak CMO c HeorpaHUYeHHBIM YHUCJIOM TPUOOPOB M OOPATHON CBSA3BIO, YIUTHIBAIO-
IIYyI0 Pa3jndusi BO BpeMeHU OOC/IyKUBAHUS IPU KAXKIOM ITOBTOPHOM OOpaIlleHrn
3asBKU. dUCJIO BCeX MOBTOPHBIX OOpAIEHU BCeX 3asiBOK, HOCTYIIMBIIUX B CUCTEMY
3a, OIpeJIeJIEHHbIN IepHo], BpeMeHn, Oy1eM Ha3bIBaThb r-IIOTOKOM. UHCJIO MOBTOPHBIX
obpalneHnii, peaJJu30BaHHBIX OIHOI 3asBKOM, MMOCTYINUBINEH B KAKOH-TMO0 MOMEHT
BPEMEHU IIepUOoa HAOJIIO/IEHNS 38 CUCTEMOM, /10 OKOHYaHUs TOr0 Ieproia, 6yaem
Ha3bIBATDH JIOKAJILHBIM 7-TI0TOKOM. CTaBUTCS 3a/a4ua HaX0XKIEHUs BUJIA XapaKTepU-
CTUYECKON (PYHKIUHU JJIs T-TIOTOKA, UMesi BUJ XapaKTEePUCTUIECKON (DYHKITUU JJIst
JIOKAJIBHOIO T-IIOTOKA [5], METOI0M MapKOBCKOIO CyMMUPOBAHUSI.

2. Maremarundyeckasd MOJeJIb

Paccmorpum MHOTOMA3HYIO CHCTEMY MACCOBOTO OOC/IY2KUBAHUS C HEOIDAHUIEH-
HBIM YHCJIOM IIPpUOOPOB M MI'HOBEHHOMH ob6paTHOil cBsizbio (Pucynok 1). Ha Bxosn
[OCTYIIAET MPOCTEHIINN TTOTOK 3asIBOK C IAPAMETPOM A.

1-# 1-r 1 — e

By 15 i

K M2 g

Puc. 1. Muorodaszuas CMO

Bpems 06paboTKu 3asBKU Ha, KaxKI0H dase ABJIAeTCS SKCIOHEHIUAILHO PacIpe-
JeJIEHHOH CIy9IaiiHOf BeJIMInHON ¢ mapameTpoMm g, i=1, 2, 3,..., K. [locje obpaborku
Ha 1epBoii draze 3asiBKa ¢ BEPOSATHOCTHIO (1 — 71) MOKHMIAET CHCTEMY - 3aBepIaer
obciyKuBanue, JudO ¢ BEPOSITHOCTBIO T IEPEXOUT Ha CJISAYIONTyIo a3y - MOBTOPHO
obparmmaercs K cucreme. Ilocite obcyKuBaHust Ha mocaeaneit dgase, 3asgBKa ¢ BEPOSIT-
HOCTBIO T'j¢ CHOBa obpaiaercs k K-oit dase, a ¢ BepogTHOCTBIO (1 — r'K) BBIXOIUT 13
CUCTEMBI.

Paccmorpum nporece {n(t)} - cyMmmapHOe 9rCIIO IePeXo10B BCeX 3as1BOK C (ha3bl Ha
asy 3a Bpems t. CraBurcs 3a1ada uccsegosanus nporecca {n(t)} B HecTanuoHapHoM
peXkuMe, IpU YCJOBUH, 9TO B HAYAJBHBII MOMEHT BPEMEHM CHUCTEMa IIYCTA.
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3. MeTtoa MapKOBCKOrO CyMMWPOBAHUS

st caryaaitaoro npornecca {n(t)}, onpemessomnero 9ucjao cobbITHl B 7-IOTOKE
3a uHTepBas Bpemenn [0, ¢], samumenm nuddepennnansaoe ypasaerune Kosmoroposa
JUIsI pacrpejiesienns: BepositHocreit P(n, t)

8]3(5;’” = —AP(n,t) +)\;P(n—i,t)g(i,t), (1)

[Tepexonst K XapaKTepPUCTUIECKUM (PYHKITUSIM BHIA

H(u,t) =Y e/ P(n,t), (2)
=0

Glu,t) =3 elig(i, 1), 3)
=0

zanuiieM auddepeHnuaibHoe YPaBHEHHUE I XapaKTePUCTUICCKON (DYHKITUU HCCIe-
nyemoro mporiecca {n(t)}
OH (u,t
D) \H (G - 1), (@)
C HAYAJIbHBIMU YCJIOBUSIMU

H(u,0) =1. (5)

Buy xapakrepucrudeckoii dyukimn s G(u, t) nporecca &(t) onpeessiercs: BbIpa-
kenneM (6), mosrydeHHbIM B pabote [5]

Glu,t) = ¢1(w) (1— eful(Tft)) + efm(Tft)q/,l(u) _ P2 (w) (1— efuz(Tft))_

p e
2 (T—t) ey
S W 5 OGP C ) e SN o N
do1 HK—1 d21
. — 1—rged®)(T—t
_Lu). 1-— e_HK(l—T’KEJ”)(T_t)) . S )¢K(u)’
i (1 —rieju) =
rie
k
Ye = Hﬂlrla
=1
-1 ' m+1
$1(u) = (L =r1) + D prn1(1 = rmg ) yme™ ([ | dia) ™,
m=1 k=2
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m+41
P2(u) = p2(l — r2) Z pin1 (L= T yme™ (] ] dr2) ™",

d21 d21 P

QJUA A m+1

2€ 3 3
¢3(u) = p3(1 — T3)Vd721 Z pon1 (1= Ping1) Y€ ([ ] dia) ™,
k=4

g veey

i e T2 AL v _1eE NI A L

dr—1(u) = pr—1(1 —rg_1) + (1l —rg)

da1 dordi k-1
(K=1)ju g
_1€ _
drc(w) = prc (1 —ri) = 7 =
21
m+1 m—+1
—1+Z’Y emI( Hdkl L a(u —7163“—1—27 emIn( Hdkg :
) K-1 A m+1
Y3(u) = 92 Az + A3 > yme™ ([ ] dis) ™,
m=3 k=4
(K=1)ju
—9)ju _1€ iu
Yr—1(u) = yr_oe T A, +Ap g K dlKK 5 i (u) = e T A L

[Tapamerpwr As, Ay, ..., A BBIYUCISIOTCS MO PEKYPEHTHBIM (hOPMYJIaM

1 1 1 1 1
Ag= — — A= _ A,
T dy dsy’ ' dsida  dsadgy  daz” O

5 5 5 5
= ([T ) = ([T dr2) " = As(J [ dua) ™" — A4(H 1) s
k=3 k=3 f=d e
K—1 K—1 K—1 K—1
Ag_1 = (H di) ™t —( H dra) ™ — As(H diz) ™t — oo — Ag o H drr—2) ",
k=3 k=3 k=4 —K—

k 1

K K K
A = ([T de) ™" = (I T di2) ™" — As(] ] drs) ™' -
k=3 k=3 e

A1
drkk—1

K
—.. = Ag o H dig—2)t —
iy

Torga mozscraBuM B ypasuenue (4) BeIpayKeHMe U1 XapaKTEePUCTHICCKOH (DyHKImn
JIOKAJIbHOTO T-1I0TOKa, (6) 1 nostyunm juddepeniaibHoe ypaBHeHHe Jjisi XapaKTe-
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pucTryeckoil GyHKImMK uccseayemoro npomecca {n(t)}

PR _ (8 (y _ o) ooty - 81 oo
2 (T—t) —pr—1(T—1)
—%lﬁz(u) _ ‘751{—71(“)(1 _ e (T=t)y _ %W{q(u)— (7)
21 K1 21

o—hr (1=rgel™)(T—1)

br (u) (1 — et (=re™)(T=)y _

i Do Y (u)}dt.

[Tpounrerpupyem ypasaenue (7), mojcTaBuM HadajibHOe ycsoBue (5) U HOJIyduM B
XapaKTePHUCTUICCKON (PyHKIUH Il CyMMAapHOTO 9HC/Ia BCEX ITOBTOPHBIX OOpaIleHmit
3as1BOK 3a uHTepBaJ Bpemenu [0, 7]

Y1(u)  ¢1(u)

H(u,T) = eaxpM—T — ( — )1 — e T4
M1 M1
Pa(u)  da(u) T Yr—1(w)  dr-1(W)\ T
+ M_T%)(l_e H )jL...Jr(MK_lal21 . )(1 H )+
+( wK(U) _ ¢K*1(u) )(1 N equ(lereju)T)_i_ (8)

NK(l — T‘Keju)d21 M%{(l — T’Keju)z

+T(—M n $2(u) N 1O O (u) .

o 112 pr—1  pr(l—rre®)

Ha pucynke 2 npuseieH pe3y/ibTaT 9UCJIEHHOTO aJTOPUTMA, PEAJTIM30BAHHOIO B CPEIe
MathCAD, njs mocTpoenust pacupeiesieHs BEpOATHOCTEH Yncjia COOBITUI B MCCIIe-
JYEeMOM 7-IIOTOKE CO Ceaytorumu mapamerpamu cucteMbiA=10, T=1, pu;=1, r1=0.8,
po=2, r9=0.65, u3=3, r3=0.4, us=4, r4=0.3, us=5, r5=0.1.

0.2

0.15]

0.1

0.05

0 5 10 15 2

Puc. 2. Pacupenenenne BeposgTHOCTEH YMC/Ia COOBITHI B MOTOKE TOBTOPHBIX OOPAITEHMIT
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4. 3akirouyeHue

B nammoit pabore ObLI IO/IyYeH BU/T XaPAKTEPUCTUIECKON (DYHKITUY JIJIsT CYMMAapPHO-
r'0 MOTOKa ITOBTOPHBIX OOpaIeHuit B MHOTO(Aa3HON CHCTEMe MacCOBOTO 00CITY )KUBAHUST
MEeTOI0M MapKOBCKOro cymMMupoBatusi. C UCIIOIb30BaHIEM 00PaTHOrO Ipeodbpas3oBa-
uusi ypbe MOCTPOEHO pacipesiesieHne BEPOSTHOCTEH CyMMapHOrO YHUCja COObITHI
B IIOTOKE ITOBTOPHBIX obpartennii ¢ momombio cpeabl MathCAD. Tloxydentoe BbI-
parkeHne MOXKET ObITh MCIIOJIH30BAHO VI AHAJIN3a BEPOATHOCTHBIX XapPaKTEPUCTUK
JONOJTHUTEJILHOM HAIPY3KM, BO3HUKAIOIIEH B CHCTEMAX IPU MOBTOPHLIX OOPAIEHUIX
3asBOK JIJ1s OOCJIyKUBaHUS.
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BeposiTHOCTHOE MOZIEIMPOBAaHUE COIIPOBOXK/IA€MOTO
mugppoBoro ABOWHWKA (pparMeHTOB MarucTpaJibHOMI
TPYOOIIPOBOAHOW ceTu /IJisi YIIPEeXK/IAfoIero
NPOTUBOJIEMCTBUS TIPUPOJHBIM yI'po3aM

A.A. Hucrparos?

L®enepanbroe rocymapersentoe yupexenne DenepaybHbIi HCCIIEI0BATEILCKAN
nentp "Nudopmaruka u ynpasnaenune" Poccuiickoit akamemun Hayk, yia. BaBuiosa, .

44, xopi. 2., Mocksa, Poccuiickas Penepartust

andrey.nistratov@gmail.com

AnHOTaUS

ITudposbie ABOITHUKYN BCe MUpe OXBATHIBAIOT XAPAKTEPUCTUKY PA3TUIHBIX
00beKTOB, cucteM u mporeccoB. CompoBoxKieHre MUGPOBBIX IBONHUKOB BO
BPEMEHH ITO3BOJISIET UCIOJIb30BATh HAKAIJIMBAEMbIE UCXOJHBIE NAHHBIE U CY-
IECTBYIONTHE MAaTEeMATHIECKIE MOJIEHN JIJIsl YIIPEXKIAIONIEro IPOTHBO/ICHCTBIS
pa3HopoaHbIM yrpo3aM. [{udposbie aBOiHUKYE (HDPArMeHTOB MarucTpasbHBIX
TPYOOIIPOBOJIHBIX CETENl caMU 110 CYTH IPEJICTABIISIOT OO0 pacipe/iesIeHHbIe
KOMITBIOTEPHBIE CHCTEMBI, MTOJJIEXKAIIIE TTPArMATHIHOMY HUCIOJb30BAHUIO B MHTE-
pecax 6m3neca. Vcxomas u3 3Toro B paboTe pacCMOTPEHBI MPUKJIAHBIE BOITPOCHI
BEPOSITHOCTHOT'O MOJIEJTMPOBAHUST COTPOBOXKIAEMOTO T POBOTO JIBOMHUKA (hpar-
MEHTOB MaruCTPaJIbHON TPYOOIIPOBOIHON CeTH JJIsl YIIPEXKIAIOIIETO IIPOTUBO-
JIeHCTBYS TPUPOIHBIM yrpo3aM. 1IpesjioKeHbl BepOSTHOCTHBIE MOJIEJIN, METOIbI
X MPUMEHEHNS U WHTEPIPETAIINN TOJIYIAEMbIX PE3YJIbTATOB MOJIETNPOBAHMUS.

Kuaro4deBble ciioBa: Mofesb, pUCK, C€Th, CUCTEMa, TN POBOH TBONHIK

1. BBenenue

[Tox nucdpoBbIM JBOIHUKOM (hparMeHTa MaruCTPaJIbLHON TPYOOIIPOBOIHOM CeTH,
[Ipe/IHA3HAYCHHON [JIJIsT TPAHCIIOPTUPOBKHU Ha OOJIBIITIE PACCTOSHUS ra3a, BOJbI, He(TH,
nedTe- WM WHON ITPOYKINY, TIOHUMAETCS BUPTyaJbHas MOJE/b 3TOI CETH, BOCIPO-
u3BOAAIAs B IndpoBoM Bujie popMmy 3TOTO pparmMeHTa B cpele dKCILUTyaTaIlluu U
XpaHnuMasi B KOMIIbIOTepHON cucreme. Tak, 1udpoBoil JBONHUK OIUCHIBAET: XapaKTe-
puctuku dpparmenTa TpyObl (JUaMeTp, TOJIIUHY, IPOEKTHOE JaBJIeHNe, TOKPBITHE,
BHYTPUTPYOHOE YCTPOHCTBO 1 JIP.), IPOEKTHYIO U pabouyio JOKYMEHTAIUIO HA CTPOU-
TEJIbCTBO TPYOOIIPOBOJIHON CeTU C MPUBS3KON KO BPEMEHU, XapaKTEPUCTUKU CPEJIbI
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9KCIUTyaTanuy (MeCTOPACIIOIOKEeHNe, XapaKTePUCTUKI MECTHOCTH, HAIPUMeD — 60JI0-
TO, [IEPEXOIbI Uepe3 BOJIHBIE MIPETrPaJIbl, ABTOMOOMILHBIE U YKEJIC3HOIOPOXKHBIE TIYTH U
ap.). Tlox conpoBoxkeHreM 1udpPOBOro JIBONHUKA TIOHUMAETCST AKTYaJIN3AIsT Pealb-
HOT'O COCTOSIHUS SKCIUIyATUPYEMBbIX (DPArMEHTOB MAruCTPaIbHON TPYOOIIPOBOIHOM
CeTH JIJIsT UCIIOIb30BaHUs OOHOBJISIEMBIX ITU(MPOBBIX TAHHBIX C IEJbI0 MOJIEJIHPOBa-
HUS PA3JIMYHBIX [POIECCOB U BEPOSTHOCTHOI'O IMPOTHO3UPOBAHUS PUCKOB. B cBOIO
oUepeb UCIOJIbL3yeMble BEPOATHOCTHBIE MOJIEN MO3BOJIAIOT B YIIPEXKIAIOIIEM pe-
JKHUMe T10 €JIMHON BEPOATHOCTHOM IKaJIe KOJUIECTBEHHO CIIPOIHO3UPOBATD U 3aTEM
cpaBHUTH 3(DPEKTUBHOCTD YIIPEKIAIONIET0 TPOTUBOAEHCTBIS TPUPOIHBIM YIPO3aM.
Hamnpumep, ¢ ucriosb3oBanneM CHEIUAIBHBIX TEXHUYECKUX TPeOOBAHUIT 110 IIPOBE/IE-
HUIO BHYTPUTPYOHOIO JMATHOCTUPOBAHUS, 110 aHAJN3Y IPPEKTUBHOCTU KATOIHON
3aIUThl ¥ UHBIX MeP IPOTUBOMIEHCTBHUSI IPUPOIHBIM YyIPO3aM, B T.9. KOPPO3UOHHOMN
arpecCUBHOCTH TPYHTOB (BO3IEHCTBIE KOTOPBIX ONMUCHIBAETCSI C TIOMOIIBIO BPEMEHHBIX
xapakTepucruk). Takum obpazom 1udpoBble JBORHUKN (DPArMEHTOB MariCTPAIbHBIX
TPyOOIIPOBOIHBIX CeTell 110 CYyTU CAMU IIPEICTABIISIIOT CODO pacipeeeHHbIe KOM-
BIOTEPHBIEC CUCTEMBI, TIOJIJICXKAIINE TPArMaTUIHOMY HCIIOJIL30BAHUIO B MHTEPECaX
busHeca.

2. IlpumMmep BEpPOSATHOCTHOTO MOAEJNPOBAHUS HU(MPPOBOro JIBOWHUKA

I[Ipensaraemble BepOSITHOCTHBIE MOJIEIHM OTpaXkKeHbl B aBTOPCKuX paborax |1, 2, 3|,
a takxke cMm. [[OCT P 59991-2022 «Cucremuas nnxkenepusi. CucreMHbIil aHaIn3
nponecca yiipaBJIEHUA PUCKaMM JIJIgd CUCTEMbI», B KOTOPOM 3TU MOJEJIN peaJIn30BaHbI.

HeobxouMbIMU UCXOHBIMY JIAHHBIME JIJIS MOJIEJIUPDOBAHUS SIBJISIOTCS:

- JIOTWYeCKasi CTPYKTYpa JIIsl aHAM3a (BBIIEISIOTCSI KPUTUIHBIE (DPArMEeHTHI);

- 10 KazKJIOMy COCTABHOMY dbparMenTy (B 00IeM ciaydae): 4acToTa BOSHUKHOBEHHST
YI'PO3; CpejIHee BpeMsi PA3BUTHS yTIPO3; HEPHUOJL, MEXKJLY JTUATHOCTUKAMU; JJTUTEIHHOCTD
JIMArHOCTHUKY; CPeJIHEe BPEMs BOCCTAHOBJIEHUS II€JIOCTHOCTH.

[Tonoxkum, 10 pe3ysibTaraM BHYTPUTPYOHOTO JIMArHOCTUPOBAHUS BBIJIEJICHBI KPU-
Tu4aHble dparMeHTs: Ha 1-M u 4-M dparmMenHTax obHapyKeHa 30HA IMTPOJIOJIbHBIX
TPEIUH, ONPEJIEJIEH PEMOHT IIyTEeM 3aMeHbl TPYObl; HA 2-M 1 3-M dparmMeHTax 0b-
Hapy KeHa si3BeHHas] KOPPO3Wsl, OIPEJIeJIeH PEMOHT 3aMEHO KaTYINKW;, Ha H-M U
6-M (pparmMenTax, pacrosiaraeMbix B OOJIOTUCTOM MECTHOCTH, BBISBJIIEHBI IIPOJOJIbHBIE
KaHABKM U OOIIMPHAas KOPPO3Us C 9KBUBAJIEHTOM 1oTepu Metasia 1o 30%; na 7-m
dparmMenTe BBIABIEH KOPPPO3UOHHBIA U3HOC riryonnoit 6osee 10%. Otu nanabe ydare-
HBI IIPU ONIPEJICJIEHNN JaCcTOTa BOSHUKHOBEHUsI U CPEIHEr0 BPEMEHU Pa3BUTHUSI YIPO3.

Tem cambiM st MOJIEIMPOBaHUst CCDOPMUPOBAHA, JIOTUUIECKAS] CTPYKTYpPa COIIPO-
BOXKJIA€MOTO 1M POBOro JBONHUKA 7 (DPArMEHTOB MaruCTPaJibHON TPyOOIPOBOIHO
CeTU B BHUJIE IIOCJIEJIOBATEIHHO O0bEIUHAEMBIX 7 9JIEMEHTOB UCCJIE/LyEMOI CUCTEMBI.
WNurepuperarius TakoBa — BCs TPyOOIIPOBOHAS CETh U3 7 MEPEUUCICHHBIX (DPArMeH-
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TOB CUMTAETCS HAXOISAIIEHCS B COCTOSHUM IIEJIOCTHOCTU B T€UEHUE 3aJIaHHOI0 IEPUOIA
[IPOTHO3a, €CJIM KazKIbIil 13 COCTABHBIX (PPArMEHTOB B T€UYEHHE ITOIO IIEPHOJA IIPO-
T'HO3a HaXOJUTCA B COCTOAHHNU II€JIOCTHOCTH.

Wexons u3 Ipou3BOICTBEHHBIX BO3MOXKHOCTE JIJIst BeeX (pparMeHTOB IEPHOJ, MeXK-
Jy TUarHOCTUKaMU paBeH 4 rojam, JJIUTeJbHOCTh JUAarHOCTUKHU — 1 HeJseis, cpejiHee
BpeMsl BOCCTAHOBJIEHUSI IIEJIOCTHOCTH — 1 Mecsr,. Pazaunuaroniuecs: 1jist IpOrHO3UPO-
BaHHsI MCXOJHBIE JTaHHBIE 10 KaXKJIOMYy U3 7 3JIEMEHTOB, OIpPEIEJICHHBIE C yIEeTOM
TPUPOTHBIX 0COOEHHOCTEH MECTOPACIIONOKEHNA (PPArMEHTOB, CBeeHbl B Tabymiy 1.

[Tapamerp Ilo dpar-| [lo dpar-| [lo  dpar-| [lo  dpar-
MeHTaM 1, 7 | meaTam 2, 3 | merTam 4, 6 | MeHTY D

Yacrora Bo3auk- | 1 paz B 15 | 1 pazB8ser | 1 paz B S5 et | 1 pa3 B 5 jier
HOBEHUS YTPO3 JeT
Cpennee Bpewms | 5 Jjer 4 rona 4 rona 3 roza
pa3BUTHUS yTIPO3

Tabmmma 1. Mcxonuble maHHbIe 1T MOIETHPOBAHIS

DTUX UCXOMHBIX JAHHBIX JOCTATOYHO I MOJETUPOBAHMSI.

['maBHbIN TPOTHO3 Je/1aeTcsd Ha b JIET, [MoJiaras, 9To MOCe KarXKI0i JTUArHOCTUKH
JIOJIPKHBI IPUHUMATHCS TPUHIUIUAIBHBIE DEIIEHNs 110 BOCCTAHOBJIEHUIO TPEOYyeMOro
ypoBHsI 6€30ITacHOCTY TPYOOIIPOBOIHON CETU B YCAOBHUSIX MPUPOTHBIX yrpo3. [Ipu sTom
OIIEHUBAETCSI MHTEIPAJILHBIN PUCK HAPYIIEHUsI IeJIocTHOCTH B juanasone -50%+100%
OT 3aJIaBaEMbIX MCXOIHBIX JaHHBLIX. BerioMoraTeabHBIH MPOrHO3 [JIsi CPABHEHUS — HA
2 rona.

Homycrumbrii ypoBenb pucka coryiacio Tpebosanusim ['OCT P 55999-2014, TOCT
P 59991-2022 mnostaraercst me Boiire 0.1, 9T0 COOTBETCTBYET BEPOSATHOCTH YCIIEIITHOTO
dyHKIIMOHUPOBaHUsT TPyOOIPOBOHON ceTu He Huke (.9.

Pesynbrarsl MojiesinpoBaHus Ha YPOBHE 3aBUCUMOCTH (DYHKIIUU PACIIPE/IETIEHUS
BPEMEHU HapYIIEHUs TEJIOCTHOCTU COIIPOBOXKIAEMOTO UG POBOro JTBOHHUKA (hpar-
MEHTOB MAaruCTPaJbHOI TPYyOOIPOBOIHON CETH MOKA3aIU CJIEIYIOIIee.

1. Puck HapyIieHust neJIOCTHOCTH JIJIsi BCEH ceTh u3 7 KPUTUIHBIX (DPArMEeHTOB
B Tedenue b jer cocraBuT 0.77. TO 03HAYAET, YTO BEPOSITHOCTDH YCIIEITHOIO (DYHK-
npoHupoBanus ceru B redenue 5 ser (0.23) 6osee, yem B 3.3 paza HUXKE, YeM PHUCK
peaJIbHOrO HapPYIIeHns Ha KaKOM-Iu00 n3 (hparMeHTOB.

2. 3aBUCUMOCTDb UHTEIPAJILHOTO PUCKA OT MEPUOJIA IIPOTHO3a IPUBEJIEH HA, PUC.
1. Ananm3 3aBUCHMOCTH MTOKA3BIBAET, UTO JIUIIh JIjIsi IPOCHO3HOIO mepuoia 1 ro
WHTETrpaJIbHBIN PUCK cocTaBUT oKoJjo 0.1.

3. Ananu3 0600IIEHHBIX PE3YJIBTATOB MOJETUPOBAHUS IIPU MIPOTHO3€E Ha D JIeT
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MIO3BOJIMJI CJIEJIATH CJIEIYIOIINE BBIBOJBI: K 30HE JOIYCTHMOI'O PUCKA OTHOCSITCS (par-
MEHTHI 1, 7; K 30HE HEJIOIYCTUMOIO PUCKA OTHOCSTCS BCsl CETh B IEJOM M (DPArMEHTHI
2-6; mausblcmuii puck, pasubiii 0.3, oTHOCUTCA K dbparmMenTty 5, sror puck Ha 20%
BBIIIIe pUCKa Jijisi hparMeHToB 4, 6. 9T0 00'bsACHSETCS MEHBINUM BPEMEHEM aKTHUBU3A-
[UU YyIPO3 U3-32 KOPPPO3HMOHHOI'O M3HOCA U KOPPPO3UOHHO-AI'PECCUBHBIX YCJIOBUIl ee
pacriosioxkenust (3 roga BMeCTO 4-X JIeT Jisi COCeHUX TPYO).

4. Ananu3 0600IIEHHBIX PE3YJIBTATOB MOJIECTUPOBAHUS IIPU IIPOTHO3E Ha 2 roja
[IO3BOJINJI YCTAHOBUTH: K 30HE JIOMyCTHMOro prcka (me Boime 0.1) orHocsaTcs Bee
(bparmeHThI; K 30HE HEJOMYCTUMOrO PUCKA OTHOCUTCSI BCst CeTh B 11esioM (puck—0.33);
HauBbIcIIHil puck, paBubiit 0.09, mo-tipexkueMy oTHOCUTCA K dhparmenty 5. [Ipu srom
npub/IM3UTEIbHOE CpeJlHee BpeMsi HapaDOTKU Ha HAPYIIEHUE MEJIOCTHOCTHU Jjist (ppar-
MmeHTa 5 coctaBuT 13.08 roma.

M3MEHEHME PMCKS MK MMEHEHMM M3mMEHEHME PICKS NPKM MSMEHEHMK
NEpMOAE NPOMHOsa B gHanssoHe -50% - 100% Neproga NPOMHosa B Aranasode -50% - 100%

0,951
0,90
0,851
0804
075%--+
0,701
0gs -

ng0d---/-
0,551
0,50
0451

0,7 ]
06|
0,5 ]
0.4 ]
0,5

0,2

01

1

TP MPOTHO3€E Ha 5 JIET NpU IPOTHO3E HA 2 rojia

Puc. 1. 3aBucumMocTh HHTErpaJIbHOINO PUCKA HAPYIIEHHS [IEJIOCTHOCTU OT IIEPHOoJIa IIPOrHO3a,
n3MeHsIeMOoro B juarazone ot 1 jo 10 jrer

JleraibHbIN aHAIN3 TyBCTBUTEILHOCTA WHTErPAJIHLHOTO PUCKA K M3MEHEHUIO MC-
XOJHBIX XapaKTEPUCTUK (PparMeHTa 5, UCIOJIb30BAHHBIX IIPH MOJICIUPOBAHUU, MOXKHO
MIPOCJIETUTD 10 3aBUCUMOCTSM, OTPA’KEHHBIM Ha pUC. 2-3.

Ananm3 feTaJbHBIX PE3yJIbTATOB MPOTHO3HBIX PACUETOB MOKA3bIBAET 0O0CHOBAH-
HOCTH CJIEJIYIOIUX PEKOMEH AN B 00JIaCTH NPOTUBOJIEHCTBUS yrpo3aM, B T.9. B
YCJIOBUSIX KOPPO3MOHHON arpecCHBHOCTHA I'PYHTOB.

Yro6b! He npepbimarsk puck 0.1 (T.e. obecreInBaTh yCIENIHOCTD SKCILTyaTalui
dbparmenra TpybonpoBosa ¢ BepoaTHOCTHIO Bbiie 0.9), HeOOX0IUMO:

- nocje 20 JieT IKCIJIyaTallui, IPU BBISBJIEHUN AHOMAJNAN U IKCIUIyaTallud B

135



A.A. Hucrparos DCCN 2023
MosemmpoBaHie COIIPOBOXKAAEMOr0 (M POBOro JIBOWHIKA, 25-29 September 2023

PWCE B 33BMCHMOCTI OT W3MEHEHWA NapameTRa PWCE B 38EMCHMOCTH OT W3MEHEHMA NapameTRS
‘warTaTa yIpos(pas B Yac) oT -50% 4o +100% ‘arTaTa ypos'(pas B 4ac) or -50% 4o +100%

0,17 Frrre e e _—
0.1 04120,140,160,18 0,2 0,220,240260,25 0,3 0,320,34 0360,38 0,4 04 0,120,140,160,18 0,2 0,220,24 026025 0,3 0,320,341 036035 0,4

o prrog,

Puc. 2. 3aBucuMocTh pUCKa HAPYIIEHUS TEJIOCTHOCTH OT XaPAKTEPUCTUKH ~IaCTOTa
BO3HUKHOBEHHUsI yIpo3’ pu MporHose Ha 5 jet (cieBa) un 2 roga (cupasa)

PUCK & 53EMCHMOCTM 0T MEMEHEHMA MEREMETE PUCK B 33EMCHMOCTH OT MEMEHEHUA MERaMETRS
'CREHEE BREMA PAZEMTMA YIP03[4ac) 0T -50% ao +100% 'CHEAHES BREMA BESEMTHA Yos'(4ac) oT -50% no +100%

0334----

0284----

0234----

Puc. 3. 3aBHCUMOCTL PUCKA HAPYIICHHs HEJOCTHOCTH OT XapaKTePUCTUKH 'CpellHee BpeMsl
pa3BuTHUs yrpo3’, Ipu nporHose Ha b jer (ciaesa) u 2 roga (cupasa)

KapPO3UOHHO-aI'PDECCUBHBIX YCJIOBUAX OCYIIECTBJIATH BHYTPUTPYOHOE JIMATrHOCTHPOBA-
HIe HeoDXOANMO He depe3 4 rofa, a KaxKIble 2 roja;

- JUISI TUKBUJIAIAN AHOMAJINN HEOOXOANMO MPUMEHSITh TaKHe MepPbI, KOTOPbIE
rapaHTHUPOBaHHO O6eCIIe‘{I/IBaIOT HpOTI/IBO,ZLGIU/ICTBI/Ie HeraTuBHBIM ITPpUPO/IHBIM BOS,ZLGI'?‘I—
CTBHUSM Ha CPOK He MeHee 3-X JIeT;

- TS TIOIJEPXKKU TPUHSATUS YIPABICHUECKUX PENIEHUN BepOATHOCTHBIE ITPOTHO3bI
OCYIIECTBJISATh HA CPOK, COM3MEPHUMBIH HEe TOJIBKO C JOJINOCPOYHbIMU TutaHamu (5-10
JIET), HO ¥ CO CPEJIHECPOYHBIMU IIaHAMU (2-4 T0/1a), a NPU BBISBJIEHUH JIJIsI 9TUX
IIPOTHO3HBIX CPOKOB PUCKOB, KOJIWYECTBEHHO IIPEBBIIITAIONINX JOILYyCTUMBINA YPOBEHb,
OCYIIECTBJIATH BEPOSTHOCTHOE TIPOTHO3UPOBAHKE PUCKOB Ha Iepuo 10 1 roja s
TEKYUIETO IJIaHUPOBaHUA U YIIPEZK/TAIOIIEro HpOTI/IBO,ZLGfICTBHH yrposam.

DT peKOMEHIAINH, TIOJIYIeHHBIE B PE3Y/IbTaTe BEPOSITHOCTHOI'O MOIETUPOBAHMSI
COIMPOBOXKIAEMOro 1 POBOro NBOWHNKA (DPArMEHTOB MAaTrUCTPAILHON TPYyOOIIPOBO/I-
HOW CeTH, CIy?KaT JOTOJHEHNEM K TEXHUIECKUM MepaM, BOCTPEOYEeMBbIM IO MUTOTaM
PeryasipHOTO BHYTPUTPYOHOTO JIMATHOCTUPOBAHUST PeaIbHBIX CeTeil.
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3. 3akiarouyeHue

B pesyisibraTe BepOSITHOCTHOIO MOJETUPOBAHUST COITPOBOXKIAEMOT0 I POBOTO
JBOMHNKA (DparMeHTOB MAruCTPaIbHON TPyOOIIPOBOAHON ceTn B HACTOMAIIEH padoTe
[IPEII0KEHBI:

- BEPOATHOCTHBLIC MOIEC/IN U METO/AbI ITPOIrHO3UPOBaAHUA 1 praBHeHI/Iﬂ PUCKaMH,
[IPUMEHUMBIE JIJIT CJIOXKHBIX JIOTHYECKUX CTPYKTYP M XapaKTepu3yeMble OOIINMU
NCXOOJHBIMUA JaHHBIMU IO Ka)KILOMy N3 COCTaBHBIX CbpaI‘MeHTOBZ JacTOTON BO3HUKHO-
BEHUsI yI'PO3, CPEIHUM BPEMEHEM Pa3BUTUS YIPO3, IEPUOIOM MEXKIY JIUArHOCTHKAMU,
JJINTEJIBHOCTBIO JJUalrHOCTUKH, CPEIHUM BPEMEHEM BOCCTAHOBJICHUSA IEJIOCTHOCTU,

- aHAJUTUYIECKHE PE3YJIbTaThl BEPOSITHOCTHOIO MOJAEINPOBAHMS Ha YPOBHE 3aBUCH-
MocTeil (pyHKIIMN pacipejie/leHusI BpeMeH! HaPYIIeHUs! IIeJIOCTHOCTH COIIPOBOK Iae-
MOr'0 MU(POBOTO JIBOWHUKA (DPArMEeHTOB MAaruCTPaIbHON TPYyOOIIPOBOIHON CETU OT
VYUTBIBAEMBIX (PAKTOPOB, BILIOTH J0 XapaKTEPUCTUK KOHKPETHOIO (DparMeHTa CeTH;

- UHTEPIPETAIMN IOJIYIaeMbIX PE3YJIbTATOB BEPOSITHOCTHOTO MOJIEIMPOBAHMUSI,
CHUCTEMHO JOIOJIHSIONINE TEXHIYECKHE MePbl, BOCTpedyeMble 10 UTOraM PEery/IsipHOTO
BHYTPUTPYOHOIO NMATHOCTHPOBAHUS PEAJBLHBIX CETEl.

[Tpemiokennbie B paboTe BEPOATHOCTHBIE MOIEJIN, METOIAbl UX IMPUMEHEHHS U
nHTeplipeTanmnmn HOJ’[yLIa.elVH:IX pe3yHbTa.TOB MOJC/INPOBaHUA B IIPUJIO2KECHNUN K COIIPO-
BOXKIAE€MbBIM II(MPOBBIM JABOMHUKAM (parMeHTOB MAruCTPaJILHONE TPYOOIPOBOILHOM
cerTn 00JIQIAI0T AHAJIUTUIECKON HOBU3HOM. VX nmpuMeHeHne obecrieamBaeT pocyie-
KMUBAEMOCTb IIPOTHO3HBIX PUCKOB OT BJINAIONINX (PaKTOPOB. DTO IMPETOCTABJIAET
BO3MOXKHOCTH JIdd CUCTEMHOT'O JJOIIOJIHEHNA TEXHUIECCKUX MEpP, BOCTpe6yelVH)IX IIO0 UTO-
raM peryJsipHOrO BHYTPUTPYOHOIO AMAIHOCTUPOBAHMUS, U CIIOCOOCTBYET IOBBIIIEHUIO
0e30IaCHOCTH IKCILIYATAIINN PEAIbHBIX CeTell.
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Annoranus

IlepcriekTrBHAS CHCTEMHAS MHKEHEPUS OXBATHIBAET MIUPOKUIL CIEKTDP 00JIa-
creil QyHKIMOHATIHFHOTO IPUMEHEHNS CUCTEM, OPUEHTHPOBAHA HA KOMIIBIOTEDHBIE
CHACTEMBI U CETHU, CTAHOBHAIINECS OoJiee Pa3yMHBIMHU, CAMOOPIaHU3YIOIIIMUCS,
pecypcodddEKTUBHBIMU U 6€30TTACHBIMU, YCTOMYINBBIMU B IKCILTYATAIINN U Pea-
TUPYIONUMUI Ha, [IOCTOSTHHO PACTYIIUH U Pa3HOOOPa3HbIi CIEKTP OOIEeCTBEHHBIX
moTpebHOCTEH. Y YUTHIBAS 9TO, B pAbOTE PACCMOTPEHBI KOHIIEIITYAIbHBIE BOITPOCHI
APXUTEKTYPHOTO IIPEJCTaB/ICHNS IPUKJIAIHBIX PEIleHn, OpUEeHTUPOBAHHBIX Ha
IIPOTHO3UPOBAHNE U pAllMOHAJIbHOE YIIPaBJIeHUEe PUCKAMU B KM3HEHHOM IHUKJIE
cucreM. B KadecTBe paccMaTpPUBaEMbIX CHCTEM MOI'YT BBICTYIIATh: T'OCYIaPCTBO,
PErvoHbl, OpraHbl ylpasieHus, nHGPACTPyKTypa (MH:KEeHepHasi, TPAHCIOPT-
Hasl, SHEPreTUIECKAasi, KOMMYHUKAIIMOHHASL ), IPEIIIPUATHsI, MAIIAHBL U MEXaHU3-
MBI, TIPOU3BOAUMAs IIPOLYKITUS, IPOIecChl U mnp. [IpumepaMu TUIIOBBIX 33134,
[IOJJIEXKAIINX PEIIEHUIO, SBJISAIOTCS: ITPOTHO3UPOBAHUE PUCKOB; 0OOCHOBAHUE
JIOIYCTUMBIX PUCKOB; BBISIBJIEHIE CYIIECTBEHHBIX YI'PO3; 0OOCHOBAHUIO MeD, Ha-
[IPABJIEHHBIX HA JIOCTUKEHUE TIeJlell U IIPOTUBOIEHICTBIE yIpO3aM; OIIPe/IeIeHIe
cOaJIAaHCUPOBAHHBIX PEIEHUIT IPY CPeJIHEe- U JIOJITOCPOYHOM ILTAHUPOBAHUHT; 060C-
HOBAHWE IIPEJIJIOZKEHUH IO COBEPITIEHCTBOBAHMIIO M PA3BUTHUIO cucTeM. [IpuBemenn
BapUaHThl HEKOTOPBIX apXUTEKTYPHBIX PEIIeHU.

KuroueBble ciioBa: apxXuTeKTypa, PUCK, CHUCTEMa, CHCTEMHAsl HHKEHEePHs,
yIIpaBJIeHHE

1. BBenenue

ITox cucremuoit nuzkenepueii cormacuo ISO/IEC/IEEE 15288 (8 Poccun 'OCT
P 57193) nonnmaercsi cocpeoToYeHIe MeXK TUCIUIINHAPHBIX HAY THO-TEXHIUYECKIX
1 OPraHM3alMOHHBIX YCUJIN, TpeOyeMbIX JJjisi Ipeobpa3oBaHus psija IOTpeOHOCTEH
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3aMHTEPECOBAHHBIX CTOPOH, OXKUJIAHUN W OIPAHUYEHUN B IIPUKJIAIHbIE PEIEHUs] 1
JJTS TIOJJIEPKKU 9TUX PEIIeHN B XKU3HEHHOM IHKJie cucreMbl. Crucrema onpeiesieHa
KaK KOMOMHAIUSI B3aMMOJEHCTBYONINX 9JIEMEHTOB, YIIOPSIIOUeHHAsT JIJIsT JTOCTUYKEHUST
OJIHO¥ MJIN HECKOJIbKUX ITOCTaBJIEHHBIX Tiesieit. [lojpaszymeBaiorcst CJI0KHbBIE CUCTEMBI,
CO3/IaBaeMbIX IEJIOBEKOM JIJIsi JTFO0OI 00JIACTU MPUJIOYKEHUI: B HHTEpPecaxX OpraHoB ro-
CY/IAPCTBEHHOM BJIACTU M KOPIIOPAIHi, SHEPIeTHIeCKUX, (PUHAHCOBO-O9KOHOMUYECKIX,
CTPAXOBBIX U MPOMBIIJIEHHBIX CTPYKTYD (BKJIIOUasi OTJEbHbBIE TIPEIIPUSTHSI, CTPOU-
TeJIbHbIE, HedTera3oBble U TPAHCIOPTHBIE KOMILJIEKCHI, 00HEKThHI OIIACHOIO ITPOU3BOJI-
CTBA), UPEIPUSITHS ABUAIIMOHHO-KOCMUIECKON OTPAC/IH, CIYKO 10 Upe3BblYaiiHbIM
CUTYAIUAM, KUJIANIHO-KOMMYHAJIBHOIO X03siicTBa 1 Jp. B Hacrosmei pabore pac-
CMaTPUBAIOTCST APXUTEKTYPHBIE PEIIeHNsI, OpDUEHTUPOBAHHBIE HA ITPOTHO3UPOBAHUE
u panuoHasibHoe yupasienue puckamu. Corsacao ISO/IEC/IEEE 42010 (B Poccun
I'OCT P 57100) mom apXuTeKkTypoil MOHUMAIOTCS OCHOBHBIE MOHSITUSI WJIU CBOii-
CTBa CHCTEMBI B €€ OKPYXKaIOIIeil cpejie, BOIJIOIMEHHBIE B 3JIeMEHTAaX, OTHOIIEHUSIX
U KOHKPETHBIX IPUHIUIIAX €€ IIPOEeKTa M Pas3sBuTHs. B CBOIO odepejb 110/, PUCKOM
[MOHMMAETCsI COUeTaHNe BEPOSITHOCTU HAHECEHUs yIepba U TAXKeCTH ITOro yIepba.

[TpoBenennblit anaan3 (B T.9. aHATN3 B3MVIsI0B MeKyHAPOIHOTO coBeTa MO CH-
cremuoit unzkenepun - INCOSE) nokasast, 9o neperekTuBHasi CHCTEMHAsT WHYKEHePUsT
OXBaTBIBAET IMIUPOKUN CIIEKTD obJracTeil PyHKIIMOHAILHOTO IPUMEHEHUS] CUCTEM, OPH-
E€HTUPOBAHA HA KOMIIBIOTEPHBIE CUCTEMBI U CETHU, CTAHOBSIIUECS 00JIee PAa3yMHBIMH,
CaMOOPIaHU3YIOMUMUCH, PecypPCcoddDMEKTUBHBIMU 1 OE30IIACHBIMY, YCTONYINBBIMU B
SKCIUIYATAIINA U PEATUPYIONUMEI Ha IOCTOSTHHO PACTYIIHIT U PA3HOOOPA3HBIA CIIEKTP
OOIIIECTBEHHBIX OTPEOHOCTEN B »KU3HEHHOM IKJe cucreM. CUcTeMHasi WHXKEHEPHUsI
JIOJIZKHA TIOJJIEPKUBATBCST BCEOOBEMJTIONIEH TEOPETHIECKON OCHOBOM, METOIAMY U
UHCTPYMEHTAPUSIMU UCCJIEIOBAHUI, OCHOBAHHBIMU Ha, MOJIEJISIX, TO3BOJISIFOIIIX JIY -
1e TIOHUMAaTh Bce H0JIee CJIOKHBIE CUCTEMBbI M PEIeHUsi, IPUHUMAEMbIE B YCJIOBUSX
HEOIPEIEJIEHHOCTH C YIETOM JIOJITOCPOIHBIX PUCKOB. CHCTEMBI JOJIKHBI CO3/IABATHCST
¢ UCI0JIb30BaHueM 3P DEKTUBHBIX UHCTPYMEHTAPUER, PEAJIN3YIONINX WHHOBAIMH JIJIs1
MoJIIep2KaHus HeoOX0IMMON KOHKYPEHTOCIIOCOOHOCTH.

V4auThiBas MepPCHEeKTUBbI PAa3BUTUS CUCTEMHON MHXKEHEPUHU B YCJIOBUSX DPA3HO-
POJIHBIX HEOIPEJIeJIEHHOCTEH JJIst CUCTEM PA3JIMIHOTO (PYHKIIMOHAJBLHOTO HAa3HAE-
HUsl B HACTOSAINEN paboTe PACCMOTPEHBI KOHIIEIITYAJIbHbBIE BOIIPOCHI apXUTEKTYPHOTO
[IPEJICTABJICHUsT TPUKJIAIHBIX PEIIeHUil, ODUEHTUPOBAHHBIX HA IIPOTHO3UPOBAHUE U
panuoHaJbHOe yIpaB/ieHue puckamu [1-4].

2. Ilpensaraemble apXUTEeKTypHBbIE PpeEIIeHUS

Hpe/:maraeMbIﬁ BapHUaHT apXUTEKTYPHOT'O IIpeJCTaBJIeHUsd OIIPEAC/ICHHBIX CUCTEM-
HBIX MHTEPECOB BbBICHIECI'O MeTa-yPOBHA JId PEIICHUA 3a/Ia9 CHUCTEMHOMN NH2KeHepun
IIpeACTaBJIEH Ha PHUC. 1.B O6H16M Ciay4Yae IJigd JOCTHU2KEHUA KOHKPETHBIX L[eﬂefl CH-
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CTEMBbI U BBLITTOJTHEHUS 33]aBA€MbIX TPEOOBAHUN 3aMHTEPECOBAHHBIX CTOPOH C yIETOM
Pa3HOPOHBIX YI'PO3, PA3JIMYHBIX OI'PAHUYECHUN U YCJAOBUI PEIIEHUIO IIOJIjIeXKaT 3a-
Ja4qu, CBSI3aHHbIE C aHAJIM30M PUCKOB. [IpumepaMu THIIOBBIX 3aJ1a€, OJJIEXKAIIITX
PEIIEHUIO, SBJSIIOTCs: TPOTHO3UPOBAHNE PUCKOB; OOOCHOBAHUE JIOIIYCTUMBIX PUCKOB;
BBISBJIEHUE CYIIECTBEHHBIX yI'PO3; 0O0CHOBAHUIO YIIPABJIAIONINX Mep, HAIIPABJICHHBIX
Ha JIOCTUYKEHUE IeJiell ¥ TPOTUBOJIENCTBIE yIPO3aM; Olpe/ieieHne cOaIaHCHPOBAHHBIX
pellenuit mpu cpejHe- U JIOJTOCPOYHOM ILIAHUPOBAHUHI; OOOCHOBAHUE MIPEIIOYKEHUN
[0 COBEPIIIEHCTBOBAHUIO U PA3BUTHIO cHCTeMbI. VICX0/s1 M3 NPUBEJIEHHOIO HA PUC.
1 apXuTeKTypHOro HpeACcTaBIeHUs OIPENEIEHHBIX CUCTEMHBIX WHTEPECOB BBICIIIE-
0 MeTa-yPOBHSI HIKe IIPejIaraeTcs apXuTeKTyPHOe IIPeJICTaBJIeHNe CUCTEeMBI JJIsl
IIOCTPOEHUST MaTEMATUUYECKUX U ITPOIPAMMHO-TEXHOJIOTNYECKUX UHCTPYMEHTAPHUEB,
OPUEHTUPOBAHHBIX HA JOCTUKEHUE OXKUJIAEMBIX IIPArMaTHIeCKuX 3PPEKTOB — CM.
puc. 2.

 UHGhpacmpykmypa
(MHKEHepHan, TpaHcNopTHas,
aHepreTUJECKas,
KOMMYHUKaLMOHHas W Ap.);

* pednpuamus, MaluHbl U MexaHu3Mmbl,
npou3sgodumasi MPOOYKUUS, MPOUECChI U p.

1e
T
MpuMmepbl TUNOBbLIX 3aaay, wayiqec gH"o
nognexawmx pelleHunio: ngg )KwSH
* IPOrHO3NPOBAHNE PUCKOE, ip” g8 01'3"1
= 060ocHOBaHWe JoNyCTUMBIX PUCKOB; gl((o P o
* BLISIBNEHWE CYLLLeCTBEHHbIX Yrpo3; ngdJ uyn(ﬂ

= obocHOBaHWIO Mep, HanpasneHHbIX
Ha AOGCTMXKEHWE Lieneit 1 npoTUBoaencTene
yrposam;

* onpepeneHne Cﬁﬂ]’laHCMpOBaHHbIX pemeﬂmﬁ
npu cpegHe- U JoNnrocpoyHOM NiiaHMpoBaHUK;

= 060CHOBaHNE NPEANOXEHWIA N0 COBEPILEH-
CTBOBaHMIO U Pa3BUTHIO CUCTEMbI

Puc. 1. Hpeﬂﬂal‘aeMbeI BapUaHT apXUTEKTYPHOI'O IIPEACTABJICHUS OIIPEACJICHHBIX CUCTEMHbBIX
UHTEPECOB BBICHIETI'O MeTa-yPOBHSA
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Ha ypoBHe 1e/1€BbIX aHAIUTUYECKAX TOTPEOHOCTEN TI0JIH30BATEIIS OIPEIe/IAIOTCS
[eJId U Ha3HAYEHHE CHCTEMbI, BBIOUPAIOTCS 3aJadM aHajn3a, 0OOCHOBAHUA TPebO-
BAHUI MJIM ONTUMUBAIUHI, OJJIEXKAIINE PEIeHNI0 B YKU3HEHHOM I[UKJIE CHCTEMBI.
[Ipu HEOOXOAUMOCTH Ha YPOBHE OTAEIHLHOTO IIPOIECCA TAeTCsl ONUCAHNE BHIOPAHHOTO
IpoIiecca, peajan3yeMoro B CUCTEME U TOJJIEXKAIIET0 aHAJIN3Y, BBIONPAETCST MOJIEb JIJIsT
TPOTHO3UPOBAHNST PUCKOB, (POPMUPYIOTCSI HEOOXOMMMbIE NCXOIHBIE JAHHDBIE IS MOJIE-
JimpoBaHus. B kKauecTBe MCXOIHBIX JIAHHBIX MOXKET BBICTYIATh HE TOJHKO CTATUCTHUKA,
HO U JaHHbIe, (GOPMUPYEMbBIE B PEKUME PeailbHOI'O BPEMEHH, HAIIPUMED, B CHCTEME
JIUCTAHITMOHHOTO KOHTPOJIS IPOMBIILIEHHON 6€301MacHOCTH (JIjIsl 9ero MCIOJIb3YIOTCst
JOTIOJTHUTEIBHBIE CIEINAIbHBIE CPEICTBAa 00pabOTKHU TeeMeTputieckoil mudopma-
mun) — o 'OCT P 58494. Ha ypoBHe uHTErpamuu mporeccoB, KOTOPbIE JTOJIZKHBI
OBITH YUTEHBI IIPU IIPOTHO3UPOBAHNN WHTEIPAJIBHBIX PUCKOB, JIAETCsT OIMMCAHUE BbI-
OpaHHOII COBOKYIIHOCTH PEAJU3yEMBIX IIPOIECCOB U OCYIIECTBIIAETCS 3ayMaHHOEe
MojleIupoBaHue. B 4acTHOM ciiydae Ha 9TOM YPOBHE MOXKET OBITH PACCMOTPEH OUH
€IMHCTBEHHBIN ITporiecc. Ha ypoBHe pacueTHBIX IOKasaTeseil 0TOOParXKaroTcsi IacT-
HbIE ¥ UHTEI'PAJIbHBbIE MOKA3ATE N PUCKOB B UX 3aBUCHMOCTHU OT UCXOJHBIX JAHHBIX,
JIAeTCsT MHTEPIIPETaIisi BEPOATHOCTHBIX PACIETOB IMIPUMEHUTEIHHO K IIEJIsIM CHCTEMBI
U permaeMbIM 3a[a9aM.

[Ipu mocTpoeHnn TPOrpaMMHBIX HHCTPYMEHTAPUEB B KAUECTBE MATEMATHIECKUX
Moiesieil BBIOpaHbl aBTOpcKue Mojiesu [1-4], jmoBejieHHbIe J10 peau3anum U peKOMeH-
JyeMble K KCIOJB30BAHUIO B cTaHmaprax cucremuoil maxKkenepuu ['OCT P 59347,
I'OCT P 59989-'OCT P 59991, 'OCT P I'OCT P 58494 u np. B urore momenn-
POBaHUSI MOy YaeMble PEKOMEHIAINN TTPEIHA3HAYEHBI [IJIsT UCIIOJIB30BaAHUsT JTUI[AMHI,
[IPUHUMAIOIINME PEIIeHne, B HeJIsIX BHIpaOOTKH PallMOHAIBHBIX YIIPEXKIAIONINX Mep
IPOTUBOJIEHCTBUS yIPO3aM U JIOCTUXKEHHUs mparmatudecknx 3dpdexron. [Ipumep
(BapwaHT) apXUTEKTYPHOIO peleHusi 10 (GOPMUPOBAHUIO CTPYKTYPbI CJIOXKHON CH-
CTeMBI JIJIsT MOJICJTUPOBAHUS C MPUBSI3KON K TEXHOJOIMIECKON cxeme 00oraTuTe/IbHOMI
dabpuku mpeicTaBieH Ha puc. 3. Hymepamus B apXUTeKTypPHOM IMIPEICTABICHIN
03HAYAET HOMEP IOJACUCTEMBI B (POPMAILHON CTPYKTYPE MOIEJIUPYEMOil cucTeme Jist
10CJIe0BATEIbHO-TTapaJIIeIbHONO 00benumHenns. [1pu mporao3smpoBannn prucKOB B
TepMUHaX (DYHKIUNA pacipeaeeHus UCIOJIb3YIOTCs 3J1eMeHThI JToTuKu «U», «JI».
3HaveHUsI O COCTOSTHUY AHAJIM3UPYEMBIX 00BEKTOB MOTYT OBITH B3SITHI U3 CTATHCTUKH,
a Tak»ke MOI'YT IOCTYIIaTh OT CUCTEM JIMCTAHIMOHHOIO KOHTPOJISI, aBTOMATH3MPOBaH-
HBIX CHCTEM YIIPaBJIEHHSs, JTATINKOB, CEHCOPOB.

[IpeniokeHHbIe APXUTEKTYPHBIE PEIIeHNsT OXBATHIBAIOT CHCTEMBI JII0D0I 0b1acTH
npuyioykeHusi. VX npuMeHeHne o6eCcrieunBaeT aHAJUTUIECKYIO ITPOCIEKUBAEMOCTh
MHTErPAJIbHOIO U YACTHBIX PUCKOB OT BJIHSIOMMUX (PAKTOPOB. DTO IPEIOCTABIISIET
BO3MOXKHOCTH JIJTsT TIOUCKA 3D (HEKTUBHBIX PEIEeHUT B CHCTEMHO WHYKEHEPUH C UCIIOJIb-
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Puc. 2. ApxurekTypHOe IpejicTaBIeHre JIJTsl IOCTPOCHUST MATEMATHIECKIX 1
IIPOIPAMMHO-TEXHOJIOINYECKUX UHCTPYMEHTapUEeB, OPUEHTUPOBAHHBIX HA JIOCTUXKEHHE

abdexToB

30BaHMEM HEIIPEPBIBHOTO aHAJTUTHIECKOTO MTPOTHO3UPOBAHMS PUCKOB U 0OOCHOBAHUS
CII0COOOB WX CHUZKEHWsI WJIN yJep:KaHus B JIOIYCTUMBIX IIpejeax [3,4].

3. 3akJiroueHnue

YV4auTbIBas MEPCIEeKTUBLI PA3BUTHSI CUCTEMHON MHKEHEPHH B YCJIOBHUSIX PA3HOPO/I-
HbIX HeOHpeILGJIeHHOCTeIL/'I JJIgd CUCTEM Pa3JIMIHOI'O beHKL[I/IOHaJIbHOFO HAa3HAYEHUA B
HaCTOsAIIEH paboTe MpeII0yKEHbI:

- BapuaHT apXI/ITeKTypHOFO npeacTraBjJaeHusd OIIPeae/IeHHBIX CUCTEMHBIX NHTEPECOB
BBICILIE'0 METa-YPOBHS JJIsl PELIeHUs 3aa9 CUCTEMHON MHXKEHEPUN ¢ IIPUMEHEHHEM
METOJIOB IIPOIrHO3UPOBAHUS U YIIPABJICHUS PUCKAMU;

- apXUTEKTYPHOE IIPEICTaB/IeHIe CUCTEMBI JJjIs [IOCTPOEHUST MaTeMaTHIeCKIX 1
[IPOrPaAMMHO-TEXHOJIOTMYECKUX NHCTPYMEHTapPUEB, OPUEHTUPOBAHHBIX Ha, JIOCTUKEHIE
mparMaTndecknx 3G@eKToB;
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Puc. 3. [lpumep apXuTeKTypHOTO perreHust 1Mo (GpOPMUPOBAHUIO CTPYKTYPBI CJIOKHON
CHCTEMBI JIJIsI MOJIEJIMPOBAHUsI C IPUBSI3KON K (poTorpadun, CKaHy WA WHOMY H300ParKeHII0
OyMazKHOrO JTOKYyMEeHTa (MCXOIHBIE JAHHBIE IPUBEICHBI JJI JJEMEHTa 1 C IPUBA3KON K
TEXHOJIOTUIECKOl cxeme oboraruTesbHoil habpuku)

- BapuUaHT apXUTEKTYPHOTO PelleHus 10 (POPMUPOBAHUIO CTPYKTYPbI CJIOXKHON
CUCTEMBI JIJIs MOJIEJINPOBAHUS C IPUBSI3KOil K (poTorpadun, CKaHy Wi THOMY u300-
parkeHuio HYMarXkKHOTrO JIOKYMEeHTa.

OxBaTbIBast CUCTEMBI JTIO00# 00JIACTH TPUJIOXKEHUSI, TIPE/IJIOKEHHBIE APXUTEKTY P-
Hble PellleHus 00JIa al0T aHAJTUTUIECKON HOBU3HOMN, 38 CUET 4Yero X MpUMeHEeHue
obecrieunBaeT MPOCIeKUBAEMOCTD IIPOTHO3HBIX PUCKOB OT BJIMSIONIIX (DAKTOPOB. DTO

[IPEIOCTABIIAET BO3MOXKHOCTH IS TTOUCKA 3(PDEKTUBHBIX PEIeHnil B CUCTEMHON WH-
KEHEPUU.
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Abstract

In this research we consider two different vacation models which have been
proposed and studied in previous works. First, we consider the stability of a
multi-server vacation model with the self-sustained servers and some general
distribution of the service time. Also we consider a single-server vacation model,
in which there are consecutive periods of the attachment (glue), service and
vacation. We consider the stability conditions of these systems obtained in
previous works by various methods. The purpose of this note is to show how the
regenerative methodology allows to deduce these stability conditions of these
systems by a unified way.

Keywords: Regenerative method, stability analysis, vacation model, self-
sustained servers, glue period systems

1. Introduction

Queueing systems with server vacations have a lot of applications in the real-
world systems and telecommunication systems. The main goal of the vacation is to
minimize the cost of the resources spend to maintain servers in the working state.
Some literature of vacation queueing models can be found in the work [3].

In the present paper, we study the stability of a multi-server vacation model with
Poisson input and a general distribution of service time. We assume that servers
can go on vacation after serving a customer, and it happens independently on the
queue size. Also if the queue has a medium size then the server interrupts vacation
after exponential time. Moreover if the queue is large then the server manager
starts to search of a volunteer server who agrees to interrupt vacation with some
probability. Such a vacation model in Markovian setting has been studied in the
paper [4] (A.Dudin et al, 2021). A distinctive feature of our research is to consider
general service time and prove that in this case the stability condition remains the
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same. This system, for example, can be motivated by a delivering problem, when
company hires some pool of independent individual vehicle carriers (freelancers)
having their own truck for the delivering the products (see [4]).

Also we consider another single-server vacation model in which the customers
arrive according with Poisson input and the service time has a general distribution.
From the beginning, arriving customers enter the queue while the server remains to
be ’frozen’ (not working). After a deterministic time G, the server switches on. In
other words, all accumulated customers are served and then the server switches off
for a random time I having a general distribution, and so on. Such a vacation model
has been studied in the work [1]. To reprove the stability condition of this model, we
again propose a proof based on the regenerative method. Such a system with glue
periods is motivated by the performance modelling and analysis of optical networks.

Now we briefly describe the basic idea of the regenerative method we have used
to analyse the stability of the systems. First we note that regenerative method allows
us to establish stability condition of various non-Markovian models. In a regenerative
model, the regeneration cycle is the length of random interval between arrivals in an
empty system. When the system becomes idle, then its future behavior turns out
to be independent of the past. This fact implies that the regeneration cycles are
independent identically distributed (iid) random variables, and it allows to analyse
the positive recurrence (stability) of the system by a classic technique. The positive
recurrence means that the mean regeneration cycle is finite. For more detail on the
theory of regenerative processes see [8, 7, 2, 5, 6].

2. A vacation multi-server model with self-sustained servers

Now we give a detailed description of the studying model. First we suppose
that customers are arrived in an infinite capacity queue according to Poisson input
process with rate \. We assume that there are N identical servers, and let {S,} be
the service time of the n-th arriving customer. Then we denote by S the generic
service time and denote by = 1/ES. Now we suppose that after each service (at
the departure instant) a server goes on vacation with the probability 1 — p and with
probability p it tries to serve another customer in the queue. If there are no more
customers in the queue then the server go in vacation. When the server goes to the
vacation state, it tries to return in the working state with exponential time with rate
v, however it occurs, only if the queue size exceeds some threshold J; > 0. Otherwise
it remains be in vacation and continues trying to start service. Then we assume that
if the queue size exceeds some threshold Js > J; then the server manager starts to
search of a volunteer server who agrees to interrupt vacation. The search time has
exponential distribution with rate 5. When one volunteer is found, then the search
is stopped. A volunteer server agrees to interrupt vacation with the probability 1 — ¢
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(and declines the offer with probability ¢). In regeneration analysis the stability of
the system is equivalently to the positive recurrence of the system, means that the
mean generic regeneration cycle (denoted by T') is finite, that is ET' < co. Now we
denote by P; the steady-state probabilities that i servers are not in vacation. Then
the following statement holds.

Theorem 1. If condition

N
A< Bilipp+ (N —i)y+ (1 —¢" )], (1)
i=1

holds, then the initially idle system is positive recurrent, ET < oc.

In this work we establish this stability condition by means of the regenerative
approach which also allow to obtain a nice intuitive interpretation. We recall that A
is the rate of customers arriving to the system. Actually the right-hand side of (1) is
the rate of customers’ departure from the buffer provided the system is overloaded.
It is clear that, under the condition that ¢ servers are busy, the rate of customers
departure from the queue consists from the following three terms. First is the rate
ipp of service completion of customers, after which server does not take a vacation.
Then we add the rate (N — i)y of the end of vacation and starting service by one of
the N — i vacated servers. And finally we add the rate 3(1 — ¢"V=%) of agreement
of one of N — i vacated servers to interrupt vacation and start service. Therefore
(1) reflects the evident condition of stability of the system: when the system is
overloaded, customers arriving rate must be less than the average departure rate
from the buffer.

3. A system of type saturation-service-vacation

In this section we consider another single-server vacation model for which we
obtain stability condition by the regeneration method. We assume that customers
are arrived according to Poisson input process with rate A. We also denote by
{Sn} the service time of the n-th arriving customer. Then we denote by S the
generic service time and denote by u = 1/ES. We consider a system with one
server and one class of customers. The system has one of the following states. At
the beginning, all arriving customers enter the queue (of infinite capacity), but the
server is not working (attachment or glue period). After a deterministic value G, the
server switches on and starts to service customers from the queue (service period).
When all customers from the queue have been served, the server switches off for a
random time I with some general distribution (vacation period). While the server
is vacated, all arriving customers go into orbit, and each customer tries to capture
the server after an exponentially distributed time v. In other words all orbital
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customers make attempts independently. We note that is the so-called classic retrial
policy. When the vacation period ends, the server does not immediately start to
service arriving customers, but again waits during the time G (glue period), and so
on. Now we denote by p = A/u. Then we outline the proof of the following statement.

Theorem 2. If condition
p<l1 (2)

holds, then the initially idle system is positive recurrent.

The main idea of the proof of this statement is as follows. First, in interval [0, ¢]
we denote V' (t) the received work, that customers bring in the system, I(¢) the total
vacation time and G(t) the total glue period time. Also we denote by W (t) the
remaining workload at instant ¢. Then we construct the following balance equation
connecting the arrived work V'(¢) the remaining work W (t), and also I(t) and G():

W(t)=V(t)—t+I(t) + G(t), t>0. (3)

We denote by Q(t) the orbit size. Then we assume that under condition (2) the
system is overloaded, that is

Q(t) = oo, t — 0. (4)
We note that by SLLN w.p.1
V(t)

fim = = ©)
Then we show that, w.p.1,
I(t t
lim 1) = lim 50} =0. (6)
t—oo ¢ t—oo T

This is the most challenging step but one can show it using a regenerative approach
and renewal theory. By intuition it is clear, because, when the system is saturated,
the infinity amount of customers will be attached to the queue during the glue period
and then the service period will be infinitely large. Our analysis implies that the
assumption (4) is false. In turn this allows to show, using a standard unloading
procedure (see [5]), that a regeneration instant can be reached in a finite interval of
time with a positive probability. Then it follows that under assumption p < 1, by a
characterization of the limiting behaviour of the remaining regeneration time (time
up to the next regeneration instant), indeed ET' < oo that is the system is positive
recurrent.
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4. Conclusion

We consider several queuing models and analyse them by the unique regenerative
method. The first model we consider is a multi-server vacation model with self-
sustained servers. The second model is a single-server vacation model in which there
are consecutive periods of the attachment (glue), service and vacation. We apply
the unique regenerative method to reprove the known stability conditions of these
systems, when service time becomes general.
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Abstract

The article explores the possibilities of improving the reliability and fault
tolerance of multipath networks based on a simplified version of reconfigura-
tion implemented by means of switching nodes connecting segments of several
communication paths of request source nodes available in the network with
addressed nodes.

Servers with their possible association into clusters act as addressees. In the
considered simplified version, the reconfiguration is carried out only according
to the information available in the group of switching nodes of the segment
switches, each of which is connected to all or part of the available communication
paths with the addressees. As information for reconfiguration, the length of the
queues of packets for transmission over various segments or the waiting time in
the specified queues, as well as the availability of segments for transmission, is
used. If there is a group of switches, traffic redistribution is implemented when
the relevant information is exchanged between them.

Keywords: adaptive redistribution, multipath, route reconfiguration, criticality
of requests to delays.

1. Introduction

Distributed computer systems and networks, as the basis of the digital economy,
are currently being intensively introduced into various areas of economics and
management, which is accompanied by their constant structural and functional
complication with increasing requirements for reliability, fault tolerance performance
while reducing transmission delays. These requirements are especially acute for
real-time industrial networks involved in the management of industrial facilities,
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technological and other processes associated with environmental safety risks and
significant economic losses [1-3]. Reliability and fault tolerance of computer systems
and networks with low transmission delays is achieved by introducing redundancy
with the possibility of reconfiguration in case of accumulation of failures and traffic
changes [3-6] .

The construction of reconfigurable networks and systems requires the implemen-
tation of system state monitoring and is based on the optimization of the structure
and redistribution of traffic in the conditions of its change and the accumulation of
network failures. Reconfigurable networks involve the introduction of special nodes
of reconfiguration controllers associated with network nodes through reconfiguration
agents.

The article explores the possibilities of improving the reliability and fault tolerance
of multipath networks based on a simplified version of reconfiguration implemented
by means of switching nodes connecting segments of several communication paths of
request source nodes available in the network with addressed nodes. Servers with
their possible association into clusters act as addressees. In the considered simplified
version, the reconfiguration is carried out only according to the information available
in the group of switching nodes of the segment switches, each of which is connected
to all or part of the available communication paths with the addressees.

Reconfiguration is implemented as a result of traffic redistribution, taking into
account its changes and loss of connectivity along some path segments, as a result of
the accumulation of failures of switching nodes. A path is a sequence of nodes used
to transfer data from sources to destinations. A segment is understood as part of the
path from the source to the switch, from the switch to the destination. Segments
can link daisy-chained path switches as needed.

2. Variants of multipath networks with reconfiguration nodes

In the proposed simplified version, the reconfiguration is implemented based on
the information available in the segment switch nodes, such information is the length
of the packet queues for transmission over various segments or the waiting time
in the specified queues, as well as the availability of segments for transmission. If
there is a group of switches, traffic redistribution is implemented when the relevant
information is exchanged between them.

Consider some configurations of multipath networks with nodes connecting seg-
ments of different paths (path reconfiguration nodes). Figure 1 shows variants of
multipath networks in the presence of one group of request sources (I), one recon-
figuration node (R) in the presence of one (a) and two clusters (F) (b) of the same
functionality. Figure 2 shows options for two groups of sources, one cluster, one (a)
and two reconfiguration nodes, unconnected (b) and interconnected (c). Figure 3
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shows options for two groups of sources, two clusters, two reconfiguration nodes,
unconnected (a) and interconnected (b, ¢). Figure 3c shows the case of complete
connectivity of reconfiguration nodes and clusters. For the case according to Fig.1.
2, 3 a, b and fig. 3a, reconfiguration allows you to adapt to the accumulation of
failure segments of communication with clusters and their constituent servers. The
rest of the network structures allow, during reconfiguration as a result of traffic
redistribution, to adapt to its changes from different sources of requests.

Fig. 1. Variants of multipath networks in the presence of one group of request sources, one
reconfiguration node in the presence of one (a) and two clusters (b) of the same functionality

"y

Fig. 2. Network options for two groups of sources, one single cluster, one (a) and two
reconfiguration nodes, unconnected (b) and interconnected (c)
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Fig. 3. Network options with two groups of sources, two clusters, two reconfiguration nodes,
unconnected (a) and interconnected (b, c), option ¢ corresponds to the complete
connectivity of reconfiguration nodes and clusters

3. Multipath network model with traffic redistribution in
reconfiguration nodes

When creating models, we will assume that the sources generate the simplest flow
with two gradations of requests, one of which is more critical to network delays. For
the first thread, the maximum allowable waiting time is t1, and for the second, ¢2 .
Let us represent the network nodes with the simplest models of the M/M/1 type.

We will carry out the calculation on the example of the structure according to fig.
2 in. when transmitting packets through the segments connecting the reconfiguration
nodes with the cluster. We assume? that the source connected to the upper node of
the reconfiguration is more critical to the delays of the transmitted packets. Let us
determine the dependence of the timely transmission of the first and second streams
on the share of the first stream redirected through the lower reconfiguration node.

The probability of not exceeding the allowable time for the first source of requests
transmitted through the connection of the upper and lower segment switch with the
cluster is defined as

Aafu (55 —vDth—4g)
n3
Where v is the average packet transmission time, « is the share of the first stream,
and (3 is the share of packets of the first stream redistributed for transmission to the
cluster through the second group of channels

Pi3=1-

Ala(1 = B) + (1 - a)]ve(w_vﬂ)(tl_lf%).

Py=1-

Uz
The average probability of timely transmission of packets from the first source
through two groups of communication channels with the cluster is defined as
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P13y = P13+ (1 — B)P1s

The probability of timely transmission of packets from the second source through
the second group of communication channels with the cluster is defined as
Ala(1 = 8) + (1 — a)fo MU0 o)yt
e

ny )

Py =1~

N4

The probability of timely delivery of the first and second packets to the cluster is
defined as

R = Pi34Poy

The dependence of the probability of timely transmission from the first and
second source on the proportion of packets from the first source redistributed
during reconfiguration is shown in Fig. 4, in which curves 1-6 correspond to
a=0.2,0.3,0.4,0.5,0.6,0.7. The calculation was performed at v = 0.01 s, t; = 0.01
s, tg =0.5s,and A =80 1/s.
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Fig. 4. Dependence of the probability of timely transmission from the first and second
source on the proportion of first source packets redistributed during reconfiguration

The presented dependencies show the effectiveness of the implementation of recon-
figuration in communication nodes that connect different segments of communication
paths with recipients.

4. Conclusion

The article shows the possibilities of increasing the probability of timely delivery of
traffic that is heterogeneous in terms of permissible delays as a result of reconfiguration
and redistribution of traffic in communication nodes connecting all or part of the
communication paths with the addressee.
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AnHOTa U

Hast mexonpoit cucrembl M/G/1 ¢ HEOTHOPOAHBIM BXOJHBIM TIOTOKOM (C
BEPOATHOCTBIO P 3asgBKa IIOCTYIIaeT U3 IIEPBOr0 IOTOKA, C BEPOTIHOCTHIO 1 — p
3asBKa IIOCTYIAET U3 BTOPOIO MOTOKA) MPEJIAraeTcs IIOCTPOUTH MAKOPAHTHYIO
¥ MUHODATHYIO CHCTEMBI, B KOTOPBIX BPEMEHA ODCJIyKUBAHUS WUJICHTUYIHBI, a
BXOJTHBIE IIOTOKHM COOTBETCTBYIOT OJIHOMY U3 BXOJIHBIX IIOTOKOB HCXOJIHOIt CH-
crembl. ChopMyInpoBaHO CBONCTBO MOHOTOHHOCTHU 9KCTPEMAJBHOIO MHIEKCA
CTAIIMOHAPHOT'O BPEMEHU OXKUJIAHUS B TPEX CHCTEMAaX B C/Iydae, KOIJIa BXOJHbIE
HOTOKU CBA3AHBI OTHOIIEHUEM IOPLAIKa (YIIOPS0UEHbI 110 WHTEHCUBHOCTU OTKA-
30B). B craThe npuBegeHbl PE3Y/IBTATHI YUCICHHOTO MOJIEJUPOBAHUSI JIJIs CIIydast
TUIEPIKCIIOHEHITNAJIBLHOI'O PaCIIpe/iesIeHNd BXOJHOIO IIOTOKA.

KimroueBnlie ciioBa: HeOﬂHOpOﬂHBIfI BXOﬂHOf/i IIOTOK, CTAaIlMOHApPHOE BpeMA O2KU-
JaHud, SKCTpeNIaJIbeIfI MHJIEKC

1. BBenenue

Nzy1enne sKCTpeMIIBHBIX 3HAYEHUH XapaKTEPUCTUK MPOM3BOIUTEIHHOCTH KOMMY-
HUKAITMOHHBIX CUCTEM MMMET Ba’KHOE 3HAYEHNE B CBSA3U C YBEJIUYEHUEM UX CJIOXKHOCTH.
IIpeBbimenne BHICOKUX TOPOTOBBIX 3HAUEHUN MOXKET 03HAYATh OTKA3bl TEXHUIECKIX
yCTpO#icTB n3-3a c6oeB 00OPYIOBAHUS, IPUBOJIUTEL K TOTEPsIM JAHHBIX IIPU IIepeiade.
[Ipuuem Gosibiiine 3HAYEHNS, KAK [IPABHUJIO, IMOSBJIAIONTCS HE I10 OJIHOMY, & I'DYIIIAMH,
obpasyst Tak HasblBaeMble Kyacrepbl [1]. OxHuM n3 mokasareseil, XapakTepusyo-
[IUX TAKYIO KJIACTEPU3AIUIO, SBJISETCS aKempemarvivill undexce [2]. On onpeesnsier
IpeJieJIbHOE paclpeie/ieHne SKCTPEMAJIbHBIX 3HAYEHUI CTAIIMOHAPHBIX CJIYyYaliHbIX
HocJie1oBaTeIbHOCTEl [3] 1 oTpakaer KJIacTepHyIo CTPYKTypy 6a30Boil mocienoBa-
TEJILHOCTH WM €€ JIOKAJbHYO 3aBUCHMOCTD. OJiHa 13 HanboJiee MPAKTHIECKU BAXKHBIX
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MHTEPIIPETAINN SKCTPEMAILHOTO UHIEKCA COCTOUT B TOM, UTO €r0 3HatMeHne 00paT-
HO TIPONOPITNAOHAJBHO CpeTHEMY pa3Mepy KiacTepa. [lad OleHKN 3KCTPeMaJIbHOTO
MHJEKCA CYMIECTBYIOT PA3JUIHBIC CIIOCOOBI, HAIpUMep OJIOUHBIN METOJ UJIA METOJ
pereHepaTUBHOIO MOJEINPOBAHUS.

2. MOHOTOHHOCTBh 3KCTPEMAJILHOTO HHJEKCAa

B kadecTBe mCXOAHON CHCTEMBI Y, PACCMOTPHUM CHCTEMY OOC/IY2KUBAHUS THUIIA
GI/G/1/o0 ¢ oguum cepBepoM u HeorpaHmdeHHbIM Oydepom. ducnumimaa o6cyKu-
BaHUS — IEPBBIM [IPHUIIEST — TEPBBIM 00CTyKeH. [IpenomoKuM, 9To BXOIHON MOTOK B
CUCTEM W n>1 @ p>1

y COCTOUT M3 JIBYX IOTOKOB {7y ', m > 1} u {7, n > 1} ¢ uHTE€HCHBHOCTSIME
A1 1 Ao, ¢ dyaknusvmu pacupesenenust (d.p.) Fq)(x) u F_2)(z), coorBeTcTBEHHO.
Bpemena obciyzkupanust {Sy, n > 1} — He3aBUCHMBIE U OJJMHAKOBO PaCIpPeIe/IeHHbIE

(1H.0.p.) citydaifHble BeJIMYIHHBL (C.B.) M HE 3aBHCAT OT {7',(11), n>1}u {T,(ZQ), n > 1}.
Jl1s IpOCTOTHI OIIyCTUM HHJIEKC N B 0003HAYEHUSX.

I[Iycts A = A\{ + A2 — HHTEHCUBHOCTH ODODIIIEHHOTO BXOIHOI'O IMOTOKA 7. Toraa
Fr(z) = pF q)(x)+(1—p)F, (2 (x) aBIsIeTCA KOHEYIHON CMECHIO JIBYX BXOJIHBIX IIOTOKOB,
rjie cMmemmuBaomumit kosddurment p = A\j/A. Ilycrs ¢, — MOMEHTBI TTIOCTYILIEHUST
3asIBOK B CHUCTEMY 13 00OOIEHHOI'O BXOIHOTO ITOTOKA.

JLiist mexoaHoil cucreMsl ocrpouM ase Hosble cucrembl L) u 32| B koropbix
BpeMena obciyskusanust cosuagaior, S = §2) = S a sxoxubie noroku 3asans 1)

2) (@)

u 7 , coorBeTcTBeHHO. [IycTh t5,’ — MOMEHTBI IPUXO/IA B 4-I0 CUCTEMY, © = 1, 2.

7 . e
O6o3HavUM WT(L ) BpeMsl 0KU/JIaHUSI 3asIBKU C HOMEPOM N B ¢-If cuCTeMe B MOMEHT
i)— .
BpeMeHN tgl) npuxona n-it 3aseku, W,, — HezaBepIeHHas paboTa (BpeMst OXKUJIAHUsI )
B HCXOJHOI CUCTeMe Y B MOMEHT BpeMeHH i, .

[TpeoioKuM, 9To CyIIECTBYIOT CJIEYIOIIHe IpeIesibl (0 Pacpe/Ie/IeHHIO ):
Wo=W, WW=wO nosoo i=12

U3BeCTHO, UTO TaKue MPeJesbl CYIECTBYIOT, €C/IN BBIIOJIHEHO YCJIOBUE CTAIMOHAPHO-
cru cucreM 6]

ES <Er®, =12, (1)

a UHTEPBAJIbI ME2K/1y ITPUXOAaMM 3adBOK T(Z) ABJIAIOTCA HEpeneT9YaTbIMU C. B, 1= ]., 2.

Bynem roBoputsh, 9TO C.B. YIOPSIOUEHBI IO MHTEHCUBHOCTH 0TKa30B, X <Y eciu
T

rx(z) > ry(x), Yo >0, e rx(z) = fx(z)/Fx(xz) — NHTEHCHBHOCTH OTKA30B.
ITpenosozKuM, 9TO BBIIOJIHEHbI YCJIOBHUS, FAPAHTUPYIOIIIE CYIIeCTBOBAHNE IIPe-

JICJIBHBIX PACIHPEIe/ICHIl MAKCHMYMOB CTAI[MOHAPHBIX BPEMEH OXKujaHus |4, cM.

reopeMmy 2|. Curejyromast TeopeMa BbITeKaeT 3 TeopeMbl b Burra [5], B KoTOpOIi
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BMECTO CTOXaCTUYECKOMN YIOPAJOICHHOCTU BXOJAHBIX ITOTOKOB pacCMaTPUBAETCHA YIIO-
PAJOYIECHHOCTD IO MHTEHCUBHOCTU OTKAa30B, a TaKzKe T€OPEMbI 1 [4]

Teopema 1. ITycmo 6 cucmemaz XD u %) svnoanenv yerosus cmavuonapro-
emu (1)
Ecau 6vimoanens. coomuowenus

Wl(l) _ W1(2) =0, > 7(2)7 s =g g (2)
st r st st

Mo IKCMPEMAALHLE UHOEKCDH, CMAUUOHAPHOT HEZAGEPULEHHOT HAPY3KU 8 CUCTNEMAT

»D) 2@ 45 YA0BAEMBOPAIOM, HEPABEHCTNEAM.:

Oy = 0w > 2, (3)

1 2
ede Oy, Oy, Oyy) — axempemanvhvie undercor Wy, W7(L ), W,S ), COOMBEMCMBEHHO.

VIOpsAI0YeHHOCTD [T0 THTEHCUBHOCTU OTKA30B SIBJIAETCS 00JIee CTPOTUM yCJIOBUEM,
HO YaCTO OKa3bIBAETCs H0JIee YI00HOM JIsI TPAKTUIECKOrO IMPUMEHEHUsT I€M CTOXa-
CTUYECKasl YIOPsSJI0OYE€HHOCTh, TTOCKOJIbKY, TTO3BOJISET JJIsI MHOTUX PacIIpe/iesieHui
HafiTu COOTHOIIEHUsI MeXK /Iy napamerpamu (cM., Hanpumep, [7]).

3. YUucaennoe MoOe/iMmpoBaHue CUCTEeMbl C T'HUIIEP3KCIIOHEHIIUAJIbHbIM
BXOJHBIM IIOTOKOM

[IycTp B cucTeme X BXOJHON IIOTOK T 3a/laH FMIEPIKCIOHEHIUAIBHBIM PacIIpe/ie-
sterneM ¢ xBoctoM &b.p. Fr(x) = pe™1% 4+ (1 —ple 2%, 0 < p < 1.

OueBnHo, 4TO DYHKIMU UHTEHCUBHOCTU OTKA30B PABHBL T'r) (1) = A1, Try(z) = A2-
Eciu BBIOJIHEHO COOTHOINIEHNE MEXK/Iy MTapaMeTPaMU BXOJHBIX MOTOKOB A1 < Ag,
TO ycsoBue (2) TeopeMbl BBIIIOJHEHO U, CJI€J0BATEIHHO, SKCTPEMAJIbHBIE MH/EKChI
CTAI[MOHAPHOI He3aBepIIeHHOH paGoThl B cucreMax L1, »@yuy VIOBJIETBOPSIOT
cooTHoIIEeHuo (3).

Pucynok 1 gemoHCTpUpYyeT pe3ybTaThl YNCICHHOTO SKCIEPUMEHTA JJIst CUCTEMbI
3} ¢ TUHEPIKIIOHEHINAJIBHBIM PACIpPeIe/IeHHEeM BXOJIHOTO MOTOKA, C IapaMeTpaMu
A1 =52 =9, p=0.5. B MunopanTHO# cucreme BXO/IHOU MMOTOK - IlyaccoHOBCKMI
¢ mapaMeTpoM A1 = 5, B MaXKOPaHTHOI cucTeme BXOJIHOI moToK - [lyacconoBckuit
¢ mapameTpoM A2 = 9. Bpemena oOciyzKuBaHmMs BO BCEX CHCTEMaxX HMeEIOT ITOKa3a-
TesbHOE pacupejiesienne ¢ napamerpom = 10. I[Ipu rakux mapamerpax ycjaoBusi
cranmonapHocTy (1) BbinosiHeHbl. YnciieHHOE MOJIe/IMPOBaHNE SKCTPEMAJIBHOIO NH-
JIEKCa CTAIIMOHAPHOTO BPEMEHU OXKUJAHWS ITPOBOJIMJIOCH JIJISI PA3HBIX KBAHTUJIEH
ITIOPOT'OBBIX 3HAYEHU pereaepaTuBHbIM METOI0M.
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Puc. 1. 3aBrUCHMOCTD 9KCTPEMAJIBHOIO UHJIEKCA CTAIMOHAPHOIO BPEMEHU OXKUJIAHUS OT
KBaHTUJIS [IOPOIOBOI0 3HAYEHUsI B CUCTeMax Y, > g @)

4. 3akJouyeHue

st cucrembl M /G /1 ¢ HEOJHOPOIHBIM BXOJIHBIM IIOTOKOM (C BEPOSITHOCTBIO P
3asBKa MOCTYIAET U3 IEPBOI'O IOTOKA, C BEPOATHOCTHIO 1 — p 3asBKa IOCTYIIAET U3
BTOPOI'0O MOTOKA) MPEJJIOKEHO HOCTPOUTH MAYKOPAHTHYIO U MUHOPATHYIO CUCTEMBI,
B KOTOPBIX BpeMEHa O6C.Hy)KI/IBa.HI/IH NJICHTUYIHDBI, & BXOJAHBIE IIOTOKNU COOTBETCTBYIOT
OJTHOMY U3 BXOJIHBIX MTOTOKOB ucxonuoit cucreMbl. B Teopeme 1 yrBepkaaercs, ITo
€CJIM BXOZHbIE IIOTOKU YHOPAJIOYIECHBI IO MHTEHCUBHOCTU OTKA30B, TO 3KCTPEMaJIb-
Hbl€ UHJIEKChI CTAIIMOHAPHBIX BPEMEH OXKHJIAHUs TAKXKe YIIOPSI0ueHbl. Pe3ybraTh
IIPpUBEAECHHOI'O YMCJICHHOI'O 3KCIIEPUMEHTa IIOATBEP2KIal0T TCOPETUICCKUE BBIBO/ILI.

Pabora Beinosnnena mpu nojyiepake Poccniickoro nayanoro donga (mpoekr 21-71-
10135).
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Abstract

The possibilities of increasing the readiness of a cluster system for the timely
execution of functional requests with a phased restoration of information based
on replication and backup have been studied. Preliminary entry into the memory
node intended to replace the failed one is provided with the results of the last
backup. The influence of resource sharing of computing nodes on the execution
of functional requests and the restoration of relevant information in memory is
studied. The risks of using information based on the results of the last backup
in the process of servicing functional requests are assessed. The effectiveness of
the proposed solutions for restoring the system after failures is evaluated by the
intensity of profit from servicing information requests, taking into account the
risks of using outdated information.

Keywords: reliability, replication, Markov model, cluster, fault tolerance,
backup.

1. Introduction

For real-time infocommunication systems, research aimed at ensuring their high
fault tolerance and availability, with low computational delays with support for the
continuity of the computational process, is relevant. In this regard, it is important
to study the capabilities of cluster architecture computer systems to ensure fault
tolerance and the probability of readiness at an arbitrary moment to service the flow
of required functions, taking into account restrictions on allowable service delays and
the inadmissibility of losing unique data accumulated during the operation of the
system [1-4]. For failover clusters, it is effective to build duplicated cluster nodes,
which are composed of two computers and two dual-input memory nodes. Markov
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models for the reliability of duplicated cluster nodes while maintaining functioning
based on the migration of computers are proposed in [5,6]. For computer systems
containing memory nodes, a feature is the need for a phased restoration of memory:
first, physical, and then informational. To restore information, replicas created
in healthy cluster memory nodes can be used, while migrating replicas within a
duplicated node requires the use of resources of computing nodes. Since the resources
of computing nodes must also be used to service the flow of functional requests, the
problem of distributing computing resources arises. Studies of the distribution of
resources of serviceable computing nodes for restoring information in memory and
for solving functional problems were carried out in [7]. Research [7] is aimed at
reaching a compromise between the desire to increase the availability factor and the
probability of timely execution of the incoming stream of functional requests. At
present, the possibility of recovering memory by first entering the results of backup
into a node designed to replace failed memory is not studied. As a result of this
decision, the replaced memory node requires updating the information accumulated
after backup. Up-to-date information can be entered into the restored memory node
based on replication of only new information accumulated after backup. The memory
node restored on the basis of backup can immediately be included in the work on
servicing functional requests. This solution is intended to increase the likelihood
of timely service of functional requests, although it is associated with the risks of
servicing requests that require post-replication data.

Thus, the purpose of the study is to increase the readiness of the cluster system
for the timely execution of functional requests based on the preliminary entry into
the memory node intended to replace the failed one, the results of the last backup,
with further phased restoration of relevant information.

2. Markov model of a cluster node taking into account phased
information recovery based on replication and backup

As cluster nodes, we consider duplicated computer systems containing two calcu-
lators, each of which is connected to two two-input memory nodes. Two memory
nodes are used to replicate the information accumulated during the operation of the
system. Periodically, the system is backed up. To replace a failed memory node, a
node is prepared in advance, into which the results of the last backup are applied.
After connecting a backup memory block based on replication from a healthy node,
the information accumulated since the last backup is updated. Data replication
requires the use of resources from one of the healthy computers. If information is lost
in two memory nodes, then a more complex and lengthy procedure for recovering
information is provided.
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The state and transition diagrams for the proposed Markov model of the system
under study are shown in Fig. 1.1. The state of the cluster node is set by the matrix
2 x 2.

The upper line of the matrix displays the state of the calculators, and the lower
line of the memory. The operability of the nodes corresponds to 717, and the failure
70”. The s indicates the state of the memory with the last backup data entered.

The diagram in Fig. 1 shows the failure rates of the computing node and memory
A1, Ao, the recovery of the computer - 1 and memory with the preliminary entry of
the results of the last backup ps. The intensity of restoring relevant information in
memory based on replication from a working memory node pu3, and in case of loss of
relevant information in two memory nodes pq4.

The set of states of the cluster node according to the possibilities of servicing the
flow of functional tasks is divided into states in which two-channel or single-channel
servicing of the flow of requests is possible, states with a risk associated with outdated
data in memory, and also states in which the servicing of functional requests is not
possible.

,LB - P5

B A D D)\ A2 u2 /3 1 ur M7 g it M‘,.
1/ "\1 14 “\e1,/" A5 a4y A5 1 "\s1
10 P L0 I - U 3 1

(@ 8 M ul /a1 P4 {1 T\ A2 U2 /7 1\ 2177 g\ M (o a
— — —t—(
(01 )¢ o1 ) 50 L5 0/ 58/,

Fig. 1. Markov model of a duplicated computer node of a cluster

According to the diagram shown in Fig. 1, according to known rules, a system of
algebraic equations is compiled [8], solving which by known methods using computer
mathematics means, one can find the probabilities of all states. Summing up the
probabilities of the system being in operable states, one can find the stationary
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availability factor [8]. However, this indicator does not reflect the difference in
the system’s capabilities to provide one- and two-channel request servicing. This
difference can be taken into account by the efficiency retention coefficient [8], but it
does not allow estimating the probabilities of timely servicing of requests, which is
important for real-time systems. This estimate can be obtained on the basis of the
coefficient of readiness for timely fulfillment of functional requests proposed in [7].
However, the coefficient proposed in the index does not take into account the risks
associated with serving functional requests that require data generated since the
last backup. To overcome this shortcoming, it is proposed to evaluate the efficiency
of the system by the intensity of profit received from servicing functional requests.
A comprehensive performance indicator based on the intensity of profit, having a
physical meaning, allows you to resolve the contradictions on the use of the above
indicators.
We estimate the intensity of profit from servicing functional requests as:

S = A{[RlBQ + RoB1 4+ aR3Bs + aR4Bl]01+
+[R1(1 — BQ) + Rg(l — Bl) + aR3(1 — BQ) + aR4(1 — Bl)]02+
+R003 + (1 — a)R5C5},

where

Ry =Py + P,
Ry =Py + P3+ Py + B,
R3 = Ps + P,
Ry = Pr + Py,
Ro = Pio+ Pi1 + P2 + P13 + P+ P15 + Ps,

Rg = R3 + Ry.

A is the intensity of the flow of functional tasks,

c1 - profit from timely servicing of requests,

¢y - penalty for not timely servicing requests,
c3 - penalty for refusing to service requests,
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¢4 - penalty for servicing using outdated data,

B1 and Bj are the probabilities of timely execution of requests for a time less
than the maximum allowable

to, respectively, with two and one calculator,

By =1— Avexp(to(A — v 1)),
A A
By=1-— to(= —ovt
2 2vexp(0(2 v,
where v is the average execution time of a functional request.

3. Calculation example

The results of calculating the profit from servicing functional requests are shown in
Fig.2. Curves 1-3 correspond to the profit received from servicing functional requests,
the maximum allowable waiting time of which should not exceed tg = v, 2v, 4v.

The calculation was made at v =0.1s, A; = Ay = 1074 1/h. pp =11/h, us =1
1/h, ug =0.2 1/h, pgy = 0.1 1/h, ¢; =30 c.u., cg = =10 c.u., 3 = —20 c.u., ¢4 = —50
c.u. It can be seen from the figure that with a certain increase in the intensity of the
flow of functional requests, it is rational to stop the provision of services for servicing
the flow (if possible).
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Als
Fig. 2. Profit from serving functional requests

4. Conclusion

For computing systems of a cluster architecture built on the basis of duplicated
nodes containing two computers and two nodes of dual-input memory, the possibilities
of increasing the readiness of the cluster for the timely execution of requests that are
critical to service delays are analyzed, taking into account the multi-stage information
recovery of memory after failures.

Markov models of duplicated cluster nodes are proposed, on the basis of which
the dependences of the system readiness for timely execution of requests on resource
allocation options that have retained the operability of computing nodes to perform
functional tasks and restore information in memory, including the stages of entering
the results of the last backup and replicating relevant information from memory of
healthy nodes.

The effectiveness of the proposed solutions for restoring the system after failures
is estimated by the intensity of profit from servicing information requests, taking
into account the risks of accessing irrelevant information by information.
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Abstract

A model of a cell of a mobile communication network divided into a finite
number of zones with dependence of the users’ service rate on a zone where the
user is currently residing is considered. The arrival flow of users is defined by a
batch marked Markovian process. The number of users that can receive service
in a cell simultaneously is restricted. The operation of the cell is described by a
multi-server queueing system whose dynamics is defined by a multi-dimensional
Markov chain. The generator of the chain having the upper-Hessenbergian
structure is derived. The stationary distribution of the chain and the main
characteristics of the quality of service are found.

Keywords: adaptive modulation, correlated arrival process, stationary distri-
bution

1. Introduction

The motivation for this research and a brief survey of the related literature can
be found in [1]. The model considered in the present paper is a practically important
generalization of the model from [1] to the case of possibility of batch generation of
user requests. This generalization causes that the Markov chain under study does not
belong to the case of quasi-birth-and-death processes, which essentially complicates
the analysis.

2. Mathematical model

We consider the user’s processing in the cell of a mobile communication network
as service in an N-server queueing system without a buffer. This means that no
more than N users can receive service simultaneously.
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The cell is divided into R, 1 < R < oo, zones. The strength of a signal from a
base station, which mainly defines the user’s service rate, depends on the zone in the
cell in which the user is currently residing. To take this into account, we formally
divide all arriving users into R types corresponding to the zone where the user starts
service. The users’ arrival process is assumed to be defined by the BM M AP (batch
marked Markov arrival process).

This process is the generalisation of the more well-known marked Markov arrival
process (M M AP) to the case of batch arrivals of heterogeneous users. The possible
moments of user’s arrivals in the BM M AP are defined as the moments of the jumps
of an irreducible continuous-time Markov chain 14, t > 0, with a finite state space
{1,2,...,W}. The BMMAP is defined by the set of the square matrices Dy, D7(~l),
r=1,R,1=0,L, where L is the maximum batch size. The entries of the matrix

D,(ﬂl) define the intensities of the transitions of the chain 14 which are accompanied

R L

by the arrival of [ type-r users. Let us denote D = ) > D,(l). The non-diagonal
r=1[=1

entries of the matrix Dy define the intensities of the transitions of the chain v; that

are not accompanied by a user’s arrival. The diagonal entries of the matrix Dy
define the rate of the exit of the chain v; from the corresponding states. The matrix
D(1) = Do + D is the generator of the Markov chain v;.

L
The average intensity A, of type-r users arrival is defined as A\, = 6 > lDﬁl)e, r=
I=1
1, R, where 6 is the invariant probability vector of the chain 14. The average total
R
intensity A of users arrival is defined as A = ) A,. For more information about the

r=1
BMM AP, see, e.g., [2].

Due to the possibility of batch arrivals, we have to fix the user’s acceptance
discipline. We assume the partial admission discipline. If an arbitrary group that
consists of [ users of any type arrives when there are k, k <[, free servers, then [ — k
users start service and the rest of users leave the system without service (are lost),
I=1,L.

Let us consider a user who generates a connection in the rth zone or transits
into this zone from another one during an established connection. We assume that
the user’s sojourn time in the rth zone has an exponential distribution with the rate
wryr =1, R.

There are various reasons for a user to leave zone r listed below:

e the service of the user is successfully completed, and he/she leaves the cell.
The probability of this event is assumed to be pr out;

e the user transits to the kth zone (and becomes a type-k user). The probability
of this event is assumed to be p, x;
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e the service of the user is terminated due to a loss of connection, and the
user leaves the cell without complete service. The probability of this event is
assumed to be py joss;

e the service of the user is terminated due to handover to another cell. The

probability of this event is assumed to be p;. pand-
R
Note, that prout + Prioss + Prohand + 2,  Prg = 1 for each . By multiplying
k=1,k#r
- with the probabilities of these events, we obtain intensities fir servs frks Hrloss
and [, hand of successful completion of the service, transition of the user to the kth

zone, service termination without complete service and handover, correspondingly.
R

It is clear that My = My serv + Hr.loss + My hand E Hr k-
k=1 ktr

We define the total service time of a user in the cell as the time during which
an irreducible Markov chain 7., t > 0, with the transient states {1,2,..., R} and
three absorbing states reaches one of the absorbing states. This Markov chain is
described as follows. The initial state of the chain 7, is chosen among the transient
states depending on the type of a user accepted for service. If this is a type-r user,
the initial state of the chain 7 is the state r, r = 1, R.

The intensities of the transitions of the process 1 between the transient states
are defined by the sub-generator

—M1 MH12 H13 ... HIR

H21  —H2  H23 ... 2R
S = ) ) . _ )

HR1 HMR2 HMR3 --- —HR

When the process n; stays in the rth transient state, the user receives type-
r service. The transition of the process n; from one transient state to another
corresponds to the corresponding change of zones by the user.

The transition to the first absorbing state corresponds to successful service
completion. The intensities of the transition to this absorbing state are defined by
the components of the column vector Sgery = (L1, serv; 12,servs - - - ,/LR,SWU)T.

The transition to the second absorbing state corresponds to leaving the cell
without finishing the service (owing to impatience or dissatisfaction by the quality).
The intensities of the transition to this absorbing state are defined by the column
vector Sjpss = (,ul,lossv M2 1oss5 - - - 7,UJR,loss)T-

The transition to the third absorbing state corresponds to leaving the cell due to
handover. The intensities of the transition to this absorbing state are defined by the

T
column vector Spand = (141, hands H2,hand - - - s R, hand) " -
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Having fully defined the user arrival and service processes, we can start the
stationary analysis of the behaviour of the system.

3. Process of system states

The behaviour of the system under study can be described by the regular ir-
reducible continuous-time Markov chain & = {ny, v, m;}, t > 0, where during the

epoch t the component n; defines the number of users in the system, vy is the state of

y) is the number of

servers at phase r of the service (the number of users in the rth zone), mgr) =0, ng,

BM M AP arrival process, and m; = (mﬁl), ... ,ng)), where m

& m —
>omy ' =ng, r=1R.
r=1

The Markov chain &, t > 0, is irreducible and has a finite state space. Therefore,
the stationary probabilities of the system states

w(n,v, mm, ,m(R)) = tli)m P{ny =n,v = v, mgl) =m, ..., ml(fR) = m(R)}

always exist.

Let us form the row vectors m,, n = 0, N, of these probabilities which are
enumerated in the reverse lexicographic order of the components mgl), ceey ng) and
the direct lexicographic order of the component v;.

It is well known that the probability vectors 7, n = 0, N, satisfy the following

system of linear algebraic equations:

(o, 71,...,wN)Q =0, (wo,w1,...,TNy)e =1 (1)

where @) is the infinitesimal generator of the Markov chain &, ¢ > 0. By analysing all
possible transitions of the Markov chain &,t > 0, during an interval of infinitesimal
length and rewriting the intensities of these transitions in block matrix form, we
obtain the following result.

Theorem 1. The infinitesimal generator () of the Markov chain &, t > 0, has the
following block structure

Qoo Qo1 Qo2 Qo3 ... Qon-1 Qon
Qo Qi1 Qi2 Qi3 ... Qin-1 Qin
Q= O @21 Q22 Q23 ... Qan-1 Q2N |. (2)
0 O O O . QN,N—I QN,N
The blocks @Q;;, i =0, N, [ = max{0,7 — 1}, N, are defined as follows:

Q0.0 = Do, Quan = Do ® [An(S) + A, n =1, N —1,
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Qnn = Do @ [An(S) + AN + D ® Iy,
n+l—1
Qnnsl = ZDU@ HP ,n=0N—-21<I<min{N-1-n,L},

an-‘rl:OWTnXWTn+17n:07N_27L+1§l§N_]-_na

R

QnN—Z Z ®HP ),n =max{0,N — L}, N —

r=1[=N-n

QnN = Owr,xwry, n=0,N—L—1,
Qnin—1 = Iw @ [Ln(Sserv) + Ln(Sioss) + Ln(Shand)], n =1, N,

where [ is the identity matrix and O is a zero matrix of an appropriate dimension;
® and @ indicate the symbols of the Kronecker product and sum of matrices,
| il
respectively; T,, = S,J(rg 11)), ; 8, = (0,...,0,1,0,...,0), » = 1, R. The detailed
H,_/ N———
r—1 R—r
description of the matrices Py (8,), Ln(Sserv)s Ln(Sioss)s Ln(Shand), An(S), A" and
the algorithms used for their calculation are presented in [1].

The number of equations of the finite system (1) with the matrix having the
upper-Hessenberg form (2) may be high. To solve it, we recommend the numerically
stable algorithm from [3] that effectively uses the structure of the generator Q.

4. PERFORMANCE MEASURES

The average number of users in the system at an arbitrary moment is computed
by N*¥5 = Z npe.
The loss probablhty of an arbltrary user upon arrival to the r-th zone due the

system overflow is Pent=loss — 1 Z E 7 [(l — (N — n))D,(a) ®IrJe,r=1,R.
I=1n=N-Il+1
The loss probability of an arbitrary user upon arrival due to the system overflow
L

R N
is computed by Pent—loss — % 3 > m[l— (N - n))Dg) ® It |e.
r=1l=1n=N-Il+1

The intensity of the output flow from the r-th zone is computed by A;f“t =
N _
o mn(Iw ® Lp(S:€™))e, r =1, R.
n=1

The intensity of the output flow of successfully served users is computed by

N
XU = 5™, (I @ L (Sserv))e-

n=1
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The loss probability of an arbitrary user due to a loss of connection in the r-th
. N _
zone is Ploss—connection — % S (I ® Lp(S%%))e, r =1, R.
n=1

The loss probability of an arbitrary user due to a loss of connection is Ploss—connection —
N

i\ Z 7Tn(IW & Ln(Sloss))e-

n=1
The loss probability of an arbitrary user due to handover to another cell is

Ploss—handover _ 1 Z Wn(IW ® L (Shand))
The loss probablhty of an arbitrary user due to handover to another cell from

the r-th zone is computed by Pless—handover _ 1 Z 70 (I ® Ly, (Shand))e.

Here, the column vectors S7¢, Sloss and Sha”d have all zero entries except r-th
entry which is equal to fi serv, frosss forhand, T = 1, R, respectively.
The probability of an arbitrary user loss is computed by

)\out
By

The probability of an arbitrary user loss from the r-th zone is computed by

Ploss =1 — Pent—loss + Ploss—connectzon + Ploss—handaver'

P,{OSS — Prent—loss + Pioss—connection + Pq{oss—handover’ = 1,7R
The probability that the system is empty is computed by P,z = mge.

5. Conclusion

Obtained results supplemented with the developed by authors software can be
used for analysis of the performance of the cell and user’s quality of service under
the fixed configuration of the equipment and for optimization of the limit IV of the
number of simultaneously serviced users under various criteria of the quality of the
system’s operation.
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YipaBjieHue pHUCKaAMU I[IpU ITPOEKTUPOBAHUU
TOIIOJIOTMUA KOMIBIOTEPHBIX cCeTel

A.A. Iupoknit !

L YIIIY PAH, IIpodcorosnast, 65, Mocksa, Poccust

shiroky@ipu.ru

Annoranus

Pemenne 3amaa obecrevenns 6€30MaCHOCTH KOMITBIOTEPHBIX CETEl IacTO
CBOJINTCS K BBIOOPY ONTHUMAJILHOTO Habopa KOHTpMep. IIpu 3TOM BO3MOXKHOCTD
MOAU(UKAINKA TOIIOJIOTUH CeTH OOBIYHO He paccMaTpuBaercs. B To ke BpeMsi
JIJIsT HEKOTOPBIX KJIACCOB ceTedl (B 4acTHOCTH, 6eCpOoBOAHbIX mesh-cereit) re-
PECTpOiiKa TOIOJIOTUU SIBJISETCS €CTECTBEHHBIM IporeccoM. B cBs3m ¢ aTuM
[IPEJICTABJISIETCS 11€JIECO00PA3HBIM PACCMOTPETH BO3MOYKHOCTH IPUMEHEHUS Pe-
3YJIbTATOB, [TOJIYIYEHHBIX B PAMKAaX HCCJIEIOBAHUS BJIUSHUS CTPYKTYPBI CIIO2KHBIX
CHCTEM Ha WX MHTEIPAJIBHBIN PUCK JIJIsl PEIleHns] 3a/1a91 [IPOEKTUPOBAHUS MU-
HUMU3UPYIONIEH PUCK TOMOJIOTUN KOMITBIOTEpHOU ceru. B Hacrosimeir pabore
PaccMOTPEH YaCTHBIN C/Iydail TOYHOI'O PEIIeHUud 3TON 334a4u JJId OLHOPAHIOBOMA
PACIPEIEIEHHONM CeTH TOIOJIOTHN «IITHHAY, 8 TaK¥XKe MPEJJIOKEH aJTOPUTM IIPO-
€KTUPOBAHIS MIHIMHU3UPYIONIEH PHCK TOMOJIOTUU [P PACCMOTPEHUH CIIEHAPUEB
aTaK, CTPYKTYPHO ABJIAIONIUXCA ITPOCTBIMUA ITEIIAMMU.

KuroueBrbie ciioBa: KOMIBIOTEPHBIE CETH, IPOEKTUPOBAHUE TOIIOJIOTUU, YIIPAB-
JICHHE PUCKaMH

1. BBenenue

Perast 3a/1a4u BbIOOpa ONTUMAILHOIO HAGOpa KOHTPMED TP IIJIAHKPOBAHUN 0€3-
OIIACHOCTH KOMIIBIOTEPHBIX CETEl, CHeNUATUCThl U UCCICI0BATEH JaCTO UCIOIB3YIOT
PUCK-OPUEHTUPOBAHHBII 110X0. B ero pamMkax 0OBIMHO IIPOBOJAT UIECHTH(MDUKAIINIO
YyI'PO3, BEPOSITHLIX CIIEHAPUEB aTakW, (POPMUPYIOT MHOXKECTBO BO3MOYKHBIX KOHTPMEP,
a 3aTeM MOJIydYaloT UCKOMbI HAGOp KOHTPMEDP KaK PEIleHHe 3aJ1a9u ONTHMUZAIN
(cm., manpumep, [1, 2, 3]), smbo kak yciaoBue paBHoBecusi B urpe |4, 5, 6.

[Tpu ynpasiennn 6€30MaCHOCTBIO KOMIIBIOTEPHBIX CeTeil BaXKHYIO POJIb UTPAET NX
TorosIorust. BO MHOIMX CJIydasix OHa OLPEJEeAeTcs TPeOOBAaHUAMI K (DYHKIMOHA b
HOCTH CETH U HE MOXKET ObITh U3MEHEHA, B CBA3HM C Y€M BO3MOXKHOCTSIM CHUKEHUSI
PHUCKOB 3a CUET IEPEKOMMYTAIUE Y3/I0B WM UX [I€PECTAHOBKU YJIEIS€TC MUHUMYM

176



DCCN 2023
A.A. IMTupokwuii. Beibop MuHMMU3NpyoOmei puck romosioruu cerun  25-29 September 2023

BHUMAaHUs. B TO ke BpeMs 3Ta 3a/1a9a aKTyaJIbHA I CAMOOPTaHU3YIOMINXCS CeTel,
B TOM 4YHCJe, HAIPUMED, OTHOPAHTOBBIX PacIpeneéHHbIX ceTell cranmapra IEEE
802.11s [7].

B nacrosieit pabore 06cykK1aeTcsi BOSMOYXKHOCTb IPUMEHEHUsI IPUHITUIIOB yIIPaB-
JIEHUSI PUCKaMU CJIOYKHBIX CeTell ¢ yIETOM UX CTPYKTYPHI K 3aj/la9aM MPOEKTUPOBAHUS
TOIIOJIOTMU KOMITBIOTEPHBIX ceTeil. B wacTHOCTH, Oy/ieT pacCMOTPEHO BJIMSTHUE HA
WHTETPAJIbHBIN PUCK TIOJIOYKEHUS y3JI0B OTHOCUTEIBHO MEPUMETPA B CETU C TOIOJIO-
rueit «iuHay. [losyuennnrii pe3yibTar MOXKeT OBbITh UCIOJIb30BAH KAK HAIIPAMYIO
(HaIpuMep, IpU TPOEKTUPOBAHUU OECIIPOBOJIHOM mesh-ceTn), Tak U Npu CleHAPHOM
aHaJIN3e BO3MOXKHBIX aTak. Takke OyleT IPeJJIOKEH aJI'OPUTM IIPOEKTUPOBAHUS
TOIIOJIOTUU KOMIIBIOTEPHOH CeTH, MUHUMHU3UPYIOIIEl PUCK OTHOCUTEJIBHO CIIEHAPHUEB
aTakKd, CTPYKTYPHO SBJISIONIUMHUCS ITPOCTHIMU TETISIMU.

2. OOwmias mocTraHoOBKa 3aJa4yu

PaceMoTpuM CII0KHYIO CHCTEMY, COCTOSIIYIO U3 KOHEYHOIO MHOYKECTBA 3JIEMEHTOB
(00bEKTOB, IOKA IIPOU3BOJIbHOI TIPUPOJIBI): S = {S1,..., Siy ..., Sn},i € N = {1,...,n}.
Bynewm npennonarars, 9To 3j1eMeHTH s; € 5,4 € N, cucTeMbl S SIBJISIIOTCS aBTOHOM-
HBIMHU U, B 9ACTHOCTHU, HE MOI'YT OKa3bIBATDH BJIUSTHUE HA COCTOAHUS JIPYT JIPYTa.

[IpeamonoKmmM, 9To CymecTBYIOT 1Ba CyObeKTa (TakKe IOKa IPOU3BOJILHOI TIpH-
POJIBI), KOTOPBIX Mbl OysieM Ha3biBaTh Urpok A (unade, Arakyrwommii, Attacker) u
urpok D (nnaqe, Samurtauk, Defender), nMmerorue HeCOBIIAIAIOIIAE NHTEPECH OTHOCH-
TeJIHLHO COCTOsIHUs cucTeMbl S. Oupeaes M Jjis KasKI0ro 3jeMenTa §; € S (hyHKImio
JIOKAJILHOTO pUCKa p; (i, y;) : RS)F X ]RS]r — RY, e Rg — MHOKECTBO JeHCTBATEILHBLIX
HEOTPUIATEIbHBIX THCEL.

[Tycrs Ha MHOXKeCTBe 3J1eMeHTOB cucreMbl S 3ajana crpykrypa W = (G(S, E), T),
riae G(S, F) — rpad Ha MHOXKECTBE BEPIIHH-3JIEMEHTOB S €O MHOXKECTBOM pédep F, a
T C S — HeKOTOpOE MOJAMHOKECTBO BEPIINH, KOTOPOe Hy1eM Ha3bIBATH IEPUMETPOM
cucTeMbl S.

Bysiem cunrarh, uTo urpok A aTakyer 3JIeMEHTHI PACCMATPUBAEMON CUCTEMBI IO
BBIOpaHHO# uM 1en ¢ = (u, v),u € T,v € S, mpudaéM mepexo/] u3 HEKOTOPOil BEPIITNHBI
§; € € 10 MHIMJCHTHOMY €ii peOpy B CMEXKHYIO BEPIIHHY S; € € OCYIIECTBJISETCS
TOJIBKO B CJIydae YCIEIHON aTaky 3JIEMEHTa S;.

Mycrs © = (1, ..., Zpn), ¥y = (Y1, .-, Yn) — HEKOTOPBIE JIOIYCTUMBIE PACIPEJIEICHUST
pecypcoB urpokamMm D m A COOTBETCTBEHHO MEXK/y BEPIIMHAMHA — 3JIEMEHTAMIN
cucreMbl S . Byiem paccmaTpuBaTh OrpaHUYeHHbIE, HEOTPUIIATEIbHBIE I MOHOTOHHBIE
pyHKIMM JIOKAJBHOTO PUCKA BHJIA

pl(wvy) :ul(xay) pl(x7y) (1)
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JUIst KazKk10it Bepmael s; € S. 3neck ui(x,y) : R x R} — R(J)r — (YHKIWSI, OIUCHI-
BalOIIadA 3aBUCHMOCTD OXKHJIAEMOro ymiepba B cIydae YCIEITHOI aTaKH 3JeMeHTa S; B
3aBHCHMOCTH OT pacIpejiesiennii pecypcos x u y, a pi(x,y) : R} x Rt — (0,1] — Be-
POSITHOCTD YCIENIHON aTaK| 3JIeMEHTa S; B 3aBHCUMOCTH OT PaCIpelesIeHnil pecypcoB
T uy.

Basosast Mozieb yIpaBIeHns PUCKAMU CJIOXKHOI CHCTEMBI CO CTPYKTYPOil U Hepu-
METPOM 3aJIaETCsl CIIELYFOIIUM KOPTEKEM:

<S = {Si}i€N7 T7 E7 Da A7X7 Y7 {pz(7 '>}i€Nap('7 )>7 (2)

rae X u Y — o0bEMBI pecypcoB, paciojiaraeMbiX urpokamu D u A cOOTBETCTBEHHO.

Ecmu crpykrypa W = (G(S, E),T) dukcuposana, 10

o yeavlo Sawumuuka SIBJISIETCS paclpeie/ieHne JOCTYIIHOro eMy pecypca X MexK-
ﬂy JIEMEHTAMUN CUCTEMbI S C TeM7 qTO6bI ILO6I/ITBCH MaKCUMaJIbBHO BO3MOXKHOT'O
CHUKEHUsI 3HAYCHUsT (DYHKIIUN WHTEIPAJIBLHOIO pUCKa p(T,y);

o yeavio Amaxyrouiezo — HAOOOPOT: paclpelenTh JOCTYIHBIA eMy pecypc Y
MEKIy JIEMEHTaMU CUCTEMBI S TaKUM 00pa30M, YTOOBI JOOUTHCSI MAKCHMAJIBHO
BO3MOXKHOI'O YBEJIMUYEHUsI 3HAYEeHNUs (DYHKIUH UHTErPATBLHOTO pucka p(x,y).

O6o3naunm 2 (X) MHOXKECTBO JIOIYCTUMBIX paclpejeseHuii pecypca X Mexiy

sjieMeHnTamMu cucteMbl S urpokoM D, a % (Y) — MHOMXKECTBO JIOIYCTUMBIX PACIIpPejie-
JIEHUH pecypca Y MexKIy 3JieMeHTaMHi CUCTeMBbI S UrpokoM A:

2(X)= (xl,...,xn)eRﬁ:xiZO,ieN,inzX , (3)
i=1

n
YY) =S (Y1, yn) ERT 1y 2 0,i €N, 4 >V 5. (4)
=1
Torma 3aa49a urpoka D («Saﬂaqa SamHTHHKa>>) 3aKJII09aeTCd B HAXOXKJICHUN pac-
npejesieHust pecypca x* € 2, MUHUMU3HUPYIOIIEro NHTETPAJIbHBINA PUCK, U (DOPMAJIBHO
MOZKET 6BITI> 3alliCaHa B BHJEC:

n
o* = Argmin p(z,y) = argmin Y _ p;(z, ). (5)
ze€X ze€X i—1

Awnastornuno, 3amada urpoka A («3a1ada ATakyomeroy ) 3aKJI0YAETCs B HAX0K-
JIEHUU pacipejiesieHnst pecypea y* € % MaKCHMUBUPYIONIEr0 HMHTErPATbHBIA PUCK, U
MOXKET OBIThH 3aIlMCaHa B BUJIE:

n
y* = Argmax p(z,y) = argmax » _ p;(,y). (6)
yeX yeX i—1
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Eciu xe crpykrypy W = (G(S, E),T) MoxkHO u3MeHsTh (Hanpumep, MoauduIm-
pyst MHO)KecTBa E u/umu T'), To npexe, yem pemarh 3aga4y (5), 3alUTHIK MOXKET
JIOTIOJTHATEJIBHO CHU3UTH PUCKHM, PEIIUB 3a/ady MOCTPOEHUS CTPYKTYPbI, OITUMAJIBHOM
B CMBICJIE MUHUMU3AIUU PUCKOB.

3. 3a/jaya MUHUMHK3AUUA PHUCKA NOPUA MPOEKTUPOBAHUU OJIHOPAHTOBOI
pacrpeesiéHHOI CEeTH TOIIOJIOTUH <«IIUHA»

Buadaje paccMoTpuM YacTHYIO 3a3/1a4y, 3aK/IIOYAIONLYIOCA B BHIOOPE pa3MeIeHust
Y3JIOB CeTH, MUHUMU3UPYIOMIET0 UHTErPAJIbHBIN PUCK B CIIEHAPUU HOCJIEI0BATE/IbHOM
aTaKU y3JI0B HauWHad C HEKOTOPOIr'o y3Jja-IIepUMeTpa.

[TpenoaoKuM, 9To0 Mbl pAcHogaraeM MHOXKeCTBOM S = {81, ..., S, } Y37I0B, Kax-
JBIl 13 KOTOPBIX MOYKET BBINOJIHATHL (PYHKIINH MapiuipyTusaTopa. s Kaxkoro
3JIEMEHTA MHOXKECTBA §; HAM H3BECTHA BEPOSITHOCTH Pj, UTO OH OYJET YCIIEIHO aTa-
KOBaH (B HEKOTOPOM CMBIC/IE) 3JI0yMBIILJIEHHUKOM. TakzKe OyJleM CIUTaTh, YTO HAM
U3BECTHBI BEJIMYUHBI yIiepba u;, TPUUNHSAEMOrO 3alllUIAeMOil CUCTEME B CJIydae
YCIIEITHOM aTaKh COOTBETCTBYIOIIETO y3Ja. B paccmarpuBaeMoM ciydae UI'poK A
[IOCJIEJIOBATEILHO ATAKYET Y3JIbl 3aIUIIAEeMON CeTH, HAUNHAsT ¢ HEKOTOPOTO BBIOMpae-
MOro UrpokoM D y3ja-rniepuMeTpa U IPOJIBUTasCh Jajee 1Mo cocelsam. Kaxkupiit y3en
urpok A mocermaeT poBHO OJMH Paa3.

s samucu (hopMasIbHON TTOCTAHOBKH 3389l BOCIIOJIB3yeMCsT MOIU(DUITUPOBAH-
HBIME 0003HAYEHUSIME U OIIPe/IeJIeHUsIME, BBEJIEHHBIMEU B pabore [8].

Onpepenenue 1. [Tycmo 3adan epap G (V ={v1,...,vn}, E = {(v;, vi+1)}?;11> ,n €
N u nepumemp T = {v1}. Tozda 6ydem 2060pumv, wmo xopmestc W, = (G(V, E),T)
3adaém cuenaputll amaxy 0AUHbL 1.

Ormerum, uro rpad G sBiIsIeTCs TPOCTOH TEIBIO.

Omnpenenenne 2. Baaumio-odnosnavroe omobpasicenue M~1 1 S — V,§ =
{51,y 8n},n € N: Vi <n3lj <n:v;j =M (s;) 6ydem nasweamv pasmeweruem
yano6 S 6 cuenapuu Wy. Coomeemcmsyrowee obpammnoe omobpasicenue M : V. — S
bydem nazvieams npoexyuet cuenapus Wy na muoocecmso y3nos S.

B maspHeiimem jist yaobcTBa MbI 6y1€M OIyCKATh HUXKHUI WHIIEKC Y 0003HAUEHU ST
CIIeHAPHSI.

J11s1 TIPOM3BOJILHOIO 3a1aHHOr0 pasMernenus M 1 : S — V MoxkHO paccuutaTsh
3HAUEHNE MHTErPAJbHOIO PUCKA

p(SSW, MY =" prrun)s (7)
i—1
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TA€ Ppf(v;) — 3HAUEHHe JIOKAJIBHOTO pHCKa Jyis y3ma M (v;), m 3anucarb 3aady
MUHAMU3AIAN UHTEIPAJIBHOIO PUCKA, 3aKII0YAIONLYIOCHd B IIOUCKE MHOXKECTBA M;ﬁn
TaKUX pa3MeNIeHnH, /I KayKJIOr0 U3 KOTOPBIX JIOCTUTAETCs MUHUMAJIbHOE 3HAYEHUE
UHTEIPAJILHOIO PUCKA PUCKA Ppin !

n
M;ﬁn = Ai\%glinp (S, W, M_l) ! Pmin = ZpM(vi)VM_l € M;ﬁn (8)
=1

Omnpepnenenue 3. Bydem 2o6opums, 4mo yaav. S;,5; € S,1,j € N,i # j necmpozo
YNopAdoueHDL MO B03PACAHUIO (YOBIBAHUIO) NOKAADHOZ0 PUCKA U 3ANUCHIBAMD S; = S;
(si = s5) ecau npu 3adarmom cyenapuu amaxu W das mobox pasmewenuds M LK1
u aobvir maxuxr undexcos p,q,k,l, p < q, k > 1, wmo s; = M(v,) = K(vg),
s; = M(vq) = K(v) evnoanaemesa Hepasencmeo p(S,T/V,Mfl) < p(S,VV,Kﬁl)
(b (S, WM > p (S, W, K1),

B pabore [8] 6buin JJoKa3aHbI CIEIYONNE YTBEPXK ICHUSI.

YrBepxkaeuune 1. [Tycmo N = {1,...n},S = {s1,...,8,}. To2da Vi € N \

. . u; pit1(1=ps) . , u; Pi+1(1-pi)
{n}si = siv1 = Uit1 < pi(1—pit1)’ 5 = Sit1 Uit1 = pi(l—pit1)”

YrBepxkaenune 2. [Iyemv N = {1,...n},S = {s1,...,sp}. Toeda Vi,j, k € N :
i<j<k8ij8jj8k = 35; =X Sk.

OTH yTBEPXKACHUA 3a0aI0T TPAHZUTUBHBIN KPUTEPHUH yIOPAIOUYNBAHUS y3JI0B B
CIIEHAPHUH aTaKWU U [O3BOJISIIOT PENIUTh 3a1a4y (8) Jjist JTF000ro paccMaTpuBaeMoro
CIleHapus B ODOIIEM BUIIE.

4. AJgropuTM NTPOEKTUPOBAHUS MHUHUMH3UPYIOIIEl PHUCK TOMOJOTUU
KOMOBIOTEPHOII ceTu

PaccMOTpUM KOMIIBIOTEPHYIO CEThb C N y3JIaM#, 3aJal0NUMU MHOXKECTBO S =
{s1, ..., Sn}. BHaugase GyjeM npejiosaraTb, 9T0 BCe 3JIEMEHTBI JOCTYIHBI JIJIs ATa-
KYIOIIEro, TO €CTh MOJE/Ib CeTH Ha Hada/bHOM 3Talle IIpeJCcTaB/seT coboil MOJIHbBII
rpadd G(V, E),V = S, E = Uj+;j(s,5;),1 <4,j < n, a BOSMOXKHBIC CIICHAPUHI aTa-
KI — MapUIpyThl B HEM. B HacTosmeil paboTe paccMaTpUBaIOTCA TOJILKO CHEHAPUH,
SABJISIONIAECA TTPOCTHIME ILy TSIMH.

IpeanonoxxuM, 9T0 ATaKyOIMii XO49eT HAHECTU PACCMATPUBAEMOI CeTH MAKCH-
MaJIbHBIH ymep6. Torna oH JOMKeH yCHenHo aTaKOBaTh BCE Y3Jbl 6€3 MCKIIOUCHUS,
pEIUB IIPU 9TOM 3ajady, obpaTHyo 3aga4e (8):

an}m = Argmax p (S, W, Mﬁl) ! Prmaz = ZPM(W)VMA € M;&m 9)
M-t i—1
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rue M;L}m — MHO2KECTBO pa3MeEIeHU, NJid KaXKJI0T0 U3 JIEMEHTOB KOTOPOT'O HOCTH-
raeTcs MaKCUMAJIbHOE 3HAYEHUE UHTEIPATBLHOTO PUCKA PUCKA Pmaz-

C y49éToM M3JI02KEHHOTO B IIPEIBIIyIIeM Haparpade pe3ysibrara peleHne CTPOUTCST
TPUBUAJBHBIM 00Pa30M M 3aKJIIOYaeTCd B BBIOOPE IIPOCTOIO IIyTH (vf‘,vé“, ...,v;?),
BKJIFOUAIOIIETO BCE BEPIIUHBI MOJIEJIBHOIO Tpada G, IpuIéM v; = Vi1 Vi < N.

3ajada 3alUTHUKA, B CBOIO 0YEPE/lb, 3aK/II09a€TCI B TOM, 9TOOLI HAIIPABUTD
ATakyrorrero 1o HaMMeHee «BBITOHON» JJIsT TIOCJIETHETO TPACKTOPUHU. DTa TPAEKTOPUS
TaK»Ke JIETKO BBIYUC/IAETCS W, KaK U B MPEIbIIYINEM CIydae, MPeICTaBiIsieT coboit
IPOCTO# My Th (UID Job ol )7 BKJIIOUAIONINI B cebsi Bce BepmuHbl rpada G, npudém
v; 2 V41 Vi < n. OTMeTHM, 9TO B CIydae, KOT/Ia BBITIOJHEHO YCIOBHE

L—pi 1-p;

= — 1=7,4,] €L,...,n}, 10
Uipi ujpj t J (10)

obe 3a/1a41 UMEIOT €JIMHCTBEHHOE PEeIlleHrne, TPUIEM Ul-D

Arakyromumit 1 3allUTHUK CTPEMSTCS K Pean3aliyl IPOTHBOIOIOKHBIX TPAEKTOPHIA.
Torjia asropuT™ perreHus 3a/1a49u 3alUTHUKA [P BbiosHeHn: ycsosus (10)
BBITVISIUT CJIEIYIONIAM 00Pa3oM:

_ A
= v};_; 1. UHBIMEI ciioBamu,

1) OGecrieunTs eAMHCTBEHHBI MITI03 BO BHEIIHIO CETh (331aTh LEPUMETD) B y3ile
D A

vy (om ke v)).

2) Hasmaunts yzen v rexymumM (MOJOKUTE 4 paBHBIM 1).

3) TocuenoBaresbHO yausTh pébpa, COeMHSIIONIIE TeKYIIUHA y3es v
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U s Uy 1y eey Ui 1 -
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4) Ecmm i < n, TO HA3HAYUTDL TEKYIMM y3e/1 vy, (HOJIOXKUTD i PaBHBIM i + 1).
5) Iepeiitu K myHKTY 3.
OTMeTnM, 9TO NIPU BBINOJTHEHUH YCJIOBUST

D

i C y3JIaMu

1—])1_1

o ujp’;J Vi,je{l,..,,n}, (11)
V3JIbI CTAHOBSITCSA HEHTPAJILHBIMU K IIEPECTAHOBKAM B CMbIC/Ie yTBepxKaeHust 1. B To
JKe BpeMst, ecJii 3alllUTHUK 3HAET O TOM, UTO B JajibHeiIeM OyIeT pacioaraTb HEKIM
OrpaHUYEHHBIM PECYPCOM, C IIOMOINIbIO KOTOPOT'O OH CMOKET CHUKATH y/EJbHbIE BEPO-
ATHOCTHN yCHGLHHOfI aTaKU ySHOB, TO y HET'O IIOABJIAETCA ILOHOJIHI/ITG.HI)HBII;'I KpI/ITepI/Iﬁ
VIOPSIIOYEHHOCTH. A nMeHHO, 3aIIUTHUK Oy/1eT 3aMHTEPECOBAH B TOM, YTOOBI BBIHECTH
OJImzKe K IepUMEeTPy Y3Jibl, HanboJjiee OT3bIBUUBBIE K BBIJIEIEHUIO PECYpPCa B CMBIC/IE
[OBBIIIEHHST UX CTOMKOCTH K geicTBusaM Arakyromero. B pamMkax Hacrosieir paboThl
3Ta 3aJia4a MMOKa He PACCMATPUBAETCSI, HO IPEJICTABISIETCS HHTEPECHON I Oy IyInx
NCCJIEJOBAHUM.
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5. 3akJroueHue

B nacrosmeit pabote paccMaTpuBaeTcs 3a/a49a MONCKa MUHUMU3UPYIOIEH prcKa
TOMOJIOTUU TP TPOEKTUPOBAHUU KOMIIBIOTEPHON ceTr. ComepKaTeIbHO MOJTy YeHHBII
pPe3YIbTAT TPECTABIISIET COOOI MPABUIIO PA3MEINIEHNsT Y3/I0B B 3aBUCUMOCTH OT UX
YAAIEHHOCTH OT TepuMeTpa ceTu. TakyKe MpeIosKeH AJTOPUTM TPOEKTUPOBAHHUST
TOWOJIOTAN, MUHAIMU3UPYIOIEH PUCK OTHOCUTEJIBHO CIICHAPUEB aTaKU, CTPYKTYPHO
SIBJISTIOTIIAMMUCST TIPOCTBIMU TIETISTMH.

JanbueitimuMm pazsutueM pabOTHl BUIUTCS U3yU€HNE BO3MOYXKHOCTU (POPMYJIUPOB-
KU TIPABUJI TIOCTPOEHUST TOTIOJIOTUH, MUHUMIT3UPYIOIIIX PUCKH TIPU OOJTee CITOKHBIX
CIIeHAPHUSIX BEPOSITHBIX aTak. Takke MPEeJCTAB/ISET UHTEPEC PEIleHre 3a/1a1 TUHAMU-
YeCKOM ONMTUMU3AINY TOTOJOTHH TIPU aTaKaX PA3INIHOTO MPOMUIIS.
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Abstract

The paper deals with the issue of detecting adversarial attacks on machine
learning models. Such attacks are understood as deliberate (special) data
changes at one of the stages of the machine learning pipeline, which is designed
to either prevent the operation of the machine learning system, or vice versa,
to achieve the desired result for the attacker. Contention attacks pose a great
threat to machine learning systems because they do not guarantee the results
and quality of the system. And such guarantees are, for example, mandatory for
the use of a machine learning (artificial intelligence) system in critical areas such
as avionics, automatic driving, special applications, etc. The article considers
one of the possible detectors for the so-called evasion attacks.

Keywords: machine learning, adversarial attacks, explainable artificial intelli-
gence, evasion attacks

1. Introduction

Machine learning systems (and, at least now, it is a synonym for artificial
intelligence systems) depend on data. This tautological statement leads, in fact, to
quite serious consequences. Changing the data then, generally speaking, changes
the performance of the model. But, machine learning models are always trained
on some subset of data (training set). And only then, at the operational stage, the
model meets with real data from the general population. And these data may, in
their characteristics, generally speaking, differ from those on which the model was
trained and tested. That is, in the most usual (natural) way, a machine learning
model, when working on real data, may not show the metrics that were achieved
when the model was trained and confirmed during testing. But what if there is an
opposing party for the model being used, which will purposefully look for such input
data that affects the operation of the model? This issue can be especially acute for
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critical applications (avionics, automatic driving, cybersecurity, etc.). Such targeted
actions are called attacks on machine learning systems [1].

Adversarial attacks, which are possible for any discriminant machine learning
models, pose a great threat to machine learning systems, since they do not guarantee
the results and quality of the system. And such guarantees are, for example, manda-
tory for the use of a machine learning (artificial intelligence) system in critical areas
such as avionics, automatic driving, special applications, etc. [2, 3].

Detection (determination of the fact of implementation) of such attacks is the
subject of this work. The remainder of the article is structured as follows. In Section
2, we dwell on the taxonomy of attacks. Section 3 deals with attack detection. Section
4 presents the developed algorithm for detecting evasion attacks.

2. On the taxonomy of attacks
The following classification is quite general:

Place and time of attack

Knowledge about the attacked system
Goals and objectives of attacks
Application subject: digital or real objects
Subject area (domain)

Attacks can be carried out at different stages: training the system (attacking
the algorithm) or using it (attacking the model). Methods for carrying out attacks
can be different. The goals of the attacker can be different - espionage (theft of
information), sabotage (obstruction of work). All this can lead to different attacks.

Attacks can use evasions, poisoning, trojans (backdoors), reprogramming, and
extracting hidden information. Dodge (commonly referred to as adversarial attacks)
and poison are the most common attacks these days. Physical and digital attacks
differ in the place of data change: real or digital objects. Attacks (harmful distortions)
can differ in their goals: targeted (targeted) attacks, non-targeted or universal. For
example, if we want to change the result of a particular classification, this is a
targeted attack, if we want to worsen the performance of the classifier altogether,
it is a non-targeted attack. Targeted attacks are more complex than non-targeted
attacks, but a complete list might look like this:

1) the attacker is trying to influence the machine learning system (to prevent it
from working correctly)
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2) the attacker wants to achieve a special result in the work of the model

Or in another wording;:

1) the attacker manipulates the data in order to influence the machine learning
system (prevent it from working correctly)

2) the attacker manipulates the logic of the work in order to achieve a special
result in the work.

If we talk about subject areas, then the following should be noted. All discriminant
machine learning models are attackable. The biggest problem is obviously critical
applications (avionics, automatic driving, etc.). Most applications in such areas are
classifiers. According to the study of projects in the field of sustainable models [4],
subject areas are described by the following list: Data (for critical applications):

e images (video) - classification,

e sound - distortion (change) of meaning, classification,

e text - classification

time series - search for anomalies

Among the models, attacks on graph models of machine learning can be singled out
separately.

Speaking about the significance of attacks, it can be noted that attacks by evasion
(modification of input data) are potentially the most frequent. If the model requires
input data to work, then you can try to modify it as needed. Attack schemes are
considered in more detail in our work [4]. Evasion attacks on image classification
systems are considered in detail in [5, 6]

3. On the detection of attacks

Speaking of adversarial attacks, most of the work focuses on the success of such
attacks for given maximum changes (usually in one of the L-norms) [7], certified
stability [8], and adversarial training [9].

In our work, we proceed from a situation where any changes to the model or
its overtraining are not an option. For example, we proceed from the need to
protect some ready-made MLaaS solutions. Evasion attacks are modifications of the
input data that, for example, fool the classifier. Classifiers are mentioned because
it is precisely this kind of system that is typical for critical applications. Such
modifications are usually built as modifications (with a given change budget) of
legitimate data. And the task of the detector is precisely to evaluate the input data
in binary form - is it an adversarial instance of the data or not?
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4. On the proposed algorithm

The evasion attack detection algorithm proposed in this paper is based on the
difference in explaining how the model works for adversarial and “normal” examples.
Approaches to explaining how machine (deep) learning models actually work are
becoming increasingly important [20]. In many applications, the classic black box is
not acceptable. In particular, we cannot, for example, talk about any evidence of
the stability (reliability) of the model if we operate with a black box.

Currently, depending on the domain of interpretability, we can divide the methods
of "model interpretability” into two different categories: ”global interpretability”
and "local interpretability” [10]. Global interpretability methods aim to reveal the
behavioral characteristics of the model as a whole in order to better understand how
the model makes decisions in various input situations. This type of interpretability
focuses on the overall performance and characteristics of the model, which can help
us analyze the generalizability, potential defects, and possible areas for improving
the model. Local interpretation methods aim to focus on the predictive behavior of
a model given specific inputs in order to better understand how the model makes a
decision in a particular situation. Such methods can help analyze the performance of
the model in individual cases, identify possible anomalies in behavior, and identify
potential flaws in the model. One frequently used approach to local interpretation
is the CAM family of methods (CAM, Grad-CAM, Grad-CAM++)[11]. It is an
interpreted method for rendering model output. Because a convolutional neural
network uses a sliding window (convolution kernel) to extract features from an input
image, the extracted feature map often has some correlation with the input image in
pixel space. We can say that the information expressed in the weight of the feature
map can reflect the importance of the respective feature for network prediction.

In recent years, deep learning security research has increasingly focused on the
interpretability of hostile (adversarial) examples. Since adversarial examples are
algorithmically constructed as modifications of “pure” data, the interpretability of
adversarial examples should account for differences in the processing of “normal”
and adversarial data. Why is the adversarial example such? In [13, 14, 15, 16],
various methods for studying this aspect are proposed. One of the simplest and most
easily interpretable approaches is to use salience maps, attribution maps, and class
activation maps to identify differences between normal and adversarial examples.
These methods avoid the need to change the model and use the local interpretability
of the model to explain the input.

We propose [18] a locally interpretable algorithm that combines two interpretable
methods: ”class activation maps” and ”"model attribution maps”. In the initial
experimental phase, several model attribution methods were compared, such as
integral gradient, significance map [17], and controlled backpropagation. Controlled
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backpropagation has a higher definition due to the processing of the model back-
propagation gradient values, while the contours of the adversarial example maps are
blurred to a certain extent due to the introduced perturbations.

For adversarial examples, the area of data that the model pays attention to is
more scattered[19]. Thus, a normal sample class activation attribution map has a
sharper contour and more focused areas of interest, while an adversarial sample class
activation attribution map has a fuzzy contour and more disparate regions of interest,
showing several different regions of interest in a class activation attribution map.

5. Conclusion

The paper presents a new algorithm for detecting adversarial evasion attacks
based on the interpretation of the process of processing adversarial examples. The
detector uses two different approaches to interpretability: ”attribution maps” and
”class activation maps”. Using both the ”outline” of the object in the image and
the "region of interest” of the model, the differences between normal and adversarial
examples are explored. Using the ResNet architecture, the detector was trained on a
dataset containing class activation attribution maps for both normal and adversarial
instances, resulting in a CNN model for adversarial instance detection after training.
Experiments were performed on the ImageNet dataset using a pre-trained ResNet50
model as a threat model. The results show that the detector handles various
types of adversarial examples with small perturbation coefficients well and exhibits
high tolerance. Thus, the proposed algorithm has been tested on real attacks, the
implementation code has been made publicly available.
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Abstract

This article is devoted to the detection of adversarial attacks on machine
learning models. In the most general case, adversarial attacks are special data
changes at one of the stages of the machine learning pipeline, which are designed
to either prevent the operation of the machine learning system, or vice versa, to
achieve the desired result for the attacker. But there is also a form of attack
aimed at extracting non-public information from machine learning models. These
include model inversion attacks. These types of attacks pose a threat to the use
of machine learning as a service (MLaaS). Machine learning models accumulate
a lot of redundant information during training, and the possibility of exposing
this data while using the model can come as an unpleasant surprise.

Keywords: machine learning, adversarial attacks, model inversion

1. Introduction

Machine learning systems (and, at least now, it is a synonym for artificial
intelligence systems) depend on data. This tautological statement leads, in fact, to
quite serious consequences. Changing the data then, generally speaking, changes the
performance of the model. Purposeful data changes are attacks on machine learning
models [1]. But the models themselves can be directly affected during attacks.
For example, weights can change on the fly, malicious code can be loaded into
weights, etc. Adversarial attacks, which are possible for any discriminant machine
learning models, pose a great threat to machine learning systems, since they do
not guarantee the results and quality of the system. And such guarantees are, for
example, mandatory for the use of a machine learning (artificial intelligence) system
in critical areas such as avionics, automatic driving, special applications, etc. [2, 3].
An attack directly on the model also carries additional risks of extracting private
information stored in machine learning models [4]. Detection (determination of the
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Input Hidden Output
X1 : Y1
X2 : Y2
Xn : ; : Ym

Fig. 1. Multilayer perceptron

fact of implementation) of attacks related to the extraction of information is the
subject of this work. The article was written based on the results of the master’s
thesis, performed at Lomonosov Moscow State University.

The remainder of the article is structured as follows. In section 2, we focus on
attacks on intellectual property. Section 3 presents the developed algorithm for
detecting extraction attacks. Section 4 presents the conclusion.

2. On data extraction from machine learning models

In some classifiers, these types of attacks are also referred to as attacks aimed at
stealing intellectual property. With the help of such attacks, one can, for example,
restore the algorithm of the model or obtain various information about the training
data. The American Standards Institute NIST in its glossary [5] defines 5 types of
such attacks:

Data Reconstruction
Memorization
Membership Inference
Model Extraction
Property Inference

The Model Extraction attack is perhaps the most understandable in its logic
[14]. If we have the ability to interrogate the model, then we can accumulate a set of
inputs and outputs <x, Y> and use this set as a training dataset to create a shadow
model. This is one of the easiest ways to replicate the functionality of an existing
model. In this regard, we can mention a multilayer perceptron, which just solves
such problems (Fig. 1), by selecting hidden layers. We also note that all attacks of
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Fig. 2. Model inversion [§]

this class depend on the possibility of multiple polling of models. First of all, they
are focused on attacks on MLaaS (machine learning as a service) systems [15].

Data reconstruction attacks should be recognized as the most serious in terms of
access to private attributes. These attacks try to restore the input (training) data
of the attacked model based on the results of its work [6]. Another name is model
inversion attacks [7].

The idea is actually quite transparent - the data that was in the training set
should be recognized better (the peak of the graph in Fig. 2) than those that were
not in the set. Memorization attacks are a class of techniques that allow an attacker
to extract training data from generative machine learning models such as language
models [9]. Generalization and memorization in machine learning models are coupled,
and neural networks can remember randomly selected datasets: deep learning models
(in particular, generative models) often remember rare details about the training
data that are completely unrelated to the task at hand. This “extra” data becomes
the target of the attack. Membership Inference attacks are aimed at determining
whether a particular record or data sample was part of the training data set [10]. As
a rule, such attacks are adapted to be executed in the black box mode (Fig. 3).

In Property Inference attacks, the attacker tries to learn global information about
the distribution of the training data. The goal is to disclose confidential information
about the training sample (for example, dependence on some attributes, etc.) [11].

3. On the model inversion attack detection

The Fig. 4 shows a generic form of the model inversion attack, where the attacker
wishes to infer sensitive information related to the class represented by label. Let
flabel (x) represents the output confidence that the input vector x matches the target
class, represented by label. E.g., in the case of facial recognition, label presents the
name (ID) of a person whose facial features are the goal of an attack. The algorithm
receives a vector x = (xg, Z1, .., Tn), where some of the values may be non-sensitive
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Fig. 3. Membership inference [11]

Algorithm 1 General Model Inversion Attack

Require: Initial vector x with non-sensitive features and random
value for sensitive features
Ensure: Output vector x with inferred sensitive features
while fj,pei(x) < THRESHOLD do
x —x+a- Vfigper(x)

Fig. 4. A typical model inversion attack [13]

data that the attacker could obtain about a target user and unknown sensitive
data (they are initialized with any values). The goal of the attack is to maximize
confidence (or minimize error) in the prediction according to the given threshold.
This is achieved in a standard way for machine learning, using gradient V ﬁabel (x)
movement with some step a.

Our Model Inversion attack detection technique is to find the difference between
the results of the (n)-th and (n + 1)-th iterations. Initially, we define a window
in which ten image requests can be placed. When the user submits the second
request, we start calculating the L2 norms. If the L2-norm value is less than 100 (this
threshold may differ in different datasets), we can identify this query as a possible
attack behavior. We then calculate the cosine similarity for each of these suspicious
queries. If the cosine similarity consistently exceeds 0.9, this can be classified as a
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Algorithm Detector for Model Inversion Attack
1: function Detector(inputs:list, window:int, L2_max, cosine_max)
2: L2 value =[]

3 cosine_value =[]

4 if len(inputs)>=2 then

5 L2 value.append(L2_norm(inputs[-1],inputs[-2]))

6 cosine_value.append(cosine_similarity(inputs[-1],inputs[-2]))

7 end if

8 if in L2_value has continuous window items >=1L2_max then

9 if in cosine_value has continuous window items >= cosine_max then
10: print(’This is Model Inversion Attack’)

11: end if

12: end if

13: end function

Fig. 5. The proposed model inversion attack detector

model inversion attack given that the average user rarely repeats the same query for
the same image more than ten times. The pseudo-code is presented in Fig. 5.

4. Conclusion

The paper presents a new algorithm for detecting inversion attacks based on the
evaluation of successive requests. The idea of attack detection is that during an
inversion attack, the attacker will sequentially refine the solution, and, accordingly,
successive requests will be similar to each other. Detection of the fact of small regular
changes in successive requests serves as a signal that an attack is being carried out.
The proposed algorithm has been tested on real attacks, and the implementation
code has been made publicly available [16].
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KOHKYPEHIIM! 3a BBIYNCJIUTEJbHBIN pecypc
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AnHOTaUS

B crarpe paccmarpuBaeTcs MOJENb PA0OTHI BEIYHCINTEIBHOTO [IPOIIECCOPA B
BHJIE CHCTEMBI MAaCCOBOI'O OOC/IYyKUBAHUSI C HEOIPAHUIEHHBIM JHCJIOM ITPUOOPOB
u Jlerpajaimeil ckopocTu obciryKuBanusi. Jlerpajanusi CKOpocTu 00CIyKUBa-
HUs O3HAYAET PYHKIMOHAIBHYIO 3aBUCAMOCTb WHTEHCUBHOCTU OOCIIY KUBAHUS
[IOCTYIAIONINX 3aIlPOCOB OT ODIEro JHCja 3alpOoCcoB B cucreMe. BBesenne B
MOJIESIb TaKO! (DYHKIIMK MO3BOJISET yUYUTHIBATH CHUKEHHE ITPOU3BOIUTEIHHOCTH
IIpoIieccopa Mpu yBeJIUYeHUN HATPY3KU Ha Hero. B pesyibrare Moaudukammn u
[IpUMEHEHUsT METOJIa aCUMIITOTHIECKOrO aHa n3a ObLIa, mojTydena [ayccoBekas
ANITPOKCUMAIIAS PACIIPE/IeSIEHUs] BEPOATHOCTEHN UrcIa 3asBOK B CUCTEME, ITO CO-
OTBETCTBYET PACIIPEJIEIEHUIO OJTHOBPEMEHHO BBITIOTHSIEMBIX 33/1a9 IIPOIIECCOPOM.

KiroueBbie cjioBa: KOHKYPEeHIIUA, @yHKLLI/ISI Jerpajgalinun, Teopusd MacCoOBOTO
O6CJIy}KI/IBaHI/I$I7 METO/ aCUMIITOTHUYECKOI'O aHaJIn3a

1. BBenenue

QPusnuecKre BLIMUCIUTEBHBIE MAITMHBI MOT'YT UMEThb Pa3JIMIHBIN MacITad oT
IIEPCOHAJILHOI'O KOMIIbIOTEPa C HECKOJBbKUMU dAJpaMU B IIPOIECCOPE /10 OIPOMHBIX
cepsepoB u Data-tienTpoB. U jijist Bcex 3TUX CIy4daeB HAOIIONAETCS SIBJICHUE CHUKEHUST
[IPOU3BOJINTEBHOCTH IIPU YBEJINYeHn! HArpy3Ku Ha uux. [lon yBenmdennem Harpysku
[10/IPAa3yMEeBAETCsl yBEJIMIEHUsT OJITHOBPEMEHHO BBINIOJIHsIEMbBIX 3ajad. OcBellenne 3Toit
Ipo0JIEMBI B JINTEPATYPE MPEXKJE BCErO CBSI3aHO C U3YyUEHHEM pPabOTHI 00JIAUHBIX
y3iioB [1], [2] u pabGorbl Ha HEX pa3HOrO YMCIa BUPTYAJbHBIX MammH. Mogeaupo-
BaHUE CKOPOCTHU OOCJIy?KUBAHUSA TAKUX CUCTEM JIOJI2KHO BKJIIOYATH 3aBUCUMOCTH OT
KOJIMYIECTBA KJIMEHTOB, paboTaIoONNX ¢ 0DJIaYHbIM y3JI0M. B maHHON paboTe Mbl Ipeji-
JlaraeM PacCMOTPETb MOJE/h PAbOThI HE 00JAYHOrO y3Jja, IJIe BUPTyaJbHbIE MAIIUHBI
MOT'YT MEHATH PEXKUMBI CBOEl PabOTHI, & MOJIEJb OTJAEIBLHOTO IIPOIECCOPA, KOTOPDII

ViccoremoBanye BBITIOIHEHO MU MO IepyKKe IIporpaMmel pazeuTust TOMCKOTO TOCYIapCTBEHHOTO
yausepcurera (IIpnopurer-2030)
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BBITIOJIHAET IIOCbhLJTa€MbI€ Ha HEIr'o 3a/Jar WU CPe HUX ITPOUCXOJUT KOHKYPEHIUA 3a
BBIYUCJIUTEILHBIN Pecypc.

MO,H‘GJH/IpOBa.HI/IG pa,6OTbI BBIYUCIUTE/IbHBIX MallliH MOXKHO IIPOBOAUTH C ITOMOIIIBIO
METOJIOB TEOPUH MAaCCOBOI'O OOCJIYy?KHUBAHUS. DTO O3BOJIAET YUUTHIBATH CTOXACTHU-
YEeCKYIO IIPUPOJLY UCCIEIYEMOTO 00beKTa, TaK KaK MOMEHTHI 3allyCKa BUPTYaJIbHBIX
MAaIuH B 00JIaKe, 3aIlyCKa 0OYE€PETHOIO IIPOIIECca Ha IePCOHATBLHOM KOMITBIOTEDE IIPOKC-
XOST B CJAydailHble MOMEHTBI BPEMEHH, a IIPOJIOJIZKATEIBHOCTE PAbOThI BUPTYAJIbHOI
MaIlTUHbI UM BPEMS BBIIOJIHEHUS 3329 Ha KOMIIBIOTEPE sIBJISETCs HeJleTePMUHU-
poBanHoOl Besimunnoii. KpoMe 3Toro, pe3ybTaTbl TAKUX UCCIEI0BAHUE ITO3BOJISIOT
JleJIaTh BEPOSITHOCTHBIE BBIBOJBI (HAIIDUMED, HAXOIUTh KBAHTU/IM) [0 U3yYaeMbIM
XapaKTEPUCTUKAM.

CyH_I‘eCTBeHHbIM YCIIO2KHEHUEM MOJIEJ/IN JIJIsI OIIMCaHUA pa6OTbI BbIYUC/INTEIBbHBIX
MAIIUH SBJISIETCA HEOOXOIMMOCTD YINTHIBATD 3aBUCHMOCTD CKOPOCTH OOC/TYKUBAHUST
3aIpoCcoOB OT OOIIEro Yucja 3ampocoB B cucreme. Hambosiee MOMyIAPHBIM THIIOM
MOJIeJIell, 3aBUCAIIEN OT COCTOSIHUSI CKOPOCTU OOCJIyKUBAHUS, SIBJIISETCS CTYIIEHIATO-
yobiBaromasi. Takoil MoAX0[ K MOJEJHPOBAHUIO HCIOJIb3yeTcst B paborax (3], [4].
Jpyroit MeTo/1 3aKJIIOYAETCHA B MCIIOJIH30BAHUU MOJIEJIMPOBAHUsST CKOPOCTEN 00CIIy-
JKUBAHUS, CKOPOCTEH IIOCTYIJIEHUSI M BPEMEHU OXKUJIaHust (10 00C/IyKuBaHUsl) KaK
3aBUCHMBIX CJIy9IaiHbIX BeJIHIHH [5].

Mer mpejijiaraeM UCIOJIb30BATH TaK HA3BIBAEMYIO (DYHKIIUIO JIEIPAJAIIN CKOPOCTH
00CITy)KUBaHUs, KOTOpas KaXKJI0My 3HAYEHUIO YHCJIa 3asBOK B CUCTEME CTABUT B CO-
oTBeTCTBUE KOI(MDMUINEHT CHUKEHUST CKOPOCTH 00cykKuBanusi. [Ipu Takom mosxoie
MOXKHO MOJIE/JIUPOBATh Pa3JIMIHbIEC CUTYallu TyBCTBUTE/JILHOCTU CKOPOCTHU O6C.Hy}KI/I—
BAHUs OT YUCJIA 3asiBOK B CHCTEME.

3aMeTuM, 9TO OmpeesieHrne KOHKPETHONO BUIa (PYHKIMY JIETPAJIAIAN SIBJISIETCSI
OTIEJIbHOM 3ajadeil U He BXOAUT B IEJIN JAHHONW pabOThI.

Jlns MozeupoBanus paboTh! poteccopa OyIeM UCII0IB30BaTh CUCTEMY MacCOBOTO
00CTIy2KMBAHUs C HEOTPDAHUYEHHBIM YUCJIOM TPpUOOPOB. Bxossmiuil moToK onucsiBaeT
HEKOTOPbIH arperupoBaHHbBIN MTOTOK 3aJat, KOTOPLIH MOCTyIaeT Ha mporeccop. Kax-
JBI 3aHATDHIN TPUOOP OyIeM OTOXKICCTBJISTD C BBITOJIHIEMON 3a1a4deii. Yem OoJibIie
npubOPOB 3aHATO, TeM OOJIBINE 33/1a9 OJHOBPEMEHHO BBITOHSETCs. st MoteTmpoBa-
HUs CHUXKEHUSI CKOPOCTU OOCJIy>KUBaHUs OyJIeEM UCIOJIb30BaTh (DYHKIUIO JIErPaIaIIH,
KOTOpasi (paKTUIECKH MEHSeT NHTEHCUBHOCTb OOC/IY?KUBAHUS B 32BUCUMOCTHU OT IHUC-
Jia 3agBOK B cucTeMe. Takum o0pa3oM, CIy9ailHOCTh BPEMEHU BLIITOHEHUsT 3AIIPOCOB
IIOPOK/IAETCS PA3HBIM 00bEMOM IOCTYIAONINX 33129 U IEePEMEHHOM CKOPOCTHIO MX
BBIIIOJITHEHU . MCCJIe,ZLOBaHI/Ie 6y,[[‘eM IPOBOAUTH METOJOM aCUMIITOTHYIECKOI'O aHaJInu3a.
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2. Onmcanme MaTeMaTHUYeCKOM MOIe/In

PaceMoTpum MoJieib MacCoOBOTO 00CTy’KUBAHUS ¢ HEOIPAHUIEHHBIM YUCJIOM [IPU-
6opos (Pucynox 1).

pAi)

v

i)

Puc. 1. Maremarnyeckasi MoIeJIb

Ha BxoJ1 cucTeMbl TOCTyIIaeT MpOCTERIINIT IIOTOK 3asBOK ¢ rmapamerpoM A. Kazkmast
3asIBKa, KOTOpas IMOCTYyIaeT B CUCTEMY, MI’HOBEHHO HAYMHAET O0C/IyKuBaHue. Bpemst
00CTy>KUBAHUS PACIIPEJIEIEHO 110 SKCIIOHEHINAIBLHOMY 3aKOHY, HO ITapaMeTP Pacipe-
JIeJIEHHsI 3aBUCUT OT YUC/IA 3aBOK B cucTeMe. IHTEHCHBHOCTD OOC/IYKUBAHUST MOXKHO
sanucarb Kak (f (i), rjie j4 — MHTeHCUBHOCTb OOC/Iy?KUBaHUsI €JIMHCTBEHHON 3asIBKU
B cucreMe (6e3 KOHKypeHIwn), a f(i) — GpyHKIMs Jerpajanun, 3Ha4eHnsT KOTOPOii
SIBJIAIOTCsI Oe3pa3MepHbIM KOI(DMUIMEHTOM CHUMKEHHsI KHTeHCUBHOCTU OOCIIY KUBAHMS
B 3aBUCHMOCTH OT YHCJIa 3asBOK i B cucreMe. dem Gosblie 3asBOK OJHOBPEMEHHO
HAXOJIUTCSI B CHCTEME, TeM HUYKE MHTEHCUBHOCTH UX OOC/IYKUBAHMUS.

OyHKINOHUPOBAHKUE CUCTEMbI OIPEIeaTcst MapKOBCKUM CJIy9ailHbIM IPOIECCOM
i(t) — amcIto 3asIBOK B cuCTEMe B MOMEHT BpeMeHd t. [{iist pactpe/iesienust BeposiTHOCTE
P(i,t) = P{i(t) = i} moxHO 3anmcarh cucremy JuddepeHInaIbHbIX YPaBHEHM
Kommoroposa

aP(i, 1)

ot

3anuineM ee B CTallMOHapHOM BUJIE

=—(A+iuf@)P@,t)+ (i + Duf(i+1)P6i+1,t) + AP(i —1,t). (1)

—AN+ipf@@)PE)+ G+ Dpuf(i+1)PGE+ 1)+ AP(i—1) =0. (2)

Cucremy (2) 6yzeM pemiaTb METOJIOM ACUMIITOTHYECKOIO aHAJM3a B IIPEJIEIHHOM
YCJIOBUYM BBICOKOMHTEHCUBHOT'O BXOJIAIIETO TTOTOKA.
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3. MeToa acUMIITOTUYECKOrO aHAJJIn3a

Hpeﬂeanoe ycjioBru€ BBICOKOMHTEHCHUBHOI'O BXOJIANIECTO IMOTOKa OIIPEIEIAETCA
OECKOHEYHO OOJIBIINM ITapaMeTpOoOM T —>ocomn PpaBE€HCTBaMMA

=T f0)=fi () 3)

Bemmuuny T 6ymeM Ha3bIBATH HApaMeTPOM BBICOKOW HMHTEHCHUBHOCTHU BXOISIIIETO
roroka. I[lapamerp \; — dpukcupoBannas pennmunHa. Ha mpakTuke MHTEHCUBHOCTD
AT paccMaTpuBaeTcs KakK eIiHas BeJININHA C JOCTATOTHO OOIBITUMA, HO KOHETHBIME
sHadenusmu [6]. C yderom cenanHbIX 0603HAUeHNH, cucreMy (2) HmepenuieM B BUje

—<M+7;ﬁ<;>>P@)+i;1ﬁ<i;1)Pu+1y+Mp@—¢)_o. (4)

Ob6o3HauNM HEKOTOPYIO HEOTPHUIATENLHYIO BETHUNHY € = % u B cucreme (4) crenaem

cjleJyroine 3aMeHbI )
%:m:% P(i) = Py(z,¢), (5)

—(M+afi(zx) Pi(z,e)+(x+e)filx+e)Pi(z+e,e) + MPi(z—e,6) =0. (6)

Peanuzys meTon acuMITOTHYIECKOTO aHAIN3A B MIPEAEILHOM YCIOBUM BBHICOKOUHTEH-
CHBHOI'O BXOJISIIIIETO TIOTOKA, Pelllas CUCTeMy ypaBHeHuil (6), moyiydnM mpeIesibHy o
rayCCOBCKYIO INIOTHOCTb PacIpe/ieJieHHsl BEPOSITHOCTEl i(t) Ymciia 3aHsATHIX IPUGOPOB
B HCCJIEJlyeMOIl cuUCcTeMe, KOTopasl OlpejesisdeTcs PaBEeHCTBOM

1 _ (z—r1)?
— 2Kk 7
pla) = e (7)

TIe K1 ABJIAeTCA €IUHCTBEHHBIM DEIICHUEM ypaBHEHUA
)\1 — Hlfl (/ﬁ) =0. (8)

BeJINYHa K9 OIIpeaesdeTcs paBEeHTCBOM

2= A <u§c(fcf1(m))>_l . 9)
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JIJ1s1 oJTy9eHus JIMCKPETHOro paclpeelenus: BeposTHOCTel paccMaTpUBaeMOro
nporecca i(t) GyeM UCIOMB30BaTh CJIELYIONLYI0 POPMYILY
. p(i) .
pdiscret(l) = ! > 0. (10)
> p(i)
=0

,Honpe;;eﬂbHoe rayCCoBCKO€ paclpeaesieHue BEPOSITHOCTEN p(’L) OoIIpejieideTrcs CPEeIHUM
qucoM k11 TprbOpPoOB, 3aHATHIX 0OC/IYKUBAHUEM 3asBOK B CUCTEME U JUCIIEPCUEi
K)QT.

4. YucjaeHHblii mpumMmep

Paccmorpum ciiesyioniiue 3nadenus napaMeTpoB Mojenn: A = 50 — cpejHee 4nucio
3a/1a9, KOTOPbIE OTIPABJIAIOTCS Ha MPOIECCOP B €JIUHUILY BpEeMeHHU (HAIpUMED, B
qac), TO €CTh WHTEHCUBHOCTH IOCTYILIeHus 3aJ1a4; 1 = 10 (qac)fl — BEJIUYUHY,
00paTHYIO CpeHeMy BPEeMEHU BBIIOJHEHUS 3alpOCca IIPU OTCTYTCBUM JIPYTUX 3389
Ha TIPOIIECCOpE; MapaMeTp BBICOKON WHTEHCUBHCTU BXojdariero moroka 1 = 100;
QYHKIHIO JIerpaJlalini CKOPOCTU OOC/TY>KUBAHUS OIPEJIENM B BHJIE HEOTPUIIATEIHHOI

yoObIBaromeil pyHuximn
, 1
f(i) = \/ﬁ (11)

Ha pucynke 2 mpejcrapiieHa rayCCOBCKasi alllPOKCUMAIIAS PaCIpeIe/IeHUusT Be-
POSITHOCTE! YMCJ/Ia 3aHATHIX MPUOOPOB B UCCJIEAYEMON CUCTEME C yIeTOM (DYHKIUN
nerpajanuu Buja (11), 3ajaHHOE CPEJHUM YUCIOM 3aHSITHIX PUOOPOB B CHCTEME
k1T = b u nucrepcueit kKol = 5.

[Tosrydenue pesybraTa B BUJIE ONEHKH PAaCIpeie/IeHIA BEPOATHOCTEH YHCIa 3asiBOK
B CHCTEeMe TIO3BOJISIET JeIaTh BBIBOALI, HAIIPUMED, O CPEeIHEM UHCIIe OAHOBPEMEHHO
BBIMIOJIHSIEMbBIX 33189 Ha IPOIECCOPe WU O YHC/e 3aa9, KOTOpble He OyIeT IIpeBbl-
IITEHO C HEKOTOPOI BEPOSITHOCTHIO . IlocTaBisist moyueHHble 3HAYEHUs B (DYHKITAIO
JerpaJialiii, Mbl MOYKEM OI€HNBATH, KaKasl IPOU3BOANTEILHOCTD BBITIOJIHEHUS 33,14
OblIa B CpeIHEM WJIM HUXKE KAKOIO YPOBHSI IPOU3BOIUTENIBHOCTH HE OIYCKAJIACH
BEPOSITHOCTBIO (.

5. 3akJrouyenue

B pabore paccMmoTpena cucreMa MacCOBOIO OOC/IYKUBAHUST ¢ HEOTPAHUIEHHBIM
YUCJIOM IPUOOPOB U JIETPaianineil CKOpoCcT OOC/IY?KUBAHUS B 3aBUCUMOCTHU OT UHUC-
JIa 3adBOK B cucreMme. Takasl cucreMa MOYKET OBITH ITOJIE3HA JJIsi MOIAEINPOBAHUST
PeaJIbHBIX CHCTEM, B KOTOPBIX POCT YHUCJIa KJIUEHTOB IIPUBOJIUT K CHUYKEHUIO ITPOU3BO-
JUTEILHOCTH I KaXKI0ro KJneHTa. B 9acTHOCTH, B JAHHON paboTe paccMaTpUBajIach

199



DCCN 2023
N.JI.JTanatun, A.A.Hazapos, u ap. Mojenb paboThl IIporeccopa 25-29 September 2023

0.08 Pdiscret (i)
L] o

0.06:

0.041 °

0.021

B + + + + o ¢ 90900000 >
0 2 ’ 6 8 0 12 14 16 18 20

1

Puc. 2. layccoBckast anmmpoKCHMAIUsT PACIIPEIETICeHIsT BEPOATHOCTEH THCIIa 3aHIThIX
pubOPOB B CHCTEME

MOJIe/Tb pabOTHI IPOTECCOPa B YCIOBUSIX KOHKYPEHITUHU 3389 38 BBITUCIUTETHHDII
pecypc. B pesynbrare nccsieoBanus MOy UeHa FayCCOBCKAs AITPOKCUMAIINS PacIipe-
JIeJIEHUsT BEPOATHOCTEN YHC/Ia 3aHATBIX TPUOOPOB B CHCTEME C YIETOM JIETDA AT
CKOPOCTH OOCJTY2KUBAHUSI.
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Abstract

In Non-Orthogonal Multiple Access (NOMA) systems, the base station can
simultaneously transmit data from an antenna to a group of users. In this group,
a user with higher channel gains performs Successive Interference Cancellation
(SIC) to mitigate interference from the signal destined for the user with a weak
channel. Typically, downlink NOMA-MIMO (Multiple-Input Multiple-Output)
systems use precoders that form beams focused on users with higher channel
gains of each group. This approach induces interference on the users with low
gain, degrading throughputs and fairness in the network. This paper proposes a
novel semi-orthogonal precoder that forms non-orthogonal beams for users within
each group while maintaining orthogonality between the groups. Simulations
show the efficiency of this approach in improving the geometric mean user
throughput.

Keywords: Fairness, MIMO, NOMA, precoder construction, Zero Forcing

1. Introduction

Downlink Non-Orthogonal Multiple Access (NOMA) allows a base station (BS)
to transmit data to several users, using the same time and frequency resources. It is
achieved by superposing the messages intended for different users in the power domain.
Users with higher channel gains employ the Successive Interference Cancellation
(SIC) technique to effectively mitigate inter-user interference [1]. This idea can
be extended to Multiple-Input Multiple-Output (MIMO) systems [2]. In NOMA-
MIMO systems, the users are split into several groups, each of which contains users
with highly-correlated channels. The number of groups may equal the number of
transmitter antennas, which corresponds to the number of transmit beams. Each

The research has been carried out at IITP RAS and supported by the Russian Science Foundation
(Grant No 21-19-00846, https://rscf.ru/en/project/21-19-00846/)
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group is allocated a specific beam, and within each group, the users apply NOMA as
described above. Many studies [3,4] consider a case with two users per group, namely
the cell-edge user and the cell-center user. Generally, the BS builds a precoder
that forms beams focused on the cell-center user to increase aggregated throughput
performance. However, this approach leads to significant inter-group interference
affecting the cell-edge user in the same group. Consequently, their throughput
degrades, and resource allocation becomes unfair.

To address this challenge, the paper proposes a novel approach where the BS
constructs a semi-orthogonal precoder that forms non-orthogonal beams for users
within each group while maintaining orthogonality between the groups. With
simulations, we show that this approach improves the geometric mean of user
throughput in the downlink NOMA-MIMO system.

The rest of the paper is organized as follows. Section 2 describes the system
model. Section 3 describes the semi-orthogonal precoder. In Section 4, we explain
the simulation scenario and provide numerical results. Section 5 concludes the paper.

2. System model

Consider a downlink multiuser NOMA-MIMO system, where a BS communicates
with a set of users K with cardinality |[K| = K. The BS has M antennas, whereas
each user has a single antenna. The BS intends to send data to all users, but it may
choose a subset of users to service at a time. Thus, BS selects a configuration, which
is a tuple (K, f) that includes a subset K C K of |K| = K users, and a grouping
function f that subdivides K into G mutually non-overlapping subsets Ky. The
grouping function f takes an index of a user k£ and returns the group number g and
the user’s index ¢ inside this group*:

FiK = (G.Ky), G=1{1,...G}, Kg=11,...K,}. (1)

For simplicity, let K, < 2. K, > 2 rarely notably improves the performance [5].
If K, = 2, we refer to the users as cell-edge and cell-center ones. The system
model can be easily adapted to include an arbitrary maximum number of users per
group. The BS sends data to users in I, encoded into the symbol s; for the k-th
user. The symbols s, are independent and normalized. Thus, BS forms a vector
s = [s1,...sx]T € CKXL,

To send data to the user k, the BS applies precoder p;, € CMx1 Hence, for all
simultaneously served users, the whole precoder matrix is P = [py, ..., px] € CM*XK,
The resulting transmitted signal x € CM*1 in a slot equals x = Ps, with the average

*Thanks to f, we can switch between global user indexing k and in-group indexing f(k) = (g,1):
ar = ag(r) = Gg,i, Where a is any user property.
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total power Fy,q:. The received signal for each y is modeled as

K

yr = hyi Z Pk + Nk, (2)
1=0

where hy, € CM*! represents a channel coefficient vector for user k. The noise
component nyg is a circularly symmetric complex Gaussian random variable with
zero mean and variance o2, and they are i.i.d. for all k. Without loss of generality,
grouping f indexes users so the cell-edge user comes first: ||hg1|| < [|/hg2]|.

To receive symbol s, the user k either performs SIC or treats the interference as
noise. We assume an ideal SIC, where cell-center users can always decode data for
cell-edge users. If a user 7 in a group g decodes symbol s, ;, the signal-to-interference-
plus-noise ratio (SINR) equals

|hgipg,j’2
|h£{ipg,i|2 Al =1+ Zk¢ng |h£{ipk|2 +0?’

3)

Yg,(i—i) =

where the first term of the denominator represents the intra-group interference (from
the signal for the cell-center user), the second one is the inter-group interference,
and the third one is the Gaussian noise variance. The value of v, ;) shall be high
enough to allow the cell-center user to decode the message for the cell-edge user
and perform SIC successfully. The corresponding achievable rate for user ¢ when
decoding its data is Ry ; = log, (1 + 797(1'_”)).

3. Precoder Design

Let K users are selected, and groups G = {1, ..., G} are formed. Given the channel
state information hy, for each k-th user, the precoder matrix is P = [Py, .-, Pxc], where
Py, is the precoder vector for user k. To reallocate the power among the users, the
precoder can be multiplied P by a diagonal matrix D: P = PD. For simplicity in this
short paper, we allocate power to a group g proportional to K,. Inside each group
g, we further search for the best power allocation coefficients «y;, as described in
Section 4.

3.1. Zero Forcing precoder. For non-NOMA systems, a widely used precoder
is zero-forcing (ZF). Given the channel matrix H = [hy, ..., hk], the precoder equals:
P = [Py, Px] = ZF(H) = H(H”H)~!. The main property of the ZF precoder
ZF([hy,...,h;]) = [Py, ..., p;Jis that hf'p; = 0 Vi # j.

The downside of the ZF precoder is that the effective channel gain for some
users is low if they have correlated channel vectors. Moreover, K cannot exceed the
number of antennas M at the BS.
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3.2. State-of-the-art NOMA-MIMO precoder. The widely-used state-
of-the-art (SOTA) NOMA-MIMO precoder forms the precoder matrix based on
the channel state information of the cell-center user in each two-user group. Let
H=[hik,, ... hy K, ... hg k). Then, the precoder equals P = [py,..., P, ..., Pg] =
ZF(H) = H(H"H)!, where D, is the precoder vector for the group g. As all users in

the group get the same precoder vector, respective columns in Prixe are duplicated
to get Parxx. Note that inside two-user groups, the SOTA precoder cancels inter-
group interference on cell-center users only. The signal quality on cell-edge users
deteriorates due to not only misaligned precoding but also inter-group interference.

3.3. Semi-orthogonal precoder. Proposed in this paper semi-orthogonal
precoder is formed as follows. Consider a user k from a group K4 and all users from
other groups, we build a precoding vector for this user k:

f)k = ZF([hk,hll, ""th—Kg])[]"O’ "'?O],{XK—KQ—FI \V/lj ¢ ]Cg . k S ICg. (4)

Performing this procedure for each user, we get [Py, ...,Px] = P.
This precoder allows us to eliminate inter-group interference. Also, the cell-edge
user receives a better signal than with the SOTA precoder. To construct this precoder,

M shall not exceed K — K, + 1.
Note that if all groups have only one user, the precoder becomes equal to ZF.

4. Numerical Results

To compare the performance of the proposed precoder against SOTA, we use
simulation. Because of the paper size limitation, we consider only a simple scenario,
with a BS with M = 3 or M = 4 antennas and K = 4 single-antenna users. Two pairs
of users are located on two straight lines that intersect at the BS with angle 8 = 45°
between lines.! For this scenario, we generate channel matrices using QuaDRiGa [6].
Channel noise variance 02 = —94 dBm. Two cell-center users have path 10ss P Lecenter
and two cell-edge users have pathloss PL.gg.. The pathloss difference between
cell-edge and cell-center users in dB is PLg;ff = PLcenter — PLedge-

We consider a slotted system. In every slot, the BS chooses the configuration
(K, f) and the precoder P. There are several strategies for the precoder selection:
ZF, SOTA, and semi-orthogonal precoder. Also, we consider a case, where every slot
the BS selects the precoder that maximizes the geometric mean throughput of all
users. The latter is denoted as SOTA+Semi-orthogonal.

In the series of experiments, we fix PL.epter = 80 dB and change the maximum
transmit power Ep.; and PLgyr. Figure 1 shows the relative gain of various

strategies vs. ZF for various values of E;d)?-e = Epaz — PLcenter — PLaify-

'In the extended version of the paper, we demonstrate results for more complicated scenarios.
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Fig. 1. Gain in the geometric mean of throughput of all users compared to ZF precoder
usage.

First, it can be seen that a higher pathloss difference between cell-edge and
cell-center users gives a greater increase in throughput for precoders with NOMA
(SOTA or semi-orthogonal), which is consistent with the prior general observation of
NOMA behavior. However, if users are close to the BS, i.e., for high E;d)%e > —60
dBm, NOMA precoders give minimal gain compared to ZF. The reason is that power
gains using ZF with perfect channel knowledge for users are big enough to outweigh
performance drops associated with high channel correlation. On the other hand,
with NOMA-based precoders, the interference from the cell-center signal is much
higher than the Gaussian noise at cell-edge users, so if PLg;f is fixed, SINR stays
the same even when channel gains increase.

For small E;d)%e < —80 dBm, SOTA achieves a greater throughput gain compared
to a semi-orthogonal precoder. It happens because cell-edge users have rather low
channel gains, and interference reduction for cell-edge users with the semi-orthogonal
precoder has almost no effect on the system performance in terms of the geometric
mean of throughput. At the same time, SOTA obtains higher SINR values on
cell-center users. As a result, it is easier for BS to allocate more power to cell-edge
users.

For medium values —80 dBm < E%%e < —60 dBm semi-orthogonal precoder
shows better results compared to both ZF and SOTA strategies. In this case, the
interference nulling for cell-edge users plays an essential role in the considered problem.
Channel conditions of cell-edge users are insufficient for ZF to overcome correlation
issues, and, on the other hand, they are sufficient to have a noticeable contribution
to system performance. Note that the join usage of various precoders shows better
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results than using them separately. This strategy is able to use the advantages of
both NOMA-based precoders depending on the channel conditions.

5. Conclusion

Existing Downlink NOMA-MIMO systems suffer from inter-group interference,
which is caused by applying beamforming on a specific user within each group. In
contrast, proposed in this paper the semi-orthogonal precoder reduces this interference
by forming non-orthogonal beams for users within each group while maintaining
orthogonality between the groups. With simulations, we showed that this precoder
outperforms existing ones. However, to achieve higher gains the joint usage of various
precoders should be done. Also, we consider power allocation, as the direction of
further improvement of the precoder.
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Abstract

We study the communication network based on LoRaWAN technology. The
communication network consists of N nodes and carries out one-way transmission
of monitoring data to the base station (BS). The messages from each node are
sent to the BS at random time intervals and independently of each other. If they
have the same spreading factor (SF) and propagation time of messages from two
or more nodes overlap, a collision occurs and none of the messages reaches the
BS. We assume that the importance of information from each node is different,
and the peak age of information (PAol) is used to measure its freshness. We
define the functional as the mazximum PAol among all nodes in the system, and
our task is to find the parameters under which its minimization is achieved.
We choose various message intensities to account for the different freshness of
information from each node and formulate the problem of optimal SF allocation.

Keywords: LoRaWAN, Optimization problem, ALOHA, Peak Age of Informa-
tion, SF allocation

1. Introduction

Long Range Wide-Area Networks (LoRaWAN) technologies might be used to
monitor the results of measurements at objects located over a large area and enable
low-cost data transmission and collection systems. There are three classes: Class
A, B, and C in LoRaWAN [1]. Devices of Class A initiate transmission itself and
send packets as they have been generated. We consider a low-cost monitoring system
based on LoRaWAN devices of Class A with transmission at random intervals. If
during the sending of a message from one node an another node transmits its message,
a collision occurs and both messages are lost (ALOHA type of protocol).

!This research is funded by the Science Committee of the Ministry of Science and Higher
Education of the Republic of Kazakhstan (Grant No. AP19680230).

23The work was prepared within the framework of the Basic Research Program at HSE
University.
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We assume that information from different nodes has various “importance”. Our
goal is to use different message sending intensities depending on the importance of
the node and the allocation of the nodes themselves to different spreading factors (SF
allocation) to optimize some functional that characterizes the communication system.
For example, to monitor voltage fluctuations in the low-voltage (LV) electrical grid,
the voltage in the nodes near the transformer changes “more slowly” than in the
remote nodes. To assess the state of the LV grid by monitoring the voltage at the
nodes, information from the nodes remote (according to the grid topology) from
the transformer must be received more frequently than from other nodes. We can
take this into account by varying the intensity of sending messages from different
nodes: if the voltage in a node behaves more predictably, the intensity of sending
messages may be low, and vice versa - nodes with large voltage fluctuations send
their messages with a higher intensity.

At the same time, a very high total message sending intensity from all nodes can
occupy the transmission medium and thus increase the number of message collisions.
Then it is needed that the information received will be “fresh”. The same can happen
when the total message sending intensity is low, i.e. when all nodes rarely send
up-to-date information. To account for the freshness of information, we use the
notion of the Age of Information [2].

The age of information is a concept that reflects the freshness of the information
[3, 4] and was defined as A(t) =t — u(t), i.e. the difference of the current time ¢
instant and the time stamp of the received update wu(t). The more general form of
updating delay, so called Cost of Update Delay (CoUD) (see [4, 5]), was suggested
as a stochastic process that increases as a function of time between updates:

C(t) = f(t—u(?),
where f(-) is a non-negative, monotonically increasing function. We use linear
function

f(t) = ot (1)
for some constant o > 0, which characterizes the “importance” of information of
different nodes. A more tractable age metric as peak age of information (PAol) (see
Fig. 1) was introduced in works [2, 6].

The peak age-of-information (PAol) metric (see [7]) is defined as:

M
PAol = lim M.
M—o0
It is easy to see that if A, Ao, As,... are independent and identically distributed
then
PAol = EA;.
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/ ’ / t
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Fig. 1. CoUD trajectory with a linear function (1) , t,ty,t5,... — time instants of the
information update, A1, As, As, ... — peak values of CoUD.

In [7], the authors consider close problem of optimizing the PAol by controlling the
arrival rate of update messages and derive properties of the optimal solution for the
M/G/1 and M/G/1/1 models.

To take into account the “importance” of information from different nodes, we
use different growth rates o2, i = 1,2,..., N, [8] for CoUD of each node. It means
that each node has its own PAol;, i =1,2,... N.

Based on the concept of Age of Information it is possible to construct a lot of
different functionals characterizing the communication system. In our work, we
consider the functional:

MPAol = max{PAol,,PAoly,...,PAoly},

which means maximal average peak value among all nodes in the system.

The idea of our work is to choose such parameters of the communication system
at which the desired functional is minimized. We first find the message sending
intensities from different nodes (section 2), and then partition the entire set of nodes
into spreading factors ( section 3) to further reduce the maximum PAol among all
nodes. In section 4, we obtain an estimate of the lower bound for our functional.

2. One SF: Problem formulation for minimizing of MPAoF

In this section we will assume that all nodes use the same SF with propagation
time of one message > 0 and the same frequency [9].

We have N nodes and each of them sends messages with intensities A\; > 0,
i=1,2,..., N. It means that intervals between messages of node i have exponential
distribution with parameter A; > 0. We suppose that they are independent for each
node.
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Now let us formulate the optimization problem for one SF: to find (A}, A3,..., \})

at which
max {PAoly, PAols,...,PAoly} — min. (2)

If during the time interval (—@Q, @) from the instant one node sends a message,
the other nodes do not send messages, then the message is successfully delivered to
the BS. Otherwise. a collision occurs and the messages are lost. This assumption is
fulfilled in practice when all nodes are approximately the same distance from the BS.
According to this distance, the spreading factor is chosen so that in the absence of
collisions the messages are delivered successfully.

Based on these assumptions and by performing a series of arguments [10] we
consider a simplified model for the total stream of successfully delivered messages

A=X+X+-+ AN

and use the properties of the Poisson process. According to this model the stream
of successfully delivered messages from ith node might be defined as Poisson with
intensity \jp, where p = e 29" and the total intensity of all successfully delivered
messages is equal to

A X p.

Put ey, as an exponentially distributed random variable with intensity A;p. In this
case, we can conclude that

2
o

PAol; = E (c?ey,,) = —-.

K3 (GZ )\zp) >\’Lp
The optimization problem (2) can be written in the form: to find (A}, A3,..., \})

at which ) ) )
max{al,%,...,JN} — min.
A1p Agp AND

The solution to the optimization problem might be achieved if for some minimal
K>0

of o ox _
A1p Aip AND

Then 02-2 =K\p,i=1,2,...,N, and

N
Z o} = KAp
i=1
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or N
K— =10 _
Ap
It means that we have to find the maximal value of the intensity of the total
stream of successfully delivered messages. Consider the optimization problem:

A x e 290 s max.

Lemma 1. The maximal value of the intensity of the total stream of successfully
delivered messages

L1
N=o5 (3)

Then we obtain that minimal K > 0 is equal to
N
K* = 2eQ Z o? (4)
i=1

and optimal intensity for ith node
L1
i T 90N 92"
203, 07

3. SF allocation for MPAol minimizing

The LoRa technology uses distributed spectrum modulation with 6 orthogonal
spreading factors (SF=7,8,...,12). Messages with different SF can be transmitted
simultaneously. A smaller SF provides a higher data rate. A larger SF increases the
receiver’s sensitivity and therefore the range of the system.

There are many works (see, for example, [11, 12]), where the task of assigning
spreading factors is considered without taking into account the specifics of the
transmitted data.

We can reduce MPAol by allocating nodes to different SF. We need to divide
indices of all nodes G = {1,2,..., N} into 1 < k < 6 sets G13_k, G13—k+1, - - - G12,
such that G = Gi3_p U ---UGh2, GiNGj =0, i # j, where G; — node indices with
SF= i and G; — node indices with SF= j. We assume that message transmission
in each of the SF occurs independently of the nodes with other SF. The optimal
allocation of nodes allows us to reduce the MPAol value.

Let Q7,Qs, ..., Q12 be propagation times for our SFs and we need to split the
set GG into k subsets so that

max { 2eQ13_k Z 02,...,2eQ2 g o? b — min.

1€G3_ 1€G12
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If we define

Z 2

UV = max 1 g;

13—k<;<12 @ , v
ZEG]'

then
v>Q; Y ol j=13-k13—k+1,...,12,
iGGj
and we can perform our task as well known a linear integer programming problem.
Let x be a vector from N X k elements

x = (r1,%2,...,7kN), x; € {0,1},

where
Ti tINyi+ T+ T(g—2)N+i T T(k—1)N+i = 1, +=1,2,...,N.
Put
s13_1 = (03,03,...,0%,0,...,0),
s13-k41 = (0,...,0,0%,02,...,0%,0,...,0),
.
s10=(0,...,0,0%,03,...,0%).

For brevity, we can rewrite ZZEG], aiz = sjacT, J=13—-k,13—k+1,...,12, where

2T is a transposed vector z. It is to formulate the optimal SF allocation problem:

v — min, (5)
v—Qjsjzl >0, j=13 k13 —k+1,...,12.
x; €{0,1}, i=1,2,...,kN,
Ti + TN+i T+ Th—2)N+i T TE-nNyi =1, i =1,2,..., N.

Ezample 1. Let N = 30 and k = 3. It means that we allocate 30 nodes among
SF= 10, SF= 11 and SF= 12. Put Q10 = 0.3707 sec., @11 = 0.8233 sec. and
Q12 = 1.4828 sec. Let 0 = 15, i=1,2,...,N.

Then

Gio={2— 8,14 — 20,22 — 26},

Gy = {9,27 — 30},
Gio = {1,10 — 13,21},

2e max { Q1o Z o7, Qu Z 07, Q12 Z o} ¢ =

iEGlO 1€G11 1€G1g
2e max {10.157,10.126, 10.083} = 55.22.
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Remark that integer programming is a quite consuming procedure. Therefore, it
is important to find a lower bound for our functional. In other words, if we obtain a
solution satisfying the constraints of the optimization problem (5) and close enough
to the lower bound, we can stop the computational process of searching for the
optimal solution and, thus, significantly reduce the number of calculations.

4. Lower bound for MPAoI
Define § = SN | 02. Let

Si=>Y o}, j=13-k13—k+1,...,12.
1€Gj

It is easy to find the lower bound if we consider the system of equations:

S13—k + S13-k41 + -+ 512 =05,
QiSiZQij, 1,7 =13—-k,13—-k+1,...,12.

It is easy to prove the following lemma:

Lemma 2.

12
Hj:l?)—k Qj

12
212 Hj:137k Qj
1=13—k Q;

x S.

max < 2eQq3_k Z 0'?,...,26@12 ZO’? > 2e X

1€G13_k 1€G12

Let us illustrate the lemma with an

Example 2. Under the conditions of the previous example for three SF:

% x Q10Q11Q12
Q10Q11 + Q11Q12 + Q10Q12

5. Conclusion

x S = 2e x 9.466 = 51.463.

We study communication system, which works based on LoRaWAN technology.
The system consists of N nodes. Every node initiates transmission with some
information and sends messages to the BS at random time intervals independently of
each other. Every node belongs to one out of k SF, which has a different propagation
time. If nodes have the same spreading factor and propagation time of messages
from two or more nodes overlap, a collision occurs and none of the messages reaches
the BS. According to our model, every node has different importance for the system.
Such metric as the peak age of information (PAol) with various growth rates is used
to measure the freshness and importance of information from the nodes. We choose
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the functional describing the entire system as the maximal PAol among all nodes
and investigate how to minimize it.

At first, we choose various message intensities to account for different freshness
of information from each node and then formulate the problem of optimal SF node
allocation. In this work, we used a simplified model that does not take into account
the distance from the BS and the signal fading in the channel, as in the works [11, 12].
At the end, we give an example and also find the lower bound for our functional,
which might be used to reduce calculations for optimization problem.

6. Author contribution

Dmitriy Kim developed the mathematical model, Andrey Turlikov formulated
the problem, Natalya Markovskaya obtained numerical results of the examples.
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K nporHo3mpoBaHMIO KadecTBa pPaJUOKaHAJIA MeEXKIy
BIIJIA B poe ¢ mnpuMeHEeHUEM MHOTOCJIOWHOI
HEWPOHHOW ceTu

A.JO. Cripuos!, E.B. Bo6puxosa', 11.C. dpuesa', B.C. IIloprun?, 10.B.
Taiiamakal?

'Poceniicknii yausepcuTer apy»0bl Hapoaos, Poccuiickas Peneparus, 117198,
r.Mocksa, yi. Mukiayxo-Makiast, 6

2@enepanbHbIl HCCIeTOBATENLCKII IeHTp «HpOPMATHKA U yIIpaBIeHIes
Poccniickoii akamemun nayk (OULL Y PAH), Poccniickas @enepanus, 119333, r.

Mockga, yin. BaBunosa, j. 44-2

1032191341@rudn.ru, bobrikova-ev@rudn.ru, vshorgin@ipiran.ru,
gaydamaka-yuv@rudn.ru, yartseva-is@rudn.ru

AnHOoTanus

B pabore npejjioykeHa u ucciie10BaHa METOIMKA BbIOOPA CXEMbI MOJLYJISAIIAN
¥ KOJIMPOBaHUsI JJIsl TIepeJladn JaHHBIX B PaJIMOKAHAJIE MEXKIy YCTPOCTBaMU
GeCITpOBO/IHOM CeTH, OCHOBAHHAS HA MPOrHO3UPOBAHUN 3HAYEHUS] OTHOIICHUS
curnasi-iomexa-iryM (SINR) B coiesyroiem BpeMeHHOM UHTEPBAJIE 1O MOCIIEI0-
BaTEJbHOCTH U3BECTHLIX 3HAYCHUI STOTO OTHOIIEHUS B IPOIIIOM, C UCIOJIb30-
BaHUEM MAIIUHHOIO OOydYeHMs ¢ PUMEHEeHNeM MHOTOCJIONHONM HEPOHHOI ceTu.
Meroauka MOXKeT TPUMEHATHCsI JIJI OIEHKHA TEOPETUIECKU JTOCTUKUMBIX Xa-
PaKTEPUCTUK TOYHOCTH U HAJIEKHOCTU MEXAHU3MOB ITOAEPXKKU TOMOJIOTUN B
ABTOHOMHBIX POSIX JTPOHOB.

KimroueBbie ciaoBa: SINR, mamuasoe o0yuenue, Heiiportast cetb, BILJIA | poii
aponos, UAV swarm

1. BBenenue

B macrosiee BpeMst 0COGEHHOCTH GECIPOBOAHBIX CETEl € HCIOIb30BAHNEM TEX-
nostoruit 5G [1] xopomo usydensl, (2|, 1 BHUMAaHUe UCCIIEAOBATENCH IPUBICKAIOT
ceru 6G, KOTOpbIe HE TOJBKO HACIEIYIOT HEPEIIeHHbIe IPOOJIEMbI CeTell IIPe/IblLy-
IIUX IIOKOJIEHUIT, HO M CTaBAT Hepe IPOEKTHPOBIIUKaMU HOBbIe Bompocs! [3]. Kpome
HOSIBJICHHST COBPEMEHHbBIX aHTEHH JIJIsl BHICOKHX JMAna3oHoB dacror mmWave min
THzWave [4], noBslcuBInuxcst TpeboBaHuil K SHEPro- U CIEKTPATILHON 3(eKTUBHOCTH
[5], a Takke IPYrUX BarKHBIX ACIIEKTOB 0OJIE€ CJIOXKHOIO IUIAHUPOBAHHS U PasBep-
THIBAHUS IUIOMAIOK |1, 5|, coxpaHsioTcst pobIeMbl MapIIPy TH3ANN, BLI3BAHHDIE
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[TOBM2KHOCTBIO y3JI0B U YCUJIUBIIUECS M3-33 HEOOXOIUMOCTHU COOJIIO/IEHUST 2KECTKIX
TpebOBaHMl K CKOPOCTH IEpeIadn JaHHbIX IIPHU IpegocTaBaeHnn yeayr. Kak mokaszaHo
B [6, 7|, Ipu IIOCTPOEHNH MAPIIPYTOB [0 OCHOBAHHBIM HA IOMCKE KpaTdafllmx myreii
[IPOTOKOJIAM MAapIIpyTU3anu 0e3 ydeTa KadecTBa PaJINOKaHaIa MEXKIY y3JIaMUi CeTH
3BEHO C CAMbIM HU3KUM KAaveCTBOM PAJUOKAHAJA OTPAHUYMBACT CKOPOCTDL Ieperatin
JAHHBIX HA BCEM MAapIIpyTe, TAK 9TO KPATUYaUIINil MapIIpyT MOMKET ITPOUTPHIBATD
JAPYTUM C TOYKH 3pEHUsI MEXKKOHIIEBOH 3aJIep2KKU U APYTUX MOKa3aTeseil KauecTBa
petocTaBiienns yeayru. IIocKobKy B 9TOM cIydae KadecTBO PaIHOKaHaIa HATHHAET
OKa3bIBATH CYIIECTBEHHOE BJIUSHUE HA BBIOOD CJIEIYIOIIErO y3Jia HMPU ITOCTPOSHUN
MapIIpyTa, 38,1258, OIEHKN U IPOTHO3UPOBAHUST XapPAKTEPUCTHK PAINOKAHAJIA CTa-
HOBHUTCSI OCTPOaKTyaIbHOMI. JlomomHnTeIbHble TPYJHOCTH, BKIIIOYAS JTTHAMIIECKYIO
[IEPECTPOIKY MapIIPyTa, BHOCIT MAKPO- U MUKPOMOOUILHOCTD Y3JIOB CETH, IIPU ITOM
IepBasi IPUBOANUT K IOBBIIMIEHUIO BEPOATHOCTH OOPBIBA, COEIMHEHNS M3-38 UCIE3HO-
BEHUs y3J1a U3 PAJIYyCa CJABIMIUMOCTY WA HEePEKPBITUS JIMHANA IIPAMON BUIUMOCTHU
MEXKIy TPUEMO-TIEPEIAIONINMHI YCTPOCTBAMU OJIOKATOPOM PaIMOCUTHAJIA, & TaKKe
13-3a YCUJIUBAIOIIEHCs TPU COTMYKEHNY Y3JI0B MHTEP(EPEHINNT, & BTOpas — K HeOOXO0I1-
MOCTH 00JIee 9acTOro 3aIyCKa, MTPOIEYPhl IIONCKA JIyda U IPUBICICHUS CIEIUATBHBIX
POIIE/LYD SHEProcOepeKeHrs TUIla MeXaHu3Ma IpepbiBucroro npuema (discontinuous
reception, DRX) [8]. OrmeTnM, 4TO npH IPOrHO3UPOBAHUU KAYECTBA PAIMOKAHATA
aist pog BILJTA kaxkaplit y3esr ceru MOXKeT obJiajiaTh HEIOJHON MH(OpMAaIei o
CBOEM MECTOTIOJIOKEHUHU, UMETh OIPAHUIEHUsT Ha COXPAHEHME U ITOIOJTHEHNE 3aPsiia
akKyMyJigTopuoii 6arapen BIIJIA, ucnoib3oBaTh IPUHIUILL IPEPLIBUCTOrO IPUEMA,
TepsiTh BbipaBHuBaHue Jyda ¢ BILJTA-nepesaraukom 9] minm HOKHIATH O3UIIUIO
B CTPOIO IIOJI BO3AEiCTBHEM BHEIIHUX (baKTOpOB, HampuMep, BeTpa. s perrenust
MHOTOIIAPAMETPUIECKUX 3324 ONTUMU3AINNA OTJIUIHO 3aPEKOMEH 0B ce0si METO-
JIbI ICKYCCTBEHHOI'O MHTEJJIEKTA, B YaCTHOCTH, aIllllapaT MHOTOCIONHBIX HEHPOHHBIX
cereii [10]. Ormernm, uTo paspaboraHHasi METOIUKA BbIOOPA CXEMbI MOJYJISIIIN 1
KOJMPOBAHUs JIJTs TI€peIadn JAHHBIX B PaJUOKaHAJIe MEXK/Iy yCTpoiicTBaMu 6ecrpo-
BOJIHO# ceTH MOXKET OBITb UCIIOIB30BAHA JJIsl CIIEHAPUEB C HA3EMHBIMU MOOMJILHBIMU
[IPUEMO-TIEPETAIONINMEI YCTPONCTBAMU.

2. CucremHast MoaeJjb

B macrosimeit paboTe mpogosKeHo uccieoBanne 3pPeKTUBHOCTA 0OMeHa JTaH-
weiMu B poe BILJIA mpu orcyrerBun nadgopMalun O B3AMMHOM [TO3UIMOHUPOBAHII
[11], upu sTOM 15t TPOrHO3UPOBAHKS UHTEPMEPEHINH, KaK OJHOIO M3 OCHOBHBIX
oKa3aTeJIeil, HAIPSIMYTO BJIMSIOIINX HA CKOPOCTH MepeIadn JaHHBIX, IPUMEHEHa MHO-
rocjioiinast HelipoHHasi ceThb. Vcnosb3oBana paspaborantas B [12| u npeHasHaveHHAST
JIJIsI OIEHKN TEOPETUIECKU JOCTUKUMBIX XapaKTEPUCTUK TOYHOCTH U HAJEXKHOCTH
MEXaHU3MOB IOJIEPKKHU TOIOJOIMNA B aBTOHOMHBIX POSIX JIPOHOB METOJIMKa BBHIOOpa
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CXEMbI MOJYJIAIINN U KOJIUPOBAaHUSA JJId IIepeJavdn JaHHBbIX B Ppa/IMOKaHaJI€e MEXKJITY
neymst BITJIA, ocHOBaHHAsT Ha TPOIHO3MPOBAHUN 3HAYCHUS OTHOIICHUST CUTHA /TIIYM
(Signal Interference plus Noise Ratio, SINR) B ciie/rytoniem BpeMEHHOM MHTEPBAJIE 110
[I0CJIEJIOBATEIbHOCTU M3BECTHBIX 3HAYEHUI 9TOro oTHOIIeHus B mporioM. [Ipesiarae-
Mblii B [12] crioco6 HasHaueHusT MO ISIMOHHO-KO/10B0i1 cxembl BITJTA-nepeqarankom,
OCHOBaHHBIH Ha nporuno3uposannu 3uadenus SINR ¢ npumenenuem marumaHOro 00y-
YeHUsI, COCTOUT U3 JABYX 3TanoB. Ha nepBoMm sTare 1jis 3a/1aHHOM MOIETN JTBUZKEHUS
BITJTA-npueMHuKa cTpouTCst 1 00y9YaeTcsl IBYCJIOWHAsT HEPOHHAST CETh JIJIsl IIPOrHO-
supoBanus 3HadeHns SINR Ha MOOMIEHOM 060PYIOBAHUE MT0JIB30BATE ST HA OCHOBE
MU3BECTHBIX 3HAYEHU{l 9TOrO OTHOIIEHUS B T€YEHUU IIPOILIBIX BPEMEHHBIX HHTEPBAJIOB.
Ha Bropowm sTare no nporaosupyemomy 3uaderuio SINR ompeessiercss Moy isiiimoHHO-
KOJIOBasl cxeMa, KoTopasi Tpebyercs jyis nepegadn ganabix BITJIA-puemMuuky mpu
OKAa3aHUU YCJIYTU C COOTBETCTBYIONIUM ypOBHEM KadecTBa. OTMeTHM, UTO 3ajada
OIITUMU3AINH, PelraeMasi Ipu 00yIeHNN HEHPOHHON CeTH, SIBJISETCST MHOTOMEPHOI,
[IPU TOM ITapaMeTPbl HEMPOHHOM CEeTU CYIIECTBEHHO 3aBUCAT OT MOJIEN JBUXKEHUS

BILJIA.

3. Maremarudyeckasi MOJieJib MHOTOCJIOWHOIN HeHpOHHOI ceTu

B obmiem Bujie 3a/1a9a mccyieIoBaHUsl COCTOUT B HACTPOIKe HEHPOHHON ceTn Jijist
poruosupoBanus 1o 3uadenusm SINR Ha n mociiemoBare/ibHBIX BPEMEHHBIX TaKTaX
suavenns SINR na (n + t)-m takre, n > 1, t > 1. Perpeccusi crpourcst st o0bekTa,
KOTOPBIN SABJISIETCS TOCIe0BATEIbHOCTBIO 12 TAKTOB BPEMEHH, ITPU3HaKaMu 00beKTa
CJIY2KAT COOTBETCTBYIOIIAs STUM BPEMEHHBIM TaKTaM HOCJIEI0BATEIbHOCTh 3HAYEHU I
SINR, uamepennbix Ha obopymoanuu BIIJIA-npuemuanka. B kadecrBe nHCTpyMEHTA
[IPOTHO3MPOBAHUS UCIOJIL3YeTCsl MHOTIOC/IOHAsT HefiponHast ceThb [13, 14| ¢ aByms
CKPBITBIMU CJIOSIME, COJIEPAKAIUME 1M HEHPOHOB KaXKiblil. Ha HeIpOHBI BXOIHOTO CJI0sT
[IOJIAIOTCS N IPU3HAKOB 00bEeKTa, €IIMHCTBEHHBII HEPOH BBIXOJIHOI'O CJIOS COJEPIKUAT
nporuosupyemoe Ha (n + 1)-m Takre 3nadenne SINR. CiioxkuocTb 00yUeHus: MoJe/IH
MHOI'OCJIOMHON HEHPOHHOH! CeTU MHOIOKPATHO BO3PacCTaeT II0 CPABHEHUIO CO CJIOXKHO-
CTBIO OOYYEHUS OJIHOCJIONHON HefipoceTH, rjie JOCTATOYHO €IUHCTBEHHON (DOPMYJIbI
IrpaJiieHTa Jijisi OOHOBJIEHUSI BECOB METOOM CTOXACTHIECKOTO I'PaUEHTHOTO CITYCKA.
[Tosromy ucciieioBaHme OrPAHUIUIOCH JIBYMsI CKPBITBIME CJI0fMU. ['pad BbIaucieHuit
HEPOHHON CEeTH CXeMaTU4YeCKH T0Ka3aH Ha puc. 1.

TounocTh IPOrHO3UPOBAHUS OIEHUBAJIACH C TIOMOIIBIO KJIACCHIECKIX METPUK OIIEH-
KU KauecTBa B 3aJlaUaX PErpeccuu - cpeHekBaaparndHoii ommbku (Mean Squared
Error, MSE), cpenneit abcomornoit omubku (Mean Absolute Error, MAE), koad-
bunuenta gerepyvunanun R? (Coefficient of determination), cpemueit abcomoTHOlM
omubku B nporerTax (Mean Absolute Percentage Error, MAPE). 3anaua nactpoiiku
[apamMeTpoB HEHPOHHON CeTu pemragach B JBYX YUCJIECHHBIX IKCIIEPUMEHTAX — C T10-

218



A .1O. Ceiprios u jp. DCCN 2023
K nporuosupoBanuio kagecrsa pajuokanaja mexiay BITJTA 25-29 September 2023

Puc. 1. I'pad BbramcaeHnit MHOTOC/JIONHON HEHPOHHOM ceTH

CTOAHHBIM YUCJIOM HeflpOHOB B CKDPBITBIX CJIOAX M C USMEHEHUHEeM YUCJIa HeﬁpOHOB B
CKPBITBIX CJI0s1X. IIpu 9TOM B KasK/I0M 9KCIIEpUMEHTE YUC/I0 MPU3HAKOB MEHSJIOCH OT
1 1o n.

4. YucaeHHble 9KCII€EPpMEHTbI

B nacrosimem pasesie mpencTaBieHbl Pe3yIbTATEI IBYX UNC/IEHHBIX 9KCIIEPUMEH-
TOB IpOoruo3upoBanus 3HadeHust SINR 1151 BpeMeHHBIX PSII0B IIEPEMEHHON JIJIMHBI
n = 1,...,6 ¢c Topu3oHTOM Iporuosuposanus k = 1, takuMm obpaszom, suadenne SINR na
CJIEJIYIOIEM TaKTe IIPOTHO3UPYETCs 110 M3BEeCTHBIM 3HadeHuM SINR Ha mpembraymmmx
N TaKTax.

B oboux 4uncIeHHBIX 9KCIEPUMEHTaX YHCJIO 7 MPU3HAKOB BO BXOJHOM CJIOE BapbH-
pyercs ot 1 1o 6. Ilpu 3TOM B 1I€PBOM SKCIEPUMEHTE UUCJIO 1M HEHPOHOB CKPBITHIX
CJIOEB TIOCTOAHHO, M = 6, a BO BTOPOM KCIIEpUMeHTe m = n. B majabHeiinieM 1uia-
HUPYETCsT TIPOBECTH UCCJEIOBAHNE JIJIsT TIEPEMEHHOI0 YHC/Ia HEHPOHOB B CKPBITHIX
cimosx. OIEHKN TOIHOCTU TPOTHO3UPOBAHUS /IS 000OUX UHMCJIEHHBIX IKCIIEPIMEHTOB
Ha BbIOOpKe u3 67 046 o6bekToB. TpaekTopun reHEpUPOBAIUCH B COOTBETCTBUU C
asropurmoM Grid Random Walk, coryiacHo KOTOpOMy Ha KasKJIOM TaKTe BO3MOXKHO
[epeMelreHre B OHY U3 4 COCEIHUX sTIeeK, IPU ITOM 3HAYEHUsI BEPOSITHOCTEH BEIOOPA
AUelKU OIPEIe/IAIOTC 33/ aHH0i Mojesbio japuxkenns BILJIA-upuemuuka. Best Boibop-
Ka JIeJIIACh HA TPEHUHIOBYIO Xypain (75%) u TectoBy0 Xiest (25%), npecraBienst
mke (cM. Tabir. 1 u 2).

Anayins pesyabTaToB IOKas3ajl, YTO MOMapHbIE 3HAYEHNS OCHOBHBIX METPUK OIEHMU-
BaHWS TOYHOCTHU [IPOTHO3UPOBAHUS JIJIsI JIBYX UUCJIEHHBIX SKCIEPUMEHTOB OTJIMIAKTCSI
JPYT OT ApyTa HE3HAYUTEIbHO, IIPU STOM B 000X CJIydasx HaOJIIOIAETCS TEHICHITHSI
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’ H KommionenTsr BEKTOPa BXO/IHBIX ITPU3HAKOB

| | A | Afe | Al [ Avfal fionds [ Ao fe ]
MSE(a, Xiest) 0.01339 | 0.00340 | 0.00198 | 0.00225 | 0.00212 | 0.00331
MAE(a, Xtest) 0.07325 | 0.04375 | 0.02642 | 0.03343 | 0.02655 | 0.02976

R? (a, Xtest) 0.99991 | 0.99997 | 0.99998 | 0.99998 | 0.99998 | 0.99997
MAPE(a, Xtest) || 0.00354 | 0.00198 | 0.00138 | 0.00156 | 0.00138 | 0.00152

Tabaumna 1. OmeHKa TOYHOCTH TPOTHO3UPOBAHUS Il YUCJAEHHOIO SKCIIEPUMEHTa, 1

’ H KomnoneHTs BEKTOpPa BXOJHBIX IITPU3HaAKOB

| | A | Afe | Alefs | fonfal fuonds | o fs ]
MSE(a, Xiest) 0.01325 | 0.03334 | 0.03198 | 0.01342 | 0.00142 | 0.00305
MAE(a, Xtest) 0.07429 | 0.12240 | 0.11749 | 0.07481 | 0.02647 | 0.03416

R? (a, Xtest) 0.99991 | 0.99977 | 0.99978 | 0.99991 | 0.99999 | 0.99997
MAPE(a, Xest) || 0.00356 | 0.00568 | 0.00551 | 0.00359 | 0.00126 | 0.00162

Tabsmna 2. OneHKa TOYHOCTH TPOrHO3UPOBAHUS JIJTsl YUCJIEHHOTO SKCIEPUMEHTa 2

pOCTa Ka4ecTBa IPOTHO3ZUPOBAHKS C YBEJIUYEHUEM YHC/Ia BXOJHBIX IPU3HAKOB. 3aMe-
TUM, YTO OIHOCJIOHAs HefipoceTh B [15] moKazaia IPOTUBOIIOIOXKHYIO TEHIEHITHIO -
[IPOrHO3UPOBAHUE Ha OOJIBIIEM YUC/IE€ BXOIHBIX MPU3HAKOB IPUBOIMIIO K CHUKEHUIO
TOYHOCTH IIPOrHO3a. DTO MOCTYZKHIJIO MOTHBAIMEH JIJIsT HACTOSAIIEIO UCCIIETOBAHMSI.

5. 3akJrouyenwue

JlabHeiime uccae0BaHnss MOT'YT ObITh HAIIPABJIEHBI Ha, aHAJIU3 NOPU30HTA, IPO-
THO3UPOBaHUA C IIOMOIIIBbIO METPUK OIIEHKHN KavdeCTBa IIPOTHO3NPOBaHUA 1 IIoKa3areJiein
KadecTBa coeaunenust Mexkay BILJIA B poe mist k > 1. Takxke unrepecHoil 3anaueit
ABJIAETCsA BOIIPOC HUCCJIeJOBaHUA JIJIMHBI BDEMEHHOI'O PgA/la 77 ¢ TOYKU 3PEHUA BpeMeH-
HOTO JIara, PN HAJUINN KOTOPOTO 3aa1Ua HEHPOCEeTEBOr0 MOJETUPOBAHIS BPEMEHHBIX
PsIJIOB CYIIECTBEHHO YCJIOXKHSIETCSI, TaK KaK IOSIBJISETCsT HEOIIPeJIeIEHHOCTh BhIOOPA
00y1aroIuX Map U3 UMEIOIIErocss BDeMEHHOT0O psijia. ABTOPHI B TaJIbHEHIIEM IIJIAHUPY-
IOT IIPOBECTH CPABHEHHE PE3YJILTATOB UCIOIb3yEMOT0 B CTAThe IIPOTHO3a, aJrOPUTMOM
HEHPOHHOI CeTH ¢ MPOTHO3AMU JPYIUX KJIACCHIECKUX AJITOPUTMOB MAITUHHOIO 00Y-
YeHUsl (PeIakolue JIePeBbsi, CIIyIaiiHbIi JIeC 1 JAPYTUMH).
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MO,I[GJIL PeTeporeHHOﬁ CuUcCTeMbl IIepegadm JdaHHBbIX C
odyepeabio M IIepeKJilodeHuneM KaHaJloB

C.M. Ymxukosa!, E.A. ITaxymosa?, A.H. Moucees!, C.II. Mouceepa'

I Pomckmit roCyIapCTBEHHBIN yHUBepcuTeT, Jlennna,36, Tomck, Poccuiickas
Deneparust
2FOxmblit demepasnpubli yanBepcuTet,yiI. Bonpmas Canosas 105/42,

Pocros-na-Jlony, Poccuiickas Pejreparmst

lana.cheese23@gmail.com, epakulova@sfedu.ru, moiseev.tsu@gmail.com,

smoiseeva@mail.ru

AnHoTanus

B mannoit pabore paccMaTpuBaeTcsi TeTeporeHHasi MHOTOJIMHEHAST CHCTeMa,
MAaCCOBOTO OOC/Iy2KUBAaHUS C OXKHUIAHUEM, OCOOEHHOCTb KOTOPOH 3aKJIF0YAETCS
B TOM, 9TO [iIsi OOPabOTKN W HEepeJadn JAHHBIX IPEIOCTABJIEHBI JIBA IeTepo-
PEeHHBIX PECypca PA3HON MHTEHCHBHOCTH OOCJIY?KUBAHUS W IIPEIOCTABJIAETCS
BO3MOYKHOCTH TIEPEIOIKII0UeHNsT Ha 60Jtee OBICTPBINT KaHa I, IPU HAJUIUN TaM
CBOOO/THBIX €JIMHUIL KAaHAJBLHOTO pecypca. IIpesioxken peKyppeHTHBIN aJropuTM™
JJ151 HAXOXK/IEHUs] CTAIlMOHAPHBIX BEPOsATHOCTEH U IIPOBEJIEH aHAJIN3 XapaKTepU-
CTHK Ka4eCTBa OOCIIyKIMBAHMS.

KiroueBbie cjioBa: CHCTEMBI MaCCOBOTO O6CHy}KI/IBaHI/IH C O4Yepeablo, rerepo-
I'éHHad CeThb Iepeadun JJTaHHbIX, IIepeIoJK/JII09YeHne KaHaJlOB

1. BBenenue

[Tocnennue mecsaTuaeTus aKTUBHO PA3BUBAIOTCS CETEBbIE TEXHOJIOIUH IepeIadun
JaHHBIX. HOHB.HHQTCﬂ BCe 6OJ'II)IHe yCi1yT CBs3MH: BI/I,Z[eOKOH(i)epeHHI/II/I 1 TpaHCJ/IAIA
B peXKMMe PeaJbHOTO BPpEeMEHH, MHOTOMOIAJIbHBIE CHCTEMbBI B3AMMOIEHCTBHSI, CUCTe-
MBI TeJIEMEUINHBI U TeJIEMOHUTOPUHTa, TexHojorun VHTepHera Berieit u np. [Ipu
9TOM BCe DOJIbINe MPEIbsBIIeTCsT TpeOOBAHMI K IIPOIYCKHONW CIOCOOHOCTH CETH C
OJIHOI CTOPOHLI, C APYTOil CTOPOHLI HEOOXOAMMO BLIIOJIHEHIE TPEOOBAHNN KAIeCTBa,
obcyxupanus (Quality of Service, QoS) st pasiumanbix THIOB Tpaduka. B Teo-
PUU U IPAKTUKE BBLLIEIAIOT SKCTEHCUBHBLIE M MHTEHCHUBHBLIE METOALI OOeCIIeUeHUs
KadeCcTBa CepBHCa. JKCTEHCUBHBIE METObI 00ECIIeUeHNsT KaueCTBa CEPBUCA MPEIII0Jia-
rajoT H00aBIeHNe JOIOJHUTEILHON MPOIIYCKHON CIIOCOOHOCTH 3a CUYeT J100aBJICHUS
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HOBBIX pecypcoB. VIHTeHCUBHBIE METOJIbI 0DECIIEUeHNsT KATeCTBa CePBUCA IIPEIIIoIa-
rafoT MOBbIIeHne Y(PDOEKTUBHOCTH UCIIOJB30BAHUS CYIIECTBYIONIUX PECYPCOB CETH
U BKJIOYAIOT pa3jindHble rpynibl MerooB [1]. OHON U3 TaKuX TPy SIBJISIFOTCS
METO/Ibl MHOTOIIOTOYHOM MapIIPyTU3AIUA UJIU METO/bl MHOTOIIOTOYHON Ieperadn
JIAHHBIX.

Taxue MeTO/IbI IPEJIIoIAraioT pa3jie/eHe Ha YPOBHE IPUJIOYKEHUS TIOTOKA JTAHHBIX
Ha HECKOJIBKO CyOIIOTOKOB, KOTOPBIE IMEPEIAl0TCsI depe3 HECKOJIBbKO TPAHCIIOPTHBIX
COEJIMHEHNH, KayK/Iblil 13 KOTOPBIX HMCIIOJIL3YET CBOW MapuipyT. Peausyior nepemrady
JIAHHBIX TAKUX CYOIIOTOKOB MHOTI'OIIOTOYHBIE IIPOTOKOJIBI. B HacTOsiIee BpeMs Ipe/i-
J0xKkeHo Gostee 20 Bepcuil TaKUX IIPOTOKOJIOB [2], ogHaKo Hanbosee IOMyISPHBIMU
seysitorest MPTCP [3], SCTP [4], MPQUIC |[5].

O1HOM U3 OCHOBHBIX 3a/1a4 IIPU OPraHU3aIMi MHOIOIIOTOYHON HEepPeJadn JaHHbIX
SIBJISIETCS pacipejesieHne JaHHbIX 110 cybrorokaMm. B maHHOI cTaTbhe paccMOTpeHa
MaTeMaTHu4IeCKasd MOJCJ/Ib pacClIipeJesjieHud JaHHbIX I10 CY6HOTOKaM C IIepeKJJII0OIeHUEM.
3a ocHOBY B3sT amnmapar Teopun MaccoBoro obciayzkusanus (TMO), kak nHanbosiee
aJIEKBATHBIN JIJIsT OIIUCAHUS IIPOIIECCOB pa3lesIeHns] PECYPCOB B CETH.

2. IlocranoBka 3ama4yu

B macrosmeit crarbe mpeiaraeTcs MOIEb MHOTOJIUHEHHON CHCTEMBI O0CTY K1~
BaHUs C OXKUJAHUEM U HMEPEKTIOUEHNEM, 0COOEHHOCTb KOTOPOH 3aKJII0UaeTCs B TOM,
970 JiJId 00pabOTKN W pacIpeeeHns JAHHBIX Ha CYOIIOTOKH IIPEJOCTABJIEHBI JBa
PeTePOreHHbBIX Pecypca KOHEYHOTO 00beMa U PA3HON MHTEHCUBHOCTU OOC/IYKUBAHUS.
[Tox pecypcamu OyaemM IOHUMATD 3HAYEHUsT IPOIYCKHON CIIOCOOHOCTH Ha MHTepdeiicax
JIOCTYIIHBIX KAHAJIOB CBsi3M, BBIDAYKEHHON B ejuHuIlEe KaHajabHoro pecypca (EKP).
[Ipenmonaraercsi, 970 KaHAJBI CBA3U 00JIAIAIOT T€TEPOreHHBIMU XapaKTePUCTHKAMUI
kauecTBa obcayzkuanus (QoS). Takrke mpe/osaraercsi, 9To MEPBLI KaHa HoJee
OBICTPBIiT 10 CPABHEHUIO CO BTOPHIM KaHaJIOM CBaA3U. Takum 06pa3oM, MOKHO TOBOPUTH
006 OpraHu3aI ABYXKAHAJLHON CHCTEMBI ITepeIadn JAaHHBIX, TaK KaK HH(MOPMAIIAs
MIPUJIOYKEHUS TI0JIb30BATENIsT MOYKET OBITH IepejlaHa Mo JIByM HHTepdeiicaM CBsI3H.

Kaxknwrit maker pacupemnesnsiercss Ha mHTepdeiic 6BICTPOro KaHAJI CBSI3U, €CIIN
TTOCJIETHII 00J18/1aeT JIOCTATOUHBIM KOJIMIEeCTBOM pecypcoB. To ecTh 3annMaeT mpubop
J1s1 00CTy?KUBaHUsI, €CJIM BUMeeTCsI CBOOoAHbIe "ObicTphle" ipubopsl. B ipoTuBHOM
cllydae IIPU HEeJOCTATOYHBIM KOJUYECTBE CBODOIHOIO pecypca sl OOC/IY KUBAHMSI
maker obparmaercs K narepdeiicy BTroporo 60jee MeJIEHHOTO KaHasta. Ecin Bo BTOpoM
KaHaJIe UMeIOTCsl CBODOIHbBIE IIPUOOPHI, TOrA MMaKeT MoIaJ aeT Ha obcyKuBanue. B
MIPOTUBOIIOJIOZKHOM CJIydae MaKeT MOoMaJgaeT B ouepeb. Jluciumimaa o0C Iy KUBaHUS
B ouepean FIFO (First In — First Out). B ciyuae ecim nepBbiit Kanaa 0cBOOOMIICS 1
odYepeib IycTa, TO HaKeT ¢ HHTepdeiica BTOPOro KaHaJIa CBSI3U MEPEPACIIPEIesISeTC sl
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Ha obciryKuBaHue Ha uHTepdelic mepBoro boJsee ObICTPOTO KaHaja. Takum obpa3oM,
UMEET MECTO IEePEKJIIOUEHNE.

CraBuTcst 3a/1a4a OIpPeJIeJIEHUs] BEPOSITHOCTHBIX XapPAKTEPUCTUK CUCTEMBI: BEPOSIT-
HOCTH MOMEHTAJLHOTO OOCTYKUBAHUSA «OBICTPBIM» KaHAJIOM, BEPOSITHOCTH MOMEH-
TAJILHOTO OOC/IY>KUBaHUST «MeJJIEHHBIM» KAaHAJIOM, CPEIHSIS JJINHA OYepein, CpeiHee
BpeMsT IPeOBIBAHUS 3asBKU B OUEPEN U CUCTEME.

3. Maremarudeckasi MOJeJib C II€pPEeKJII0YeHneM Ha 0oJiee ObICTPbBI
KaHAaJ

Paccmorpum cucremy maccooro obemyzkusanust (CMO) ¢ aymst 6okamu 00-
CJIy>KUBaHUS PA3JIUIHON MHTEHCUBHOCTH OOC/IY>KUBaHUS Ha BXOJ KOTOPOH MMOCTyIIaeT
IIYACCOHOBCKUI MOTOK MAKETOB ¢ MHTEHCUBHOCTBHIO \. /lucruminna oOC/TyKuBaHUs
OIIPEJIEJISIETCs CIEAYIONUM 00PA30M: €CJIU UMEETCs JIOCTATOYHOE KOJIMIECTBO CBO-
6o/ub1x EKP y OpicTporo kanasia, T0 nakeT oOCIy>KUBaeTCs B TE€UEHHE CJIyIailHOTO
BPEMEHHU MMEIOIIET0 SKCIIOHEHITNAIBHOE PACIPE/IC/IEHUE BEPOSITHOCTEHR ¢ ITapaMeTpoM
(1. Ecsim 6pICTpPBIi KaHAJ 3aHAT, TO HAKET MOCTYIaeT BO BTOPOI KaHAJ U 00CIIyXKu-
BAETCs TaM B TeYEHHE CJIYyYallHOI'O BPEMEHU, UMEIOIIEro SKCIIOHEHIUAIBLHOE PACIIPe-
JleJIeHUE BEPOSITHOCTEN C ITapaMeTpoM jio. BhIlosHSIETCS CJle/1yTolee COOTHOIIIEHNE
1 / p <1 / 2.

Ncnonb3ys cumBonuky Kenpasnia-Bamapuna B 061meM Buje MOXKHO 3alllcaTh
nonygermyio CMO B Buge M|M T2 |N 4 M|oo.

Cxemaruveckoe n300pazkeHue mpeicTaBIeHo Ha puc. 1

8
e o0 N
1
A
Ho
o o 0 M
M2

Puc. 1. CMO npyxkanambuas cucrema suga M|IM52)|N + Moo
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CocrosiHue cucTeMbl OUPeeJIUM CIydaiiHbiM nporeccoM i(t), rue i(t) — auco
3asBOK B CUCTEME B MOMEHT BPEeMEHH t.

Curygaiinbiil porecc i(t) u3MeHeHusi BO BpeMEHH COCTOSIHUI CHCTEMBI $IBJISIETCSI
nenbio Mapkosa (puc. 2). s koropoii rpad BeposiTHOCTE! M3MEHEHMsT COCTOSTHUI

nMeeT BUI:

M Ly ML + + My Npy + My MLy —Mm

Puc. 2. Tpad sepositrocreii cucremsr mis M{ML2)|N + Moo

st cranuoHapHBIX BEPOSATHOCTEN YHC/Ia ITaKeTOB B CUCTEME UMEEM CUCTEMBbI
JIMHEHHBIX YPAaBHEHUI CJIeIyIOIIero BUuAa:

(1)

0= ATl +pu1l
0=ATy —()\ + Nl) My +2u1M2

0= —(A+ip1) M +A M1 +p1Mig
i< N (2)
—( A+ Npup) My A M-t +(Npg + p2) v+t

0=—A+Npg+ (i —N)p2) My +A -1 +
+(Npi + (i 4+1— N)paMip
N<i<N+M (3)
=—(A+ Np1 + Mp2) Oyear +A TN -1 +
+(Npr + Mp2) Ny m—1

(4)

0=—(\+Npg + Mpug) M +A M1 +(Npg 4+ Mpuz)Mig
i1 >N+ M

Tak Kak cymMMa cjaraeMblx, HA4UHAs C [y 437 IPeJCTaBisieT coboit reoMeTpude-
CKYIO TIPOTPECCHIO, TO PSiJl CXOJUTHCS TIPU YCJIOBUN m <1= A< Npi+ Mups.
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JlanHoe ycoBue sIBJIeTCs YCJIOBHEM CyLIeCTBOBAHHUSI CTAIlMOHAPHOIO PeKUMa B
paccMaTpUBaeMoii cucTeMe.

Ypasuenusi (1-4) siBJISIOTCST OCHOBOIH J1Jisl HTEPAIMOHHOIO (PEKYPPEHTHOIO) aJl-
rOpUTMAa C y49eTOM yCJIOBUs HOpMUPOBKHU. ITonoxkum Vy = a, Thae a — HeKoTopast
ITPOU3BOJIbHAY IIOJIO?KUTE/IbHad KOHCTaHTa. TOI‘,IL&

A A — A
Vi = Ayp vy = AFmIVIZ A
231 2110

st i<N nmeem
(A+ip) M =AVia

(0 + 1w

Vier =

()\ + N/Ll)VN — AVN_1
Nipy + p2

VN1 =

g N<i<N+M

(A+ Npy + (i = N)pa) Vi — AViy

Vii1 = -
o Npr+ (i +1— N)ug
Vaonros — A+ Npp + Mp2)Vien — AViar—1
i> N+M
v A+ Npr+ Mpg)V; — AV
i1 = :

Npy + Mps

,H.HH HaXO0XKICeHU A CbI/IHaJIbeIX BepOHTHOCTeﬁ BOCIIOJIB3YEMCs YCJIOBUEM HOPMUPOBKU
1=73%2,V;. O6osnaunm: A =", V; danee HopMupyem u nosydaeM hpUHAILHOE
pacupenesienue [1; = %Vi.

B pesysibrare ObLIn Oy YeHBI BhIPAYKEHUS JIJIsi CJIEIYIONINX BEPOSTHOCTHBIX Xa-
PaKTEPpUCTUK CHUCTEMBbI: BEPOATHOCTb MOMEHTAJIbHOI'O O6C.Hy}KI/IBaHI/IH <<6bICprIM>>
KAHAJIOM, BEPOATHOCTD MOMEHTAJIBHOTO OOCIYKUBAHUS «MEJJIEHHBIMY KaHAJIOM, CPEJI-
Hsisl JIJTUHA OYEPEJIU, CPeJIHee BpeMsi TPeObIBAHUS 3asiBKU B OUePe/I U CUCTEME.
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4. YwucieHHbIll mTpuMep

L7151 TOCTPOEHHOM MOJEIN TTPOBOJIUIICS IUCJIEHHBIH SKCIEPUMEHT C Pa3INIHBIMU
BXOIHBIMH JIAHHBIMU: WHTEHCUBHOCTH IPUOBITHS TAKETOB A COCTAJISIET 2, MHTEHCUB-
HOCTH 0DCJTyKUBaHUs JJist KaHaaoB (1 = 1, po = 0.01. Harpysky cucremsr 0603HaTHM
qepe3 p. B pe3ynbrare ObLIN MOIyYeHBI Pe3y/bTaThl, IPE/ICTaBICHHbIE B Tab e 1.

Bxoambie mapamMeTpbl
p=066 p=098 p=0.39
N=3 N =2 N=5
M =2 M=1 M =10

XapakTepucTuku

BepositHOoCTE 06C/TYKUBaHUST

«OBICTPBIM» KAHAJIOM 0.56 0.03 0.94
BepositHOCTB 06CIIYyKNBaHUSA

«MeIJIEHHBIM» KaHAJIOM 0.25 0.07 0.06
BeposiTHOCTL TTONACTL B OUYeEpEDb 0.19 0.90 5.5 x 1076
CpejiHee 9uCyI0 3asiBOK B CUCTEME 2.86 50.62 2.03
Cpennsist JjIMHa OYepeIn 0.38 44.95 3.6 x 1076

Cpennee BpeMst mpeObIBaHMS
3asBKH B OYePe/In 0.19 2248 1.8x1076

Cpemmee BpeMs mpeObIBaHUSA
B CHUCTEME 0.52 22.97 0.20

Tabmuia 1. BepositHoctabie xapakTepuctuku CMO jist cucreM ABYXKaHAJIBHON TTepeadn
rnepeadn JAHHBIX C MEepeKJIIoYeHneM Ha 0oJsiee OBICTPBIN Tpubop

5. 3akJroyeHue

B nacrosiieil crarbe mpeicraBieHa MaTeMaThdecKass MOJEIb IBYXKaHAJJIbLHON
CHUCTEMBI II€peIavun JAHHBIX C OXKHUIAAHUEM U IepekjiodenreM. C IOMOIIBIO paspa-
GOTAHHOIO0 PEKYPPEHTHOI'O AJICOPUTMA IOJYICHO PACIPENCJICHAE BEPOATHOCTEH, 1
Haﬁ,ﬂeHbI BEPOATHOCTHBIC XapPaKTEePUCTUKU CUCTEMbI, KOTOPbIE MOKHO HCIIOJIb30BaTb
IIpU IPOEKTUPOBAHNAN PEAJBHBIX HH(POKOMMYHUKAINOHHBIX CHCTEM.

V3 101y 9eHHBIX PE3Y/ILTATOB YUCACHHOIO SKCIEPUMEHTa MOXKHO CIEIATh BLIBOI,
qTO paclpejeneHue JaHubix ¢ "MeaeHnoro " kanasa Ha "ObICTpLIi"B pexKuMe nepe-
KJIIOUEHUSI IIPUBOIUT K YBEIUICHUIO OYEPEeIU, U KaK CJIEJICTBAE MOXKET IIPUBECTH K
YBEJIMYCHUIO 3a€PKKHI MEPEadr JaHHbIX, YTO HEIPHEMJIEMO IIpU nepeaade rpaduka,
YyCTBUTEJILHOrO K 3alepkKe. OIHAKO TaKOi PEXKUM MOXKET OLITh MCIIOJIL30BAH JIJIst
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epeady 3JaCTUIHOrO TpaduKa ¢ IeJIbIo DaJaHCUPOBKY HArpy3ku. OIHAKO JAaHHBII
BOIIPOC TPeOYeT JMAJbHEHIIero n3y YeHms.
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AHanu3 MNOJHOTHI u AKTYaJIbHOCTHA BbIXO,Z[HOﬁ
I/IHCl)OpMaHI/II/I B pacipeaejiecHHbIX KOMIIBIOTEPDHBIX W
TeJIEKOMMYHHUKAIIMOHHbIX CHUCTEeMax, OGGCHe‘-II/IBaIOHlI/IX

IIpoBeaeHue I/I36I/IpaTe.TIbeIX KaMIIaHUi1

A . Kocrorpsizos!

L@enepanbroe rocymapersennoe yuapexenne DenepabHbIil HCCIIEI0BATEILCKAN
nentp "Nudopmaruka u ynpasnaenune" Poccuiickoit akamemun Hayk, yia. BaBuiosa, .

44, xopi. 2., Mocksa, Poccuniickas Peneparius

akostogr@mail.ru

AnHOTaUS

IIpumenuTensHo K crucTeMaM, 00ECIEINBAIOIINM IPOBEICHNE N30NPATETbHBIX
KaMIIAHUH, TPOaHAJN3NPOBAHO KAYeCTBO BBIXOAHON nHMOPMAIUH /111 n3bupaTre-
seii. Ha ocHOBe mpuMeHeHNsT aBTOPCKUX BEPOSTHOCTHBIX MO/IejIell KOJTIMYeCTBEHHO
OIIEHEHO BJIMSTHUE UCIIOIb3YEMBIX PACIPE/IEIEHHBIX KOMIIBIOTEPHBIX U TEJIEKOMMY-
HUKAITMOHHBIX CUCTEM Ha TaKue CBONCTBA Ka4eCcTBa, KaK IIOJIHOTA U aKTYaJbHOCTD
BBIXOTHOM MH(MOPMAIMH O XOJE U PE3yIbTAaTaX BHIOOPOB.

KuroueBrbie ciioBa: akTyaJbHOCTh MHPOPMAINH, BEPOSTHOCTD, MOJEb, T0JI-
HoTa WHMOPMAIUN, CUCTEMA,

1. BBenenue

IIpu mpoBemennn m3bUpaTeIbHBIX KaMIaHmii cbop, 0OpaboTKa u mepegada MH-
dopmarnun 6asupyeTcst Ha MIPOKOMACIITAOHOM ITPUMEHEHUN KOMIIBIOTEPHBIX M Te-
JIEKOMMYHUKAITHOHHBIX CUCTEM U ceTeli. [JIaBHBIM BOIIPOCOM OCTaeTCs JIOBEpUe K
pe3yabTaTaM BbIOOPOB HEIIOCPEICTBEHHO B J€Hb IOJIOCOBAHUS M Cpa3y IIOCJe HETo.
s usbupareseit 3To moBepue GOPMUPYETCs HA OCHOBE BBIXOIHOM MHMOPMAIUN O
XOJle U pe3yJibTarax BbIOOpoB. Tpebyemoe mpu 9TOM KadeCTBO Ha BCEX MEPAPXUIECKUX
YPOBHSIX BBIOOPHOI CHCTEMBI BO MHOI'OM JIOCTUTAETCsI 33 CUeT OIEePATUBHOCTH JIOCTAB-
KW, TIOJIHOTHI M JIOCTOBEPHOCTH BBIXOAHON mH(MopMaruu. [lepes rioazamu — mocsieaunii
npuMep obecIieueHnst KauecTBa BBIXOIHOM NH(MOPMAIIUHT O XOJIe W Pe3Y/IhTaTaxX BTOPOIro
Typa BbibOpoB npe3ugenta Typrmn 28 mast 2023 roja ¢ TyIacCHbIM WH(MOPMHUPOBAHIEM
n3bupareseir B cpegreM Kaxkiapie 20-40 MEUHYT. DTO — YACTHBIA [TOJIOXKUTEIbHBIA IPH-
Mep, HO JI0 Hero OBbLI0 MHOXKECTBO JAPYTUX IIPUMEPOB, Ile HEIOCTATOUHOE KATeCTBO
nHMOpMaIun JIjIst u3dupaTeseil Cay»KIUI0 KICTOYHUKOM COIMaIbHOIO B3PbIBA.
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st Goslee apryMeHTHPOBAHHOIO OTBETa Ha BOIPOC O POJIU KOMIBIOTEPHDLIX H
TEJIEKOMMYHUKAIIMOHHBIX CHCTEM M CeTel JJIsi 00eCleYeHns] KadecTBa BBIXOIHOM
uHMOPMAIIH O XOJIe U Pe3y/IbTaTax BhIOOPOB HE0OX0IMMO DoJjiee JeTabHOe MaTeMaTH-
yeckoe mMojenuposanue. K coxkasennio, Jyist IpUIOXKEeHU K BBIGOPHBIM TE€XHOJIOTHAM
IpY HAJUIUE MHOYKECTBA Pa3sHOPOIHBLIX HEONPEICJCHHOCTEH IeIeHalIPaBIeHHBIX
KOJINYECTBEHHBIX OINEHOK KAaveCTBa BBIXOAHON mHMOpMAIuu IpakTuieckun Her (3a
HEKOTOPBIMU HCKJIIOUEHUSIMI — CM., Hanpumep, [1]).

MIMeHHO KOJTMYECTBEHHOMY aHAJIN3y TaKUX CBOIMCTB KadeCTBa BLIXOAHON MHMOP-
Maliy, KaK IIOJIHOTA U aKTYaJbHOCTh IPUMEHUTE]HLHO K CHCTeMaM, 00eCIIeIrBaIONIAM
poBejieHne U30MPATENTbHBIX KaMIaHUil HEITOCPEICTBEHHO B JIEHb BBIOOPOB U IIPH
[ojIcueTe Pe3yabTATOB BHIOOPOB, MOCBSAIIEHA HACTOsIIAsT paboTa.

2. OcHoBHBIE IIOHATNA, IIPDUHATBIE IIOJO2K€HUMs:dA U1 JOIIyIIeHU:A

B pabore npuHSTHI CIeIyIONIe MOJIOYKEHUS U JTOIMYIIEeHNs, KACAIOIINECs JTOCTH-
JKEeHHUsI IeJi O0ecIiedeHusl OIEPATUBHOCTH JOCTABKHU, HOJHOTBHI M JIOCTOBEPHOCTH
BBIXOIHON MH(MOPMAIUU O XOJE U PE3y/IbTaTaX BHIOOPOB.

OrnepaTuBHOCTD J0CTABKU WH(MOPMAIIUU U3MEPSIETCS BpeMeHeM 00paboTku OroJiie-
TeHel U JIOBeJIEHNsI COOTBETCTBYIOMEel nHMOPMAaINi O X0Jie U Pe3yabTaTax BhIOOPOB
1o u3bupareseii. [lo cpaBHEHNIO ¢ PyIHBIM IepecdeToM OroJIeTeHeil BpeMst 00paboOTKH
1 JIOBEJIEHNS BBIXOIHON mH(OpMany J10 u3bupareiieii 00beKTHBHO COKPAIIAETCs Ha
MTOPSIIKU — JI0 HECKOJIBKUX MUHYT. 1o 910l npuanne 1eseBbie 9 deKTh, CBI3aHHbIE
C MOBLIIIEHHEM OIEPATHBHOCTH JTOCTABKYM MH(MOPMAIMH 3a CYET IPUMEHEHHS KOMIIHIO-
TEPHbBIX 1 Te.HeKOl\lMyHI/IKaL[I/IOHHbIX CUCTEM U CeTeI‘/JI7 IpeaCTaBJIAIOTCA OYeBUIHBIMU U
B paboTe UCIOJIb3YIOTCsI JIUIIb B KOHTEKCTEe (POPMUPOBAHNSA MCXOIHBIX JAHHBIX JIJIsT
MaTeMaTUI€CKOI'O MOJCJINPOBaAHUA.

Bcee nociiemytomume onpenenenus: agantupopanbl n3 ['OCT P 59341-2021 «Cu-
CcTeMHasl WHXKeHepHsi. 3aluTa HHPOPMAIMH B IIPOIEcce yIIpaBjeHus nHpopMaImeit
CHCTEMBI», CMBICJI JAPYTUX TEPMUHOB (HE PACKPBIBAGMBIX HUKE) COXPAHEH COTJIACHO
3TOMY CTaHIAPTY.

ITox moIHOTOM BBIXOIHON MHGOPMAITUN ITOHIMAETCS CBOMCTBO IIPEIOCTABIISIEMOI
n3bupares M nHOOPMAIUU OTPasKaTh COCTOAHMUS BCEX BIEPBLIE IOSIBJISIIONIUXCS (DaK-
TOB U OOBEKTOB ydeTa MPeJIMEeTHON 00JacTH CHCTEMbI (HAIIPHMED, O TOTOBHOCTH
n30UpaTeIbHbIX KOMUCCH, 00 OTKPBITUN yYACTKOB, O IEPBBLIX HAPYIIEHUSIX B XOJI€
BBIOOPOB, O IPU3HAHUE BLIOOPOB COCTOSIBIITUMUCS, O TIEPBLIX PE3YJIbTATAX MOJIOCOBAHUS
u ap.). Kaxkpiit cirydail HeHOJIHOTBI BBIXOJIHOM MHMOPMAIMH CTAHOBUTCS TIPEMETOM
OCO6OI‘O BHUMaHHWA, B€JIb TeéM CaMbIM HapymaeTCS{ HeO6XOILI/IMaH CTEIIEeHb J0Bepud
n3buparesieil K BbIOOpaM. 31eCh HEONPEIEIEHHOCTD 3aK/II0YAeTCs B HACTYIIJICHIH MO-
MEHTOB IIEPBOTO TOsIB/IeHUs (PAKTOB 1 O0BEKTOB yUueTa IPEIMETHO 00IaCTH CUCTEMBI,
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BPEMEHU IIOJATIOTOBKH, TOBEJIEHUsI U OTPAXKEHUsI COOTBETCTBYIOIIEH NH(MPOPMAIIUNA B
6azax gannbix (BJl) cucrembr.

ITox mocTOBEPHOCTHIO BBIXOMHON MHAMOPMAIINKY B HACTOSINEH paboTe TOHNMAETCS
CBOMCTBO mepuoandecku ooHoB/sieMoir B B/l u mostexkarmeit moBegeHuio 10 m3bupa-
Tesiell BBIXOHOM nHMOPMAIME OTPayKaTh peajbHbIe COCTOSTHUS X0 BBIOOPOB (110
KOJIMYECTBY MTPOTOJIOCOBABIIIX, [0 KOJINIECTBY HAPYIICHUI U IP.), MTPOMEKYTOTHBIX
U OKOHYATEJbHBIX PE3yJIbTaTOB T'OJIOCOBaHUs (IO KOJIUYECTBY HaOHUPaeMbIX TOJIO-
COB), U3MEHSIEMBIX BO BPEMEHH B XOJI€ TOJIOCOBAHUSI ¥ IPU IIOJICIETE KOJTMICCTBA
OrosieTeHelt 3a KaHuIaToB. Jl0CTOBEPHOCTD BBIXOIHON MH(MOPMAIIUN OIPEIeISTeTC st
KOPPEKTHOCTHIO 00pabOTKY 3aII0JTHEHHBIX OIOJIIeTeHel, 6e30IIMMO0THOCTRIO IIPU XpaHe-
HUAN U IIepejiade COOTBETCTBYIONIEN MHMOPMAIIUA U COXPAHEHHEM €€ aKTyaJbHOCTH Ha
MOMEHT HUCIIOJIB3OBAHUI. HOIL AKTYaJIbHOCTBIO BbIXO,/IHOfI I/IHCbOpMaLLI/H/I IIOHUMaEeTCA
CBOMCTBO OOHOBJIsIEMOM MH(MOPMAIMN, KOPPEKTHO 00pabOTaHHON M3 3aIll0JTHEHHBIX
OrojiieTeHelt u o IeKaIeil TOBEACHUIO 10 u3dbupareseil, oTpaxKarhb TEKyIIee CO-
CTOSTHIE XOJa BBIOOPOB U PE3yJIbTATOB BHIOOPOB C COOJIIOAEHUEM COTJIACOBAHHOCTHU C
00BEKTUBHOI peallbHOCTBIO. PaccoriacoBanue peajbHoil u xpanumoit B B madop-
Malll¥ BBI3BAHO yCTapeBaHreM WHQMOPMAIMN B Pe3y/IbTare KaKOro-Irnb0 3HAINMOTO
U3MEHEHUs J0 CJIe/IyIonero obHoBjaeHus 3Toro u3Menenus B BJI — cm. puc. 1.

AKTyaJIbHOCTH BBIXOIHOI MH(MOpMAIK [IJIsd u3dupareseil 00ecnednBaeTcs My TeM
JIOCTATOYHO OBICTPOrO U HEIPOTUBOPEUUBOIO oTpakenusi B b/l 06beKTUBHO MMEBIIUX
MECTO 3HAYMMBIX M3MEHEHU! NH(MOPMAIMH O XO/e BLIOOPOB U Pe3y/IbTaTOB BHIOOPOB
C YYETOM TEXHHYECKHX 3aJePXKEK B HUCIOJIb3YEMBIX KOMIIBIOTEPHBIX U TEJIEKOMMY-
HUKAIMOHHBIX crucTeMax n ceTsix. OnepupoBaHue HeaKTyaJbHON umHpOpMaImeil B
CHCTEME MOXKET OBITh BOCIPHHSITO U30MpaTe/ s sMi KaK oOMaH WM HEOOOCHOBAHHBIE
3aTA2KKU BpEMEHU JIJIgd TOJIC/IKN PEIYJIbTATOB I'OJIOCOBaHUA, BbI3BAaTh HEIOBEPUE K
BBIOOpAM ¥ MTOC/IYZKHUTh UCTOYHUKOM COIMAILHOTO B3PhIBa. IIpu 3TOM BIIOJIHE 060CHO-
BaHHO MOXKHO IT0JIAraTh, ITO 6€30MNO0YTHOCTE BXOIHOM HHMOPMAIINY U3 3AII0THEHHBIX
OroJuteTeHell 1 KOPPEKTHOCThL 00paboTKM OroJIIeTeHelt 00eCIeInBaIOTCs B Pe3y/abrare
IIpPUMEHEHUs Ha I/I36I/IpaTe.HbeIX yY4dacTKaX CIielIia/JIbHbIX KOMIIJIEKCOB aBTOMAaTUYe-
CKOIt 00paboTKN M3bnupaTebHBEIX OfojiteTeHeil. Biaromapst MCIoaIb30BaHIIO CAMIMA
u3OUpATENISIMUA STUX KOMILJIEKCOB OCYIIECTBIISETCS ABTOMATUIECKUN TIOCIeT TOJI0COB,
YCTPAHSIOTCS OMMMOKKM PYTIHOTO IOJCYETa T'OJIOCOB U MPEJOTBPAIIAIOTCS MOMBITKA
dabcuduKaIIi UTOIOB NOJIOCOBaHUsI. Takxke He 6e3 OCHOBAHUI II0JIaraeTcsi, 9T
6e30mMOOTHOCTE BBIXOMHON MHAMOPMAIINN [P €€ XpaHEeHNH U Iepeaade TOCTUTaeTCs
[IPUMEHEHNEM COBPEMEHHBIX KOMIIbIOTEPHBIX TEXHOJIOIHI obeciiedeHus nH(pOpMaIln-
oHHO#1 6e3onacHocTu. HeorpejiesleHHOCT 3aK/I09aeTcsl B HACTYIJIEHMH MOMEHTOB
3HAYNMOTO M3MEHEHUsI COCTOSIHUSI OObEKTOB ydeTa B PeaJbHOCTH, BPDEMEHH IIOJI0-
TOBKH, JIOBEJIEHUsI U OTparkKeHusi cooTBercTByfoeil nadopmarun B BJI cucrembr. C
YIE€TOM BBINEN3/I0?KEHHOTO TIPU HUCITOJIb30BAHIN KOMITBIOTEPHBIX U TEJIEKOMMYHUKa~
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A0 3HAYUMOIo USMeHeHUA pearibHOro CoCToAHMUA 0bbekToB ydyeTta;

|11l = HapylieHue akTyanbHOGTH BbIXOAHOK MHhOpMaLUK

Puc. 1. Mtrocrpanust (hopMupoBaHusi akKTyaJ bHOCTH BBIXOIHON WHMOpMAIAN

[IMOHHBIX CUCTEM W CeTell U3 CBOUCTB, XapaKTePU3YIOINX Ka4ecTBO, KaK Haubosiee
KPUTHUYIHBIE BLIOPAHBI CBOMCTBA MOJIHOTHI U aKTYaJIbHOCTU BBIXOIHON MH(MOPMAIIUN.
[Touumast, 9T0 peasbHble pacipejesieHHble KOMIIBIOTEPHDBIE U TEJIEKOMMYHUKAIIMOHHbIE
CUCTEMBI, 0DecreInBaloIye MpoBeeHre n30UpaTeIbHBIX KAMIAHUN, UMEIOT CJI0YXKHYIO
CeTEBYIO CTPYKTYDY, B HACTOsAIIEH paboTe NPUHATO CJIEyIolee Jolyiienne. B ressx
aHaJIN3a MOJIHOTHI U aKTYAJLHOCTU BBIXOJIHON WHMpOpMAIUM cucreMa, 0becrevunBai-
Iasi IpoBe/eHne N30UPATETbHBIX KaMIIAHUH, PACCMATPUBAETCA KaK IE€PHBIN SITUK.
CereBast CTPYKTYpa yIUTBIBACTCS JIUIIH MyTeM (GOPMUPOBAHUS BPEMEHHBIX UCXOTHBIX
JAHHBIX JJIT MaTEMATUIECKOTO MOJIE/TUPOBAHMUS.

Hasee oneHnM (QyHKIMOHAIBHBIE BO3MOXKHOCTH HEKOTOPON aBTOMATH3UPOBAHHON
cucremsbl (AC), CTPYKTYPHO IIpe/ICTaBIIsIIONIE cO60ii MHOIOYPOBHEBYIO TEPPUTOPHATIBHO-
pPACIIPEJICJIEHHYIO CHCTEMY KOMILJIEKCOB CPEJICTB aBTOMATH3AIUN IEHTPAJILHON n36m-
paresbroii Komuccun (LK), necsrkos usbuparebHbIX KOMUCCHIT CyObEKTOB, COTEH
OKPY?KHBIX, TBICAY TEPPUTOPUATHHBIX U JECATKOB THICAY YIACTKOBBIX N30MPATETbHBIX
komuccuit. K npumepy, B 'AC «Bwibopbi» Poccun nHacautbiBaercst 6osiee 96 Thicsad
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YYIaCTKOBBIX m3buparTebHbXx Komuccuii. Mccnemnyemast AC MOXKET BBICTYIIATH KaK
HEKasl CUCTEMAa-aHAJIOT JJIsT MHOTUX PEAJIbHBIX CUCTEM, ODOECIIEUNBAIOIINX IIPOBEICHUE
u3bupare/bHbIX KaMaHuit. JIJis pacueToB UCIOIB3YOTCST MOJIEJIN JIJIsT OIEHKH TIOJTHO-
THI ¥ aKTyaJbHOCTH HH(MOPMAINH, OTPayKeHHbIE B aBTOPCKUX paborax [1-4|, a Takxke
B 'OCT P 593412021, B KOTOPOM 3TH MOJIEJIN PeaTn30BaAHBI.

3. OrmeHka TMOJHOTBI BBIXOJAHON WHMOpPMAIIIKA

Wcnonnsyemast «Mogmesib Jijist OIEHKH IOJTHOTHI OIEPATHBHOTO OTPAYKEHUsT B CHCTE-
Me HOBBIX OO'bEKTOB U siBJIeHUiT» [1—4| 1103BoJIsIeT OleHUTh BEPOSITHOCTD 00eCIeYeH s
ITOJTHOTHI BIXOaHO# nHMopmarun B Bl cucrembl. MckoMast BEpOSTHOCTD BBIYHUC/ISIET-
Cs B IPEJIIIOJIOKEHNN TTyaCCOHOBCKOTO IIOTOKA MOMEHTOB IOsIBJICHUS HOBBIX (haKTOB U
00BbEKTOB ydeTa. B KadecTBe NCXOMHBIX JAHHBIX UCIIOJIb3YETCs 9aCTOTa MTOSBICHUST
HOBBLIX (PAaKTOB U OOBEKTOB yUeTa B JEHbL BLIOOPOB U IPU IOJICUETE PE3YJILTATOB
BBIOOPOB U CpejiHee BpeMsi MOJATNOTOBKHY, IT€PEIadn W BBO/A HOBBIX OOBEKTOB ydeTa B
B/I.

[Ipu omenke MOJTHOTBI PEYb UIAET O HOBBIX (DaKTaxX M 00bEKTAaX ydera — 9TO MOXKET
OBITH MHMOPMAIIs O TOTOBHOCTH PECITyOJIMKAHCKIX, OKPY2KHBIX, TEPPUTOPHAIbHBIX 1
YYIACTKOBBIX M30MPATEIbHBIX KOMUCCHIT, 00 OTKPBITUU YIACTKOB, O HAPYIIIEHUIX B XOIE
BBIOOPOB, O IPU3HAHUN BHIOOPOB COCTOABIIUMMUCS, O IIPEIBAPUTEIBHBIX Pe3yIbraTax
rojiocoBanus u 1p. IlycTs B mepuoji BbIOOPOB Ha OJIHOM M30UPATE/ILHOM yIacTKe B
cpemHeM 1 pa3 B 2 gaca MPOUCXOIUT HOBOE BayKHOE COObITHE, MHMOPMAIIAI 0 KOTOPOM
JOJI2KHA OBITH JOBEJIEHA JI0 CBEJICHUS BLINIECTOSIIEH N30UpaTeIbHOM KOMUCCUN JIJIsT
NIPUHSTHS Pellenus. B ¢Boio ovuepesb, Ha 6oJjiee BBICOKUI YPOBEHD IIEPeIaeTCsl JIUIIIb
10 % Becex coobIennii, MOCTYNAIMUX OT MOINHEHHBIX U30MPaTeTbHBIX KOMUCCHIA.
Ocranbubie 90% coobiiennii paspenamTes B IepBoii ke 60JIee BBICOKOI MHCTAHITIH.
[Iycre 1m0 BHenpenusi AC Ha MOATOTOBKY JAHHBIX YXOJIWIO B CpeaHeM 15 MUHYT
(mevarhb MOCTYIUBIIMX JOKYMEHTOB Ha II€UYATHON MAIINHKe), Ha T1epejady (¢ IIOMOIbIo
TesierpaMm, TesiecpoHorpamm, dakca) — 5 MunyT, ipuem u josejenue jio [TUK — 2
MmuHYTH. B AC moaroroeka cokparmiach 10 1 MUHYTBI, Itlepeada — J0 3 CeKyHI U
nosejyierusi 1o B IIMK — 30 cexyn.

Tpebyercst OIEHUTH CTENEHb MOBBIMIEHNS TIOJTHOTHI BBIXOMHON nHpopMmanun B AC
10 CPABHEHUIO C HEABTOMATU3UPOBAHHBIM PEZKHUMOM.

Pesynbrarsl MoieIMpOBaHus MOKA3AJIM, 9TO BEPOSITHOCTEH ODECIICUCHUS TTOJTHOTEI
peixogHoi uadopmanny B B/ AC moBbicuTCsI Ha ypOBHE TEPPUTOPUAIBHBIX U30Hpa-
TenbHbIX Komuccnit ¢ 0.002 1o 0.65, Ha ypoBHE OKPYKHBIX M30UPATETHHBIX KOMUCCUN
¢ 10-6 mo 0.34, ma ypoBHe m3bmpaTebHBIX Komuccuii cyobexkTos ¢ 0.003 mgo 0.66.
Nz-3a GoJibIIoro KoJimvuecTBa n3bupaTe/ibHbIX yIacTKOB nHdopmarus Ha yposae [TUK
OKaXKeTCsI HEIOJIHOW ¢ BEPOSATHOCTBIO, Osin3Koit K 1. HemostHOTA OyIeT numeTs MeCcTo
o 3-7 obbekTaM ydera. Ho n3buparesb NpUBBIK K Takoil HeroaHore. Hano mpusHars,
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9TO Ha IMPaKTUKE N3-3a MHOIOMUHYTHBIX 3a/I€P2KEK IIOJITHOTA BbIXOﬂHOfI I/IHd)OphIaL[I/H/I
O XoIe BbI60pOB B BEPOATHOCTHOM BbIPDaKE€HUN 6y,ZLeT OOBEKTUBHO HU3KOH JazKe C
HCIIOJIb30OBaAHUEM BBICOKOIIPOU3BO/IUTEJIBHBIX CUCTEM U ceTeit.

4. OuneHka aKTyaJIbHOCTU BBIXOAHOII wmHMOpMaumn

Ucnonpzyemast “Mojiesib JiJist OIEHKN aKTyaJIbHOCTU OOHOBJIsieMONl mHMOpMa-
muu” [1-4] no3BOJIsIeT OIEHNTh BEPOSITHOCTh COXPAHEHUsI aKTYAIbLHOCTH BBIXOIHOT
uHGOPMAIIMK B CUCTEME HA MOMEHT €€ IIPEJIOCTABJIEHUsT M30UpaTe/IsiM IIpU 3a/1aBae-
MBIX: CPeJIHEM BPEMEHU MKy 3HAUNMBIMU U3MEHEHUSIMUA COCTOSIHUSI OO0bEKTa ydera
(§); cpemHeM BpeMeHU TOATOTOBKY nHMOpMaIu (w); cpelHeM BPEMEHH Tepeiadn
nadopmaruu (J); cpeaHem Bpemenu Bpoja uHdopmaruu B B/ (§); aucruminne
obnossternst B nurdopmanuu B cucreme (D). D = D; oznagaer, 4ro cb6op nHbDOpMAIUN
B CHCTEME IMPOUCXOIUT «CPa3y IO MPOUCIIECTBUN 3HATUMOTO U3MEHEHUST» COCTOSTHUST
00bekTOB yueTa. D = Dy o3HadaeT, 9T0 cOOP MPOUCXOIUT BHE SIBHOM 3aBUCHMOCTH
OT U3MEHEHUs COCTOSHUU 00beKTOB yuera. st ciaydass D = Do JONOTHUTETBHO
3aJ1a€TCsl cpejiHee BpeMs (q) MexK Ly oOHOBJIeHUsIMU UH(MODPMAIIUH.

st Havara ONeHNM aKTyaJ bHOCTb HH(MOPMAIIUN O KOJUIECTBE IIPOTOJI0COBABIINX,
oTobparkaeMoii Ha TabJ/io KoJteKTuBHOro mojib3oBarests [INMK AC B xoje BBIOOPOB.
[TostokuM, UTO 3HAYUMBIE JIJIsi BBIOOPOB U3MEHEHUS MPOUCXOoAAT 1 pas B 4ac, pe-
riaaMenT cbopa uHdopMaIuu oT n3dbUPATEILHBIX YIACTKOB COCTABJIAECT TakxKe 1 pa3
B 4ac, BpeMs MOAroToBKU MaHHLIX B AC — 3 MUHYTBI, BpeMs TTepeJiadn oT u3dbmpa-
TesabHBIX yuacTKoB 10 [INK ¢ yuerom 0bobIeHusT B BBIMIECTOSIINX OKpyrax — 10-15
MuHyT, & BpeMs BBojia B B/l ¢ yyerom KouTposisi — 5 munyT. CorsiacHo pe3ysbTaram
MOJIEJIMPOBAHUS BEPOSTHOCTH TOro, uto Ha Tabjao [LIUK orpaxkaercst akTyasibHas WH-
dbopmarmst o KosmgecTBe mporosiocoBasimx, pasaa 0.35-0.58 (T.K. Ha TPAKTHKE MOTYT
ObITH OTCTYILIEHUsI OT periaMenta cbopa uHdopmaimn). Takum 06pazom, cobpaHHbIE
JIAHHBbIE Ha MOMEHT OTOOparkeHus CyIIEeCTBEHHO ycrapeBaioT. MokeT 1oka3aTbCs
YJAUBUATEIBHBIM, HO, ITOXOXKE, U3-38 OTCYTCTBUsI HEOOXOIMMOCTHU BBICOKON TOYHOCTU
KOJIMIECTBA IIPOTOJIOCOBABIINX 0O0JIee BBICOKAs aKTyaJIbHOCTh U He Tpebyercs. OHa
TpebyeTcst JINIb B Cydae Hejgo00pa HeoOXOIUMOI0 MUHUMYMAa ITPOTrOJIOCOBABIIIX
JIJIST IPU3HAHUST BBIOOPOB COCTOSIBITAMUCSI.

JanpHeiiimnuit ana M3 MPOBEJIEH yXKe B IPUJIOKEHNN K NH(MOPMAIIUT O PE3YJIbTaTax
BBIOOPOB, KOTIJIa CKOPOCTh HYYKHA HE TOJIBKO JIJIsI IOHUMAHUS «KTO MODEXK1aeTy, HO U
JIJIsT OTCYTCTBUSI TTOIO3PEHNN O TIOATACOBKE PE3yJIbTATOB BLIOOPOB. ABTOMATH3AIIHST
IIPOITECCa TOJICUYETa U PETUCTPAIUN TOJIOCOB MTO3BOJISIET OOHOBJISITH HH(MOPMAIINIO B
pexkumMe peasibHOrO BpeMeHu. IIycTh Ha MOArOTOBKY COODINEHHS O IPOMEXKYTOUHBIX
pe3yJibTaTax yXOJUT H MUHYT, Ha IEepeJlady JaHHBIX OT U30UPATE/IbHOTO YIacTKa
Jepes BCIO TenouKy uepapxuu 10-15 MUHYT, Ha KOHTPOJIb M BBOJI JJAHHBIX — 5 MHUHYT.
O6001IeHHbIE OIEHKH MMOKA3BIBAIOT (CM. puc. 2), 9TO perjiaMeHTHbIH c60p uHdOp-
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manuu (T.e. pucnumimaa Do, i = 1,2) cymnecTBeHHO Xy»Ke 110 CDABHEHHIO CO COOPOM
«cpa3y 1o uaMeHenun» (mucnunsmua Dq,i = 3,4). IloBbimenust akTyaabHOCTD €
noctuzkumoro yposust 0.70-0.75 10 ypoBust 0.8 MOXKHO HOOUTHCS, €CTTU OT yIACTKOBBIX
n30UpATEIbHBIX KOMUCCHIT PE3YJIbTATHL OyJIyT HAIIPABJIEHBI B OPUTUHAJIE [10 HEPAPXUN
u onnoBpemenno — uHernocpeacrsenno B [LIUK. Tak Gymer yiytiinena «mpo3pavHOCThb»
BBIOOPOB, JIOBEPHE K UX PE3yJIbTaTaM OyJIeT IMOBBIIIEHO, N30UPATENIn CMOTYT B PEXKUME
peasibHOrO BpeMeHM Hab/IIoNATh aKTYAJIbHYI0 NHMOPMAIIIIO.

P
076) T

072

0,68 |
0,64 |

& @i Oi pBi Dy q; N

0,56 |
1 vac 5 MUH 10 muH. 5 MUH D2 1 vac. HH‘:> 0,52

1 vac. 5 MUH. 15 MuH 5 MUH. D2 1 vac 048]

1 vac. 5 MUH. 10 MuH 5 MUH. D1 - 0,44 !

1 vac. 5 MUH. 15 MuH. 5 MUH. D1

W =

........ D2 D2 D1 D1

Puc. 2. Ucxonnbie nanuabie 1 0000IIEHHBIE PE3YJIBTATHI OIEHKN AKTYAJIbHOCTH

5. 3akJroueHue

[TpoBemenublit aHAIN3 BAUSHUS PACIPEICICHHBIX KOMITBIOTEPHBIX U TEJIEKOMMY-
HUKAIIMOHHBIX CUCTEM Ha Ka9eCTBO BBIXOHONW MHGOPMAIUN B CUCTEMaX, 00ECIIeInBa-
IOIMUX [IPOBe/icHNe N30UPaTE/IbHBIX KAMIIAHUM, TOKA3aJ1 CJIeLyIoIee:

1) mo cpaBHEHMIO ¢ HEABTOMATHU3MPOBAHHBIM T'OJIOCOBAHMEM BEPOSITHOCTH 00€C-
[eYeHUs MOJTHOTHI BbIxOiHOM uHdopMmanyuu B B/l nosbicuTes 1o yposus 0.34-0.66.
N3-3a 6obIIOr0 KOJIMYIECTBa M30MPATE/TbHBIX YIaCTKOB WH(OPMAIUsS Ha YPOBHE
[INK okazkeTcst HEIMOJIHOM ¢ BEPOSITHOCTBIO, 6/m3Koit K 1 (T.e. B Macmrabax CHCTEMbI
orobparkaemast HH(POPMAIUsT OKA3bIBAETCS 3aBEJIOMO HEITOJIHON, HEITOJHOTa Oy1er
uMeTb MeCTO 10 3-7 0ObeKTaM yJera);

2) orobpaxkaemas Ha Tabiao [INK undbopmanus o KoaudecTBe MporogoCcoOBaBIIIX
B [IEPHUOJ, MEXK/Ty OOHOBJIEHUSIMU OKa3bIBACTCs aKTYaJbHOI ¢ BepoaTHOCTBIO 0.35-0.58
(na mpakTHKe 6ojlee BBICOKAsl aKTYaJbHOCTh U He Tpebyercs);

3) BEPOSITHOCTH COXPAHEHMsI aKTYaJbHOCTU BBIXOJHOI mHMbOpMarmu Ha TabJIo
IIUK o pesysbrarax BHIOOPOB («KTO 10GEXkK1aeT» ) MoxKeT Jocrurarsh yposas 0.70-
0.75. IloBbimienust akTyaabHOCTH J0 YPOBHS (.8 MOXKHO JIOOUTHCS, €CIH OT YIACTKOBBIX
n30UPATE/ILHBIX KOMUCCUH Pe3yJibTaThl Oy/IyT HAIIPABJIEHBI B OPUTHHAJIE 110 UePAPXUN
¥ OJHOBpeMeHHO — HerocpeacTBenno B [INK.
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Abstract

In paper the numerical investigation of the impact of delayed channel state
information (CSI) due to user movement and caused channel aging on the per-
formance of multiuser precoder in downlink multiple-input sngle-output (MISO)
system. The CSI of time variant wireless channel is obtained by the least square
(LS) channel estimation. We consider Zero Forcing (ZF) algorithm and numerical
optimization based solution of calculating precoder vectors maximizimg sum
rate of multiuser system. For numerical simulation the QUADRIGA channel
model reflecting the real propagation conditions for moving users is used. The
obtained performance of multiuser Zero Forcing and optimization based precoder
in spatially correlated channel are compared based on the empirical cumulative
density function of the sum rate of multiple users.

Keywords: Multiuser precoding, QUADRIGA 3GPP channel model, ZF pre-
coding, optimal precoding desing, MMSE channel estimation

1. Introduction

Massive multiple-input multiple-output (MIMO) systems enchance the capacity
of multi-user MIMO systems by using beamforming over a transmit antenna array
on the base station achieving spatial multiplexing gain [1].

Most of the performance gain of massive MIMO depends heavily on the accurate
channel state information at the base station (BSs). For mobile users the channel
impulse response is time varying and the coherence time is reduced.

The mismatch between the channel coefficients obtained by the channel estimation
and used for precoding and the actual channel coefficients refers to channel aging [2].

It was observed that the moderate-mobility scenario at 30 km/h leads to as much
as 50 of the performance reduction compared to low-mobility scenario[3].

The publication has been prepared according to the state order of Mintsifry Rossii No. 071-03-
2023-001.
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Therefore, the study of channel aging effects is crucial for complex system
simulation in scenarios with moving users.

In this paper, we investigate the effect of channel aging on a precoder performance
in multiuser downlink MISO system with vehicle users in a more realistic scattering
scenario with spatially correlated channels.

2. SYSTEM MODEL

2.1. System Model. In the typical scenario [4] the Base Station with massive
MISO equipped Np transmit and receive antennas serves K users UE each having one
antenna. The Nr antennas at the BS are defined as two-dimensional (2D) uniform
rectangular array (URA) .

During the channel estimation perion users transmit pilot sequences of length
7 symbols. The channel remains constant during this period. In data transmission
period (T — 7) OFDM symbols the channel varies from symbol to symbol.

In matrix form the MU-MISO channel matrix for time index n and subcarrier
index s is composed as Hy, s = [hy 5. .. hg S]T and the received vector is defined
as

Yns = Hg75Xn,s + s (1)

By using precoding (beamforming) the received signal for user k is defined as

yr = hiwgs; + Z hiwjs; +ny, fork=1,...,K (2)
JES,jF#k

where the sum term corresponds to the interference from other users .

2.2. Channel Aging. Due to movement of the UEs the temporal variations in
the propagation environment arise which affect the channel coefficient in a resource
slots. The time-variant channel vector for the k-th user at time n hg[n| can be
modeled as a function of its initial state hy[0] and an innovation component [5] as

hy.[n] = pr[n]he[0] + Py [n]gk[n] 3)

where time 0 corresponds to the last symbol transmitted in the channel estimation
period, gi[n] represents the independent innovation component at the time instant
n, px[n] represents the temporal correlation coefficient of channel vector between the
channel realizations at time 0 and n.

2.3. Channel Estimation. The Least Square (LS) estimation is aplied to the
received signal for each user on the pilot positions p of SRS sequence to obtain the
esimate of the channel coefficients hy[n]. The LS estimate is computed by division of
received symbols on corresponding values of pilot sequence. The estimate obtained
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at pilot symbol period is used as the initial state hi[0] to compute estimates of the
channels hy, [n] at other symbols of this resource slot and period of pilot insertion in
resourse slot depend on the channel aging effect [6] .

2.4. ZF Precoding. The ZF precoding vector wy of the k-th UE is orthogonal
to the transpose conjugate channel vectors of all other UEs th w;j =0 forj#k.
The ZF precoding matrix W is composed of all precoding vectors w; and is computed
as the pseudoinverse of the channel matrix of the selected users as W = H(H7H)~!.

The sum rate is the sum of the rates achieved by the UEs on all subcarriers and
is depend on the signal to interference noise ratio (SINR) of each UE. The SINR at
the kK — th UE on one subcarrier is

b wy|?

SINRy —
>k w2 + Ko?/P

(4)

The achieved multiuser sum rate is determined as

K
Rpp =Y (loga(1 + SINRy)), bits/s/Hz (5)
k=1

This metric is used to evaluate the spectral efficiency of considered precoding
algorithms under channel aging effect [7].

2.5. Optimization based precoding design. The objective is to design
precoding vectors wi, ..., wg that maximize the multiuser sum rate Rpr depending
of individual user SIN R, under the BS tramsmit power constraint.

The cost function Rppr depends on the SINRs which are non-convex functions of
the precoding vectors wi, ..., wg. The design of transmit precoder vectors can be
transformed as the problem of minimizing the total transmit power subject to SINR
constraints vy at each of the K receivers. The values of 7, are the minimal acceptable
SINR for the kth user. The corresponding minimization problem is formulated as
follows

K
min Y g (6)
k=1

wl,...,’wKECNt
s.t. SINRy > v« (7)
The solution of this problem gives the precoding vectors that achieves the required
SINR using the minimum of power. The problem can be reformulated as a convex

problem.
The reformulated SINR constraint is a second order cone constraint [8], [9].
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3. NUMERICAL RESULTS

In this section the performance of the precoding algorithms are presented by
computer simulation. The performances of ZF precoding and optimization based
design are evaluated by a system level simulation in terms of the average spectral
efficiency based on the QUADRIGA channel model [8], [9].

The simulation scenario is 3GPP 38.901 UMa NLOS. According to the UMa
scenario the users are uniformly distributed around the BS in the area of 500 m
from the transmitter. The path loss model and shadow fading are disabled and the
narrowband channel vectors for selected subcarrier are normalized to unit power.
The BS is equipped with 16 antennas. The number of randomly selected users is set
as K = 4 and each user is equipped with single antenna. For each of users the linear
movement track with specified user speed is defined. The lengths of all the simulated
tracks are equals 250 meters which gives approximately 800 snapshots of the channel
impulse responses.

3.1. Sum rate performance of of ZF precoding and optimal precoder
design. This section provides the numerical results to observe the impact of channel
aging on the sum rate of MISO system. The comparison of precoder performances
is presented using the cumulative distribution functions (CDFs) of sum rate. The
SOCP optimization problem is solved numerically using the convex optimization
software CVX [10].

The impact of imperfect CSI is presented for the speed of the users 30 and
60 km/h for SNR value equals 8 dB. The performance curves of ZF precoder and
optimization based precoder for stationary scenario (0 km/h) are presented as a
benchmark. Fig.2 provides an comparison of precoder performances of 4 users and
for the speed of the users 30 km/h.

At low mobility of v = 30 kmph the performance loss is slightly remarkable
for ZF and optimization based precoders. The median SE for ZF precoder reduces
to 4.6 bps in comparison with 6 bps=Hz of the benchmark. The median SE for
optimization based precoder reduces to 7.8 bps in comparison with 8.2 bps=Hz of
the static users. The SE of the optimization based precoder outperforms the ZF
precoder. The sum-rate of optimization based precoder is about 1.8 times of that of
the ZF precoder at SNR=8 dB for the 30 kmph.

With the increase of users speed the performance loss of ZF precoder becomes
more notable. At medium mobility of v = 60 kmph the performance loss is remarkable
for ZF and optimization based precoders. The median SE for ZF precoder reduces
to 3 bps in comparison with 4 bps=Hz of the benchmark. The median SE for
optimization based precoder reduces to 6 bps in comparison with 8 bps=Hz of the
static users. The SE of the optimization based precoder outperforms the ZF precoder.
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Fig. 1. CDF of Sum Rate speed 30 kmph.
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Fig. 2. CDF of Sum Rate speed 60 kmph.

The sum-rate of optimization based precoder is about 2 times of that of the ZF
precoder at SNR=8 dB for the 60 kmph.

4. Conclusion

The results show that the performance gain of precoder based on SOCP is more
significant than ZF precoder in scenario with larger speed of users. The performance
gain of the optimization based precoder precoders compared to ZF become more
significant when SNR increases for both of speed values.
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Abstract

A transient behavior of all-optical switch using a single-channel finite buffer
queuing system with Poisson input flow and exponential service time distribution
model is considered in this paper. The apparatus of the Laplace transform was
used to solve the Kolmogorov equations system. Analytical expressions for the
probability of losses and the throughput of all-optical switch in transient mode
are found.

Keywords: all-optical switch, transient mode, queueing systems, Laplace trans-
form, state probabilities, throughput

1. Introduction

With the development of new-generation optical networks, there has been an
increased interest in their modeling. In most cases, mathematical tools from the
theory of queuing systems [1, 2] are employed for this purpose. Depending on the
parameters of optical network devices, various types of queuing systems (QS) can
be used to describe their operation [3]. Performance metrics of QS, such as buffer
size, number of requests in the system, loss probability, and waiting time of requests
in the queue, can be described both in steady-state mode [1-3] and in transient
mode [4-10]. In the steady-state, also known as the stationary mode, the system’s
characteristics do not depend on time. The transient mode is achieved after a certain
period from the start of the system’s operation or its restart and continues for some
time before transitioning to the steady-state mode. Such modes also occur when

The reported study was funded by Russian Science Foundation, project number 23-29-00795,
https://rscf.ru/en/project/23-29-00795/.
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there is a sudden increase in the flow of requests in the system or an abrupt failure
of a servicing device.

It should be noted that a significant portion of research on QS and the search for
their performance metrics are conducted in the steady-state mode [1,3]. However, as
the capacity of next-generation communication networks increases and the transition
to all-optical systems occurs [2], the duration of the transition mode becomes
comparable to the duration of an optical packet. Therefore developing a model
for calculating packet loss probability and other performance metrics of all-optical
switching devices in non-stationary conditions will allow communication operators
to formulate accurate and precise requirements for the technical specifications of
switching equipment, leading to improved a quality of provided services.

Evaluating the duration of the transition mode based on input flow parameters
and servicing device characteristics enables the optimization of system operation
during the transition mode, minimizing its impact on overall system performance,
and is a critical problem in the design of communication systems.

The analytical expressions of the queuing systems transient characteristics is
essential for analyzing operation of queuing systems and are necessary for solving
synthesis problems for such systems.

This study investigates the model of the all-optical switch with a finite buffer
and analyzes its characteristics in the transition mode using the analytical method
based on Laplace transforms. The state diagram of the system is presented, and the
problem formulation is described. The analytical method for solving Kolmogorov
equations which describe the operation of the considered system in the transition
mode is used.

2. The statement problem

In this study, the model of all-optical switch in the transition mode is considered.
The model represents a queuing system M /M /1/N, where the input is a simple ar-
rival process with intensity A, and the service time of requests follows an exponential
distribution with parameter p. When the device is busy, a request enters the buffer
if there is available space. If all IV places in the buffer are occupied, the request
exits the system unprocessed. The state diagram of the analyzed queuing system is
presented in Fig. 1.

In Fig.1 Sy is the initial state at which the system has no orders; S; is one order
is processed by the server and the buffer is free; S, is the state when one order is
processed by the server and one request is in the buffer; S, is the state when one
request is processed by the server and n request is in the buffer; 5,11 is the state
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Fig. 1. Graph of states of M/M/1/N system

when one request is processed by the server, the buffer is full, and the newly received
request is lost.
The Kolmogorov equations describing the operation of this system have the form

(PO _ )\ py(t) + uPu(t)m = 0
dt
d]::;t(t> = APoo1(t) = N+ W) Pu(t) + (n+ DpPrsa(t), 1<n<N (1)
W = APy (t) — pPn+1(t)

where P, (t) is the probability of the system being in state n at time ¢, corresponding
to the probability of having n packets in the system. Thus, P,(t) is the probability
of having no requests in the system, P,_1(t) is the probability of having N—1 packets
in the system, and P,,11(t) is the probability of the buffer being fully occupied,
resulting in the loss of the next arriving packet, which corresponds to the packet loss
probability. The development of an analytical model for an optical switch with a
limited buffer is required to analyze the state probabilities of its operation and its
performance characteristics in both steady-state and transient regimes.

3. Description of the Analytical Method
To solve the system of equations (1), we will use the Laplace transform technique
[1], which allows us to transform the system of differential equations (1) into a system
of linear algebraic equations and significantly simplify its solution. To begin, let’s
express the system (1) in matrix form:

dP(t) _

dt

BB (1) 2)

where ?(t) is the vector of state probabilities; B is the matrix of coefficients for the
differential equations of the system (1). After applying the Laplace transform to the
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system (2 f e st d? f e*StBﬁ )dt and utilizing the property of differentiation

dtt — 5? ﬁ ), where s is a complex variable; ?(s) is Laplace domain

representation of the vector of state probabilities; ?(0) is the vector of initial
conditions, we rewrite (2) as follows:

sB(s) — B(0) = BP(s)
Thus, we obtain a non-homogeneous system of linear algebraic equations
(B-sD)P(s) = ~P(0) 3)
where I — the identity diagonal matrix. Let’s express (3) as
AP(s) = — B(0) (4)

where A = (B — sI).
By solving the system (4) using Cramer’s method, we obtain a vector of Laplace

domain representations of the state probabilities ? ), where the k-th element is
given by
Ag(s)
Pu(s) =
k‘(s) A(s) ?

Where A is the determinant of the matrix A; Ag(s) is the determinant of the matrix
A}, obtained by replacing the kth column of matrix A with the vector of initial
condition P (0).

Therefore, the solutions of the system (4) are operator expressions for the probabil-
ities of k-th states of the system Pj(s), represented as fractions, where the numerators
and denominators contain power polynomials Ag(s) and A respectively. To transition
to the original domain Py (t) we will use the expansion formula, according to which
the final expressions for the probabilities of k-th states of the system in the transition
regime will be as follows:

- Ag(si Py
Pi(t) = Y G0 g 6)

i=1 ds
where n is the total number of states of the system.

4. Performance Characteristics of Optical Switch in Transition
mode

Let’s examine the key performance characteristics of the optical switch in the
transition mode.
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4.1. Packet Loss Probability. The packet loss probability is equal to the
probability of the system being in state when the servicing device is busy, and the
switch buffer is completely filled. In this state, an incoming packet is discarded.
Thus, the expression for the packet loss probability is given by

= An Sl Sz
Puss(t) = 3 Ga o ©)
i=1 ds

4.2. Throughput Capacity of an Optical Switch in Transition mode.
As the optical switch processes incoming packets in all system states except Poss(t),
either by immediately transmitting them to the servicing device, as in state Py()t, or
by temporarily holding them in the buffer when the switch is in one of the k-th Py ()
states £k = 1,n — 1, and since the sum of the probabilities of all states equals one,
the throughput capacity of the optical switch in the transition regime is determined
by A(t) = [1 — Ploss]A, where A is the arrival rate of packets. The final expression for
the throughput capacity of the optical switch in the transition regime, taking into
account (6), is given by

n
An(sl) st
Alt) = [1 - Z ORI R
i=1 ds
4.3. Transition time. Transition time refers to the period from the start of the
transition regime until it reaches a steady-state, i.e., a state where its characteristics

can be considered constant and independent of time. To determine the transition
time, it is initially necessary to calculate the time constant using the formula

I 1
T =maz{7,i=1n+2} maa:{ |ai|,i:1,n+2} (7)
where « is the real part of the complex variable Aj.

Expression (7) signifies that out of all the roots of the polynomial A(s) it is
necessary to select a nonzero root of the equation A(s) = 0, where s; = «; + j5; with
the smallest real part «;, jB; — imaginary part. The smallest a; will determine the
largest value of the time constant [10]. Having the time constant, the transition time
can be determined using the formula t;, = (3 <+ 5)7.

5. Conclusion

This study has conducted an analysis of the transient mode of operation of an
optical switch, represented as a model of a single-line queuing system with a limited
buffer, Poisson input flow, and exponential service time distribution. The Laplace
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transform technique was utilized to solve the Kolmogorov equations and determine
the state probabilities of the system in the transient mode. The proposed analytical
model enables the investigation of transient performance characteristics of an optical
network switch.

10.
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Abstract

The reliability of all-optical switches based on new approach is analyzed. The
proposed approach allows to take into account three main criteria influencing on
switch functioning such as switch architecture, switch technology and method of
switching control. The mathematical expressions of the reliability functions and
the mean time to failure of well-known all-optical switches have been obtained.
The numerical results for reliability functions of Clos, Banyan, Dual and crossbar
switches based on electro-optical basic elements are presented.

Keywords: all-optical switches, a reliability function, a reliability block diagram

1. Introduction

All-optical networks are the perspective new generation networks with low latency
and high bandwidth. The main element of an all-optical network is an all-optical
switch which is characterized by such parameters as switching speed, insertion loss,
crosstalk, scheme complexity, throughput and reliability [1-3].

To date, there are a number of approaches that allow calculating the reliability
metrics of switching systems such as reliability function and mean time to failure
based on analysis of their architecture [4,5]. For example, the 3D model of the all-
optical MEMS-switch and his operating mode block diagram is used for investigating
reliability of the optical switch in [4]. The reliability metrics of multistage switching
systems have been calculated in [5].

It should be noted that for the accurate evaluating the all-optical switch reliability
metrics beside of the switch architecture it must be taking into account the other
important features such a method of switching scheme controlling and the type of
its basic switching elements.

The publication has been prepared with the support of Russian Science Foundation according
to the research project No. 23-29-00795, https://rscf.ru/en/project/23-29-00795/.
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In this paper the new mathematical models for reliability analysis of all-optical
switches are presented. The authors propose the approach taking into account the
impact of several characteristics of all-optical switches on their reliability metrics at
once. Such characteristics are a switch architecture, a switching control method, and
a switch technology.

2. The reliability block diagrams of all-optical switches

First of all, to calculating and analyzing the reliability of all-optical switches, it
is necessary to develop their reliability block diagrams. In this work we consider
well-known switching schemes that can be used for constructing all-optical switches
such as Clos [6], Banyan [7], Dual [8] and crossbar switches [5]. The reliability block
diagrams of these schemes are presented in Figure 1, Figure 2, and Figure 3.

The reliability block diagram of Clos scheme consists of basic switching elements
of three stages and control device connected in series. The m basic switching elements
of central stage are connected in parallel. They are necessary for providing strictly
non-blocking switching function but also can be considered as redundancy blocks. The
minimum number of such elements is determined by using following rule: m = 2n —1,
where n = (1/NN/2) is the optimal number of inputs of the first stage switching blocks
[6]. As Banyan and Dual schemes are decentralized control ones their reliability block
diagrams do not include the control device block and contain only M basic switching
elements connected in series, where M is equal to the number of switch stages. For
the Banyan scheme M = logy N [6] and for Dual one M = 0,5logy N, where N is the
number of switch inputs. The reliability block diagram of crossbar switch consists of
2N — 1 basic elements which are necessary for the switching function.

ﬂ’CD ABE j“BE j'BE

Ccb BE BE BE

Fig. 1. The reliability block diagram of a Close switch
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A’BE j“BE /’lBE
BE BE — — BE
1 2 M

Fig. 2. The reliability block diagram of a Banyan and a Dual switches

j'CD ﬂ'BE ﬂ'BE ZBE
CcDh BE — - - - — BE BE
1 2 2N-1

Fig. 3. The reliability block diagram of a crossbar switch

3. The reliability metrics

Using the developed reliability block diagrams as well as the failure rates of
different types of optical switches [5] it is possible to calculate a reliability function
R(t) and a mean time to failure MTTF (Table 1).

Let us consider the simplest exponential failure model when failure rates are
constant for all times. For this case the reliability function of the switching element
and the control device can be calculated using formulas: R(t) = exp(—Apgt) and
R(t) = exp(—Acpt), where Apgp and A¢p are failure rates of the base element and
the control device correspondingly. As the reliability block diagram of the Clos
scheme includes m redundancy switching elements in the intermediate stage and two
switching elements in the input and in the output stages the final expression of the
Clos switch reliability function can be written as following

R(t)=(1—(1—exp(—Apgpt))™) - exp(—(2A\BE + Acp)t) (1)

The mean time to failure MTTF of all-optical switches can be calculated as
o0
MTTF = / R(t)dt (2)
0

Analogously the reliability functions of the other all-optical switching systems have
been obtained and presented in table.1.

At the next stage of reliability calculation, the failure rates of switching and
control elements must be found. These rates depend on fabric technology and
reliability metrics of electron processors [3]. The results of numerical calculation of
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’ Type of switch H R(t) ‘ MTTF
Close (1 — (1 — .
exp(—Apgpt)) V-1 X -
p(~Apxt)) ) 2ABE + Acp

xexrp(—(2ApE + Acp)t)
—fooo(l — ea:p(—/\BEt))m_l X
xexp((2ABE + Acp)t)dt

Dual

1

exp(—0.5ApE - logy N - t) 0.5logy N - A\pg
B
anyan )
exp(—Apg - logy N - t) logaN - ApE

Crossbar

1

exp(—((2N—-1)-Age+Acp)t)

(2N — 1) . ()\BE + )\CD)

Table 1. The reliability metrics of all-optical switches

the reliability functions for the four described above switch architectures based on
electro-optical basic switching elements are presented in Fig.4.

The proposed approach and the developed mathematical models make it possible
to compare the reliability of all-optical switches based on different switch-fabric tech-
nologies. In this case, it is possible to obtain such a combination of architecture/type
of basic elements, in which a switch built according to a less reliable architecture,
but using more reliable basic elements, will have higher reliability metrics.

4. Conclusion

The main aim of this work is investigations of the all-optical switch reliability
as well as comparison of well-known all-optical switches reliability metrics. The
proposed approach is based on the derivation of mathematical expressions of reliability
metrics taking into account the reliability block diagrams, the control method, the
operation switch algorithms and the type of basic elements. This approach can be
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Fig. 4. Comparison of reliability functions of all-optical switches based on electro-optical
basic elements

used to obtain mathematical models of the reliability of the other switching circuits
of all-optical switches, such as Benes, Spanker schemes, and others.
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Abstract

The reliability of the tethered unmanned high-altitude platform as a single
complex system is investigated in this paper. The reliability block diagram of the
platform has been developed. It consists of the main subsystems and its elements
connected in series. The method of calculating the reliability metrics of the
tethered unmanned high-altitude platform such as the reliability function, and
the mean time to failure is presented. The example of the reliability investigation
method application and the example of communication subsystem reliability
metrics calculation is presented. The approach of fiber-optical cable failure rate
calculation is considered.

Keywords: reliability function, mean time to failure, failure rate

1. Introduction

Currently, tethered high-altitude unmanned telecommunication platforms of
long-term operation are widely used for solving a class of very important problems,
including long-term communication and remote video surveillance for critical infras-
tructure sites for a long time [1].Thus the main parameter of such drones is reliability,
which is primarily determined by the reliability indicators of its main elements.

In some of previous works k out-of-n type models were used to study the reliability
of engines of tethered drones in the case when k out of n engines failed [2,3]. The
other important problem is to calculate the reliability of the local hybrid navigation
system consists of optical and radio subsystems in the cases of bad weather conditions
or lifting and landing drone time moments. The reliability analysis of such navigation
systems is performed using Markov models considered in transient mode [4].

The publication has been prepared with the support of Russian Science Foundation, according
to the research project No. 22-49-02023

256



V. Vishnevsky, E. Barabanova, et al. DCCN 2023
Investigation of tethered platform reliability 25-29 September 2023

In a number of works, the investigating the autonomous quadrocopters reliability
was carried out using the fault tree analysis method [5-8].Unlike autonomous drones
tethered drones consist of more complex power, communication and control subsys-
tems so the methods of autonomous drone reliability calculation cannot be applied
to tethered ones.

The purpose of this work is investigating the reliability of tethered drone as a
one complex system, and calculating its reliability indicators such as the reliability
function, and the mean time to failure.

2. The reliability block diagram of the tethered unmanned
high-altitude platform

The approach of constructing the reliability block diagram of the tethered un-
manned high-altitude platform is used in this work to investigate the reliability of
tethered drone (Fig.1).

Unmanned aerial vehicle > Terrestrial module »|  Control

| | ! l ,
Flighlll Power Engine and ;and‘ing c " icati Ii&;ng Power Communication c:nAtYm ;Z:?;::
controfler system system device system . system system unit control unit
Power v Power
conversion On-board U/:Vs:::]"g con\:rsion
system payload 34 system
equipment
Rechargeable Cable Rechargeable
battery block feeding battery block
and
tensioning
system

Fig. 1. The reliability block diagram of the tethered unmanned high-altitude platform

The main tethered drone subsystems are the unmanned aerial vehicle subsystem,
the Terrestrial module, and the control subsystem. As shown in Fig. 1, the subsystem
of the unmanned aerial vehicle includes the following main components such as the
flight controller, the power system, the electric engine system, the navigation and
landing device, and the communication system. The terrestrial module includes the
intelligent lifting mechanism subsystem, a power subsystem, and a communication
system. The tethered unmanned aerial platform control subsystem includes the
unmanned aerial vehicle (UAV) control unit, and the landing platform control unit.

The ground-to-aircraft transmission of high-power energy system (power system)
consists of the power conversion system and the rechargeable battery block. The
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intelligent lifting mechanism subsystem consists of the intelligent fixing and the cable
feeding and tensioning systems. Since all elements of the reliability block diagram
are connected in series, and also taking into account the exponential distribution
of failure rates of tethered unmanned aerial platform components, it is possible to
calculate the failure rate of the entire system using the formula [9]:

A:zn:)\i, (1)

where n is the number of system elements.

The failure rates of system elements can be calculated by knowing the mean time
to failure of their radio electronic components and the methodology for calculating
their reliability [9]. The failure rates of complex subsystems can be found using the
algorithms of calculating the reliability metrics of engines [2], and navigation system
[11].

The failure rates of the system elements calculated in accordance with [10] are
presented in Table 1.

’ Subsystems of the tethered unmanned platform H Failure rates \;, 1/h ‘

Flight controller 0.8963 - 106

Power conversion system 7,5276 - 107
Rechargeable battery block 6.8325-107°
Engine system 2.5734-1076
Navigation and landing device 1.4576 - 10—°
Communication system 9,5935 - 107

UAV fixing system 5,7834-107°

Cable feeding and tensioning system 4.4529 - 10~*
UAV control unit 2.7623-107°

Landing platform control unit 3.5623 - 107

Table 1. Reliability metrics of tethered high-altitude unmanned platform subsystems

Using A; from the table 1 and substituting these values into the expression (1)
we obtain A = 7.1275 1/h.

The reliability function of the tethered unmanned high-altitude platform can be
calculated as:

R(t) = e (2)
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/ R(t)dt = % (3)
0

3. The algorithm of communication system reliability calculation

For example, consider the method of calculating the reliability of a communication
system for an unmanned aerial platform.

Let us assume that the equipment presented in Table 2 is used to build the
communication system.

Communication elements || Type of equipment | MTTF, h A, 1/h
Ethernet switch SW-70202 144890 6,9018 - 1076
Fiber transceiver SFP-S1SC13 445890 2,2427-107°

Table 2. Reliability metrics of communication system elements

To calculate the failure rate of an optical cable A using for providing commu-
nication from the terrestrial module to the unmanned aerial vehicle the following
mathematical model is used [9]:

Ae =M1 -m-Kpi+ Mo Kro]- Lg - Ko+ X3 -m - K1 - Kpai, (4)

where m = 2 is the number of optical fibers in the cable; Ay ; = 2.33-107° 1/h-m is
the basic failure rate of optical fibers in the process of their operating time referred
to one meter of cable type length; \yo = 6.86 - 107!% 1/h-m is the basic rate of
sudden failures of the cable structure in the process of their operating time referred
to one meter of the cable type length; A\p3 = 1.21 - 107! 1/h-m is the basic rate of
gradual failures of fiber-optical cables in the process of their operating time; Lx =
110 meters is the length of the fiber-optical cable; Ko = 4 is the coefficient of rigidity
of operating conditions for a given group of equipment [10].
The value of the suitability criterion K G is calculated by the formula:

d
- )

Here d = 13 dBm is the maximum allowable value of the attenuation coefficient in
the fibre-optic cable. The value of d is determined by the sensitivity of the receiving
optical module SFP. K74 = 1,3 is the temperature coefficient characterizing the
maximum reversible changes of the fiber-optical cable attenuation coefficient in the

range of negative operating temperatures [10]. Therefore KG; = % = 10.

KG,
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The values of temperature coefficients K71 and K79 are determined by the
formulas:

1 1
KTl = ea;p[—KEl(— — 7)], (6)
T, 298
K [-K (71 L )] (7)
T2 = €TP|— A E2 - )
T., 298

where Kgi = 18,06 - 103 is the coefficient that depends on the activation energy of
degradation processes [10] for claddings of optical fibers; Kgs = 8,05 - 103 is the
coefficient depending on the activation energy of degradation processes [10] for fiber-
optical sheaths; T, is the equivalent operating temperature of components which
can be calculated by the formula:

1 1 ("t
T., = —1 =1t -l 8
q (Tmax + KE nz?:1 tz* . tTmaz) ( )

where

i 1 1
ti" = ti{exp[-Kp(~ —

o IlT )
Here t; is the total time interval of the communication system element at a temper-
ature T;; Thnar = 313 K is the maximum operating temperature; ¢, . is the total
time interval of the component operation at the maximum operating temperature.

The example of the distribution of a tethered platform operating time at a certain
temperature during the year is presented in Table 3. Here it is assumed that during
the year the tethered unmanned aerial platform operates 3456 hours and 18 hours of
them at the maximum operating temperature.

Taking into account the valuers of operating time presented in Table 3 and
expressions (6)-(9), we have obtained the following coefficients: Kr; = 1821,4;
K79 = 1393,7. After substituting K71 and K79 into (4), we get A\, = 4,49 - 1077
1/h. Then, according to (1) - (3) and taking into account the series connection of
elements in the reliability block diagram (Fig.1), we obtain the reliability metrics
of the communication subsystem for one year of operation: A = 95.935-10~7 1/h;
MTTF = 104237 h; R(t) = 0.92.

4. Conclusion

This paper proposes the methodology and the mathematical models for calculating
the tethered high-altitude unmanned platform reliability as a complex single system.
The approach is based on the constructing of the tethered high-altitude unmanned
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T;,K | Jan | Feb | Mar | Apr | May | Jun | Jul | Aug | Sep | Oct | Nov | Dec
233 - 18 - - - - - - - - - -
238 18 36 - - - - - - - - - -
243 36 72 - - - - - - - - - 18
248 72 72 - - - - - - - - - 36
253 72 36 - - - - - - - - - 72
258 36 36 18 - - - - - - - 18 72
263 36 18 36 18 - - - - - 18 36 36
268 18 - 72 36 - - - - 18 36 72 36
273 - - 72 72 18 - - - 36 72 72 18
278 - - 36 72 36 18 - 18 72 72 36 -
293 - - 36 36 72 36 | 18 36 72 36 36 -
288 - - 18 36 72 72 | 36 72 36 36 18 -
293 - - - 18 36 72 | T2 72 36 18 - -
298 - - - - 36 36 | 72 36 18 - - -
303 - - - - 18 36 | 36 36 - - - -
308 - - - - - 18 | 36 18 - - - -
313 - - - - - - 18 - - - - -

Table 3. Operating time of a tethered unmanned aerial platform at a given temperature T;
during the month ¢;, h

platform reliability block diagram, which is presented for the first time in this paper.
The example of calculating the reliability metrics of the tethered unmanned platform
communication subsystem is considered.
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Abstract

Rational technical solutions related to the design and operation of pipeline
systems are based on a large volume of hydraulic calculations, the performance
and accuracy of which depends on many factors. One of them is the correct
calculation of the compressibility coefficient, which is included in the gas equation
of state to represent the real properties of the gas and depends on pressure,
temperature and component composition of the gas. We develop and analyze
the models for calculating the compressibility factor trained on a large amount
of data calculated with AGA-8 equation of state. The presented models can
be applied to replace the original model when analyzing the development of
risk situations and searching for optimal gas transportation modes, in software
designed for staff training on computer simulators, such approach is called
surrogate modeling.

Keywords: Machine learning, surrogate modelling, compressibility factor

1. Introduction

Hydraulic calculations are the primary tool for rational technical decisions related
to the design and operation of pipeline systems. The compressibility factor is
introduced into the gas equation of state to account for its real properties and
depends on the pressure, temperature, and gas component composition. Most
explicit and implicit approximation dependencies have been developed based on
the accumulated significant volume of experimental data. The calculation of the
compressibility factor with regard to gas fraction composition can be performed
according to the equation of state (in recent years, the work of most researchers is
based on GERG-2008, AGAS [1], [2] , AGA10), where the problem is reduced to an
iterative method of solving a nonlinear equation. The time of calculations plays a
significant role in non-stationary modeling of gas transfer modes in main pipelines as
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well as determining optimal mode of gas transmission and parameters identification
of a gas transportation system. The work aimed to build approximations to calculate
the compressibility factor using machine learning algorithms and to analyze the
quality of the resulting models.

In recent decades, finding the best computational method for the compressibility
factor has been a hot research issue. In [3] the relationship in explicit form, constructed
on the basis of a set of experimental data (3038 records) is presented. The correlation
is built as a fraction, the numerator and denominator of which are functions containing
the reduced pressures and temperature in various degrees and their logarithms, there
are 20 coefficients in the formula. The paper [4] presents the formula that is a
modification of the implicit relation [5]. The resulting model contains 19 coefficients,
and the polynomial functions of reduced temperature and pressure and exponential
functions of temperature are used in the calculation. A feature of [6] is the division
of the range of reduced pressure values into 2 subsets, a separate model is built
for each range. Due to this it became feasible to reach a higher accuracy of the
model. The authors used the group method of data handling (GMDH), the proposed
models do not include logarithmic or exponential functions and can be easily used
in programming of flow-meters. The paper [7] introduces a model based on a
multidimensional nonlinear relationship, built on a sample of 6988 values obtained
from the digitized Standing-Katz diagram. The authors give a formula that is
the quotient of two polynomials, the formula has 20 coefficients, a mean absolute
percentage error (MAPE) about 1.5% is indicated. To calculate the compressibility
factor in [8], an artificial neural network with two hidden layers is proposed, it
was trained on 4158 experimental data entries. The papers [9] and [10] presented
correlations to calculate the Z-factor explicitly based on genetic programming or
Symbolic Regression (SR) method. These two separate studies considered different
ranges of pressure and temperature, presented different correlations and reported
accuracy of the models (MAPE) of 2.5% and 0.03%, respectively). However, i it
is difficult to compare the results of all mentioned models since the testing was
carried out on a disparate data. In many works, authors usually present cross-
plots determining the ratio between the obtained and experimental values of the
compressibility factor, they also provide the determination coefficient values and the
average absolute error, but the majority of them do not conduct a complete analysis
of the models including the study of the derivatives of the compressibility factor with
respect to pressure and temperature. Our study fills this gap.

2. Generating a data set

The aim of the work was to obtain and analyze models for the compressibility
factor, which could replace the iterative procedure proposed in [2], for the ranges
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of pressure, temperature and gas compositions, typical for the main gas pipelines
modes. Such approximations, provided that the deviation of the compressibility
factor calculated by them will not exceed 0.05-0.1% of the result obtained by the
procedure [2], can be used when carrying out calculations of non-stationary modes of
gas transfer, when searching for the optimum conditions, in simulators - everywhere
where the speed of calculation is important. The authors didn’t pursue the goal to
obtain universally applicable models, thus we specified a temperature in the range
from 273 to 333 K and two pressure ranges: P; € [3.5—5.6] MPa and P; € [5.5 — 7.5]
MPa for main pipelines of different capacities. The gas compositions as a mixture
of methane (from 90% to 97%), hydrocarbons from C5 to Cg plus nitrogen, carbon
dioxide, and helium were taken to generate initial data. Since many components
are contained in natural gas in small amounts, the study planned to analyze the
possibility of reducing the number of input variables without compromising the model
quality, therefore the molar mass of the gas was added to the input parameters.

For different gas compositions, pressure values were set with a step of 0.02 MPa,
temperature with a step of 2K, and the values of the compressibility factor were
calculated with the method [2]. Thus, initial data for model training and testing
were generated with the number of entries 24722 for the range P, and 23028 for the
range P». It should be noted that the specified ranges are not a limitation for the
proposed technique.

3. Results and discussion

We generated 4 models, based on Random Forest (RF) algorithm [11], Group
Method Data Handling (GMDH) [12], Symbolic Regression (SR) [13], artificial neural
network (ANN). Two of them - SR and GMDH present the approximation in explicit
form. Symbolic Regression is not as widely used machine learning algorithm as
RF or ANN, its advantage is computational efficiency, the possibility to control the
complexity of the obtained correlations, the fact that dependence can be obtained in
explicit form. A number of publications ([14], [15], [16]) emphasize the effectiveness
of its use to solve a number of practical problems. The detailed description of models
built with SR method is presented in [10]. The developed models for calculating the
compressibility factor have R?=0.99, MAE=0.0002-0.001, MAPE=0.02-0.1%. The
model based on GMDH algorithm has the best metrics, the models obtained by other
machine learning methods lose slightly in accuracy, although their MAPEs satisfy
the requirement to be less than 0.1 %.

The hypotheses of constancy of the mathematical expectation, the normality of the
distribution, the absence of autocorrelation, and the constancy of the variance were
tested for the residuals of each model. We used ANOVA for testing the hypotheses
of constancy of the mathematical expectation, Goldfeld-Quandt test for checking
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homoscedasticity, Pearson x? test for the hypothesis about normal distribution of the
residuals and plotting autocorrelation function (ACF). For all models, conclusions
were drawn about the constancy of the mathematical expectation of the residuals,
the normality of the distribution, the absence of autocorrelation, and the constancy
of the variance.

We compared the derivatives of the compressibility factor with respect to pressure
and temperature calculated by each model with the derivative numerically calculated
with method [2]. Models built with SR and GMDH methods demonstrate good
correspondence of the derivatives of the compressibility factor both with respect to
pressure and to temperature with the derivatives of compressibility factor calculated
with method [2]. Figure 1 on the left presents graph of 0Z/9T for P = 6.84 MPa for
SR model.

dz/dT, P=6840 kPa le-s dz/dP, T=283 K
0.0022 1 — &R e T ANN
\ AGAS Lres AGAS
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0.0020 1
1.775 4
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/AT
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0.0016 1

dz

-1.825

0.0014 1 —1.850 1

0.0012 { -18751

=1.900
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Fig. 1. Derivatives of the compressibility factor with respect to pressure for SR method (on
the left) and with respect to temperature for ANN (on the right).

The model built with GMDH method showed good performance, its mean absolute
percentage error for 0Z/0P when T = 283K is about 1.4%, and for 0Z/0T when
P = 6.48MPa is less 1%. Models built with RF and ANN methods demonstrate poor
agreement with the derivatives of compressibility factor calculated with method [2].
Figure 1 on the right shows a graph of 97 /9P for T' = 283K for ANN model.

We have tested the models developed for the interval P, for pressure P < 5.5
MPa and P > 7.5 MPa. The predictive performance of the GMDH model and SR
model for pressure values beyond the intervals where the models were trained, turned
out to be of acceptable quality. ANN and RF models had poor performance for the
interval P > 7.5 MPa and P < 5.5 MPa.

One of the main objectives of our study was to develop the computationally
effective approximation of the compressibility coefficient, which can be used in models
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of unsteady gas flow, in solving optimization problems, etc. MAPE and computation
time for different machine learning algorithms are shown in Figure 2. Calculation
time is given in seconds to calculate 100 values of the compressibility coefficient for
the samples from the test set. The last bar corresponds to the method [2], since it is
the source of the dataset, its error is assumed to be 0. The best computational time
belongs to multiple linear regression (MLR), symbolic regression (genetic algorithm
(GA)) and GMDH.

I Error
I Time

03 ~0.075

02f ~0.05

Time, s

01F ~0.025

MLR  RF NN GA GMDH AGA-8

Fig. 2. MAPE and computation time for different machine learning algorithms.

4. Conclusion

The developed surrogate models for calculating the compressibility factor have
R?=0.99, MAE=0.0002-0.001, MAPE=0.02-0.1%. The error of the calculation
methods used to obtain the initial data for model building does not exceed 0.2%. The
results indicate that the goal of the work has been achieved, and approximations have
been obtained that can successfully replace computationally demanding iterative
procedures without loss of accuracy. The best results including the shape of the
derivatives of the compressibility factor with respect to pressure and temperature,
showed models based on GMDH method and symbolic regression. The resulting
models are easy to integrate into existing software and in higher-level models.
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Abstract

In some previous works, closed-form representations for reliability charac-
teristics of k-out-of-n model with an exponential distribution of components
lifetime and arbitrary distribution of their repair time have been found. In that
investigation, the markovization method was applied for calculation of the main
reliability characteristics. In the recent paper, reliability function is considered
for a repairable k-out-of-n model in the same assumptions about life and repair
time distributions. The problem of its sensitivity in case of quick recovery of
system’s components is discussed on an example of 2-out-of-n model. It is shown
that the reliability function in scale of its mean time to failure is asymptotically
exponential.

Keywords: k-out-of-n model, reliability and sensitivity analysis, arbitrary
repair time distribution, quick recovery

1. Introduction

Many real technical systems can be described with a k-out-of-n model. A high
reliability of any system is achieved through redundancy and “quick” recovery of its
failing components. The k-out-of-n model is an example of a redundant system that
is of interest from both theoretical and practical points of view [1].

A number of papers have been devoted to the study of various redundant systems
under “quick” recovery. In particular, B. Gnedenko [2, 3] considered a double
redundant system with a Poisson failure flow and an arbitrarily distributed repair
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time with the help of the theory of regenerative random processes. A. Solov’ev [4]
investigated a system of cold redundancy with arbitrarily distributed life and repair
time, using the theory of analytic functions.

This raises the issue of convergence rate of system lifetime distribution to the
exponential one. Some works by I. Kovalenko and V. Kalashnikov [5, 6] are dedicated
to this problem.

This paper continues a series of investigations [7, 8, 9] of k-out-of-n models and is
devoted to calculating the reliability function of this model, as well as to the analysis
of convergence rate of the reliability function to the exponential one under “quick”
recovery of its components.

2. Problem Setting and Notation

Consider a k-out-of-n model with an arbitrary distribution for its component-wise
repair. Such a system consists of n components and fails due to any k& components’
failure. Suppose that

e the system works till it first enters state k, which is the state of the system
failure;
e failed system’s components are repaired by a single repair facility;
e component’s failure arises according to a Poisson flow with intensity «;
e repair times of components are independent and their common cumulative
distribution function (c.d.f.) B(t) is absolutely continuous with probability
o

density function (p.d.f.) b(t) = B'(t), mean b = [(1 — B(z))dz < oo and its
0

Laplace transform (LT) b(s) = [ e~**b(x)dx;
0

e the system’s states space E = {0, 1, ..., k} means the number of failed compo-

nents.

To study considered k-out-of-n model, use the so-called markovization method
based on introduction of supplementary variables [10]. Thus, consider a two-
dimensional process Z = {Z(t) = (J(t), X (t)), t > 0}, where the first component
J(t) represents the number of failed components at time ¢, and the supplementary
variable X (t) means elapsed repair time, that is the time spent by the repair facility
for restoration of the component being repaired.

Due to the supplementary variable, the process Z is a Markov one. Denote its
micro-state p.d.f.’s with respect to the supplementary variable in domain 0 < x <
t < oo by

mj(tx)de =P{J(t) =4, e < X(t) <z +dz} (j=1,k)
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and appropriate macro-state probabilities for ¢ > 0 by

7i(t) = P{J(t) / =Tk).
0

In this paper, we deal with the system reliability function R(t),
R(t) = P{T > t},
where T' = inf{t : J(t) = k} is the system lifetime.

3. Main Results

For the study of reliability function of the considered model, consider the process
Z with absorption state k. Its transition graph is presented in Fig. 1. Here, we
denote \; = (n —i)a, (i =0,k — 1) the system failure intensity when ¢ components
of n fail, f(x) = % is a conditional repair density of elements, given elapsed

repair time is x.
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Fig. 1. Transition graph of the process Z with absorption
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In [7] the Kolmogorov system of equations for the process micro-state probabilities
have been found and the algorithm of its solution based on the method of charac-
teristics was proposed to use. To find an analytic solution of this system consider
further a 2-out-of-n model. The system of Kolmogorov forward partial differential
equations for process Z with absorption state kK = 2 in the scope 0 <z < t < 0o has
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the following form

%m(t) = —Xo7o(t) +/0 B(x)m(t, z)dx,
<§t + i) m(t;z) = —(\1 + B(z))mi (¢, x), )

t
ﬁﬂg(t) = )\1/0 m1(t, z)dx,

jointly with initial
mo(0) =1, (2)

and boundary conditions
m1(t,0) = Aomo(t). (3)

The reliability function is connected with the probability of absorbing state by
the expression,

RO =P{T >t} =1-P{T <t} =1—m(t) = 1 — m(t), (4)

which is its closed-form representation.
According to the algorithm, proposed in [7], obtain Laplace transform (LT) of
reliability function of a 2-out-of-n model,

R(S) _ S+)\0(1—l~)(8+>\1))—|—>\1
(s+A)(s+Ao(1—=b(s+ A1)’

()

whence it is easy to obtain mean system lifetime,

- 1 1
T = RO) =30+ o0

The final form of the reliability function can be obtained by passing to the inverse
LT in the expression (5). However, this step can be done only in some special cases of
component’s repair time distribution, for example for distributions with fractionally
linear Laplace transform.

For an arbitrary distribution of repair time, we can only find two real roots of the
denominator of equation (5). One of them evidently equal to s = A; and the second
one can be found from the equation s 4+ A9 = X\gb(s + A1), that holds from fig.2.

Let the component repair time has an exponential distribution with parameter 3,

that leads to b(s) = fﬁ Then, the following statement holds.
s
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Fig. 2. Graphical representation of the root s

Statement. The reliability function R(t) and the mean system lifetime E[T] of a
2-out-of-n model with exponentially distributed life and repair time take the forms,

R[] = B+ a(2n—1)

R(t)=1-
®) S9 $1 n(n—1)a? ’

n(n — 1)a? [1 —es2t 1 —estt

51— 82

51’2:;[—a@n—l)—ﬁi\/a2+2aﬁ(2n—1)+52 .

For a particular case of the 2-out-of-n model, one can estimate and prove the
convergence of the reliability function to the exponential one on the scale of its mean
system lifetime. Denote p = g relative speed of component’s recovery.

Theorem 1. As p = g — 00 there is a uniform convergence of the reliability

function of a 2-out-of-n model on the scale of its mean system lifetime: R(t) — e,
and the rate of convergence is of the order e:

~

[R(t) —e'| <&,

n(n —1)

h = .
where € (p+on—172

4. Conclusion

In this paper, the reliability function of k-out-of-n model with arbitrary distri-
bution of component repair time is considered on an example of 2-out-of-n model.

273



Rykov V., Ivanova N. DCCN 2023
On Reliability Function of a k-out-of-n Model 25-29 September 2023

The exact formulas for the reliability function and the mean system lifetime are
obtained in the case of an exponential distribution of the repair time. For this model,
the convergence of the reliability function on the scale of its mean lifetime to the
exponential one is studied, and an estimate of convergence rate is obtained.

10.
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Abstract

The study of the behaviour of stochastic processes in the queueing theory
and related fields is often based on the study of the behaviour of regenerative
and Markov piecewise linear processes. Here we represent the concept of quasi-
renewal and quasi-regenerative processes that are found in applications and
discuss these concepts.

Keywords: Renewal theory, Regenerative processes, Queueing theory, Coupling
method, Lorden’s inequality, Quasi-renewal and quasi-regenerative processes

1. Introduction
Regenerative processes are extremely popular in applied research, in particular,

in queuing theory and related fields.

Definition 1 (According to the text [1]). x; is regenerative with respect to 3 over
Aif for all z € 3, A € A, there is a function ¢ 4(-), depending only on A (and not on
z) such that

P{x; € Alz; ny > 0;T,,,; %5, < T, } = Pa(t —Tp,))

is a valid representation of the conditional probability, for some {t;}. We write x; is

R(3, A, {ti}). >

This is an old definition. Now the definition of a regenerative process is based
on the concept of a Markov moment and is longer (see, e.g., [2, 3]). Regenerative
processes have useful properties for use in various models of applied problems — see,

e.g., [4].
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A significant number of publications are devoted to the analysis of the asymptotic
behaviour of regenerative processes ([5, 6, 7] et al.).

Since the convergence rate of the regenerative process distribution is bounded
from above by the rate of convergence of the backward renewal time distribution of
the embedded renewal process, this rate can be estimated, for example, in the same
way as in paper [8].

However, the behaviour of some complex models in queuing theory and in related
fields is described by non-regenerative Markov processes — see, e.g., [9, 10] et al. In
fact, in these papers, processes that are closely related to non-regenerative processes
are studied.

2. Quasi-renewal and quasi-regenerative processes

00 7
Recall that the renewal process is a counting process Ny def YL Y ¢ <s
i=1  \j=1
that is specified using the renewal time ¢; distribution function (d.f.) F(s). Here
random variables (r.v.’s) &; are equally distributed and mutually independent; their
distribution can be arbitrary and non-singular. The distribution of r.v. can also
def F'(s)
T 1-F(s)

be specified using the intensity \(s) (or failure rate in reliability theory);

t
F(t)=1—exp (— JA(s) ds). For non-continuous distribution functions, we use
0

the generalized intensity A(s) def 1]0(;,)() - Z §(s — a;) In (F(a; +0) — F(a; — 0)),
[R— 8 -

where {a;} — is the set of all points of discontinuity of a function F'(s), and §(-) is a
standard d-function (see [11]).
Thus, the renewal process can be defined by the generalized intensity function.

~ o0 i~
Definition 2 (Quasi-renewal process). The process N, dof >1 { > & < t} is
=1 ls=1

named quasi-renewal process if the r.v.’s 5 are defined by their generalized intensity
Ai(s) which satisfy the following

Conditions:

1. The (generalized) measurable non-negative functions ¢(s) and Q(s) exist such

that for all s > 0, p(s) < Aj(s) < Q(s); 2. [ p(s)ds =o00; 3. Q(0) < (1—¢)d(0) for
0
some € > 0. >

A one-dimensional quasi-renewal process is impossible; it can only be a compo-
nent of a more complex process. Obviously, the quasi-recovery times given by the
compound intensities A(s) are dependent. However, this dependence is not arbitrary.
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This dependence is in some sense “weak”. Indeed, the intensity of the quasi-recovery

is the sum of the function ¢(s) and some additional variable intensity.

It is easy to see that if two independent r.v. £ and 7 are given by the intensities
A(s) and p(s), then the intensity of the r.v. ¢ = min{, n} equals to v(s) = A(s)+pu(s).
Accordingly, the flow of moments of the quasi-renewal process can be perceived as a
certain fixed flow given by the usual renewal process, to which an additional flow of
dependent events is added.

o X
If, in addition to the Definition 2, condition [ zFLexp <— fgo(s)ds) dz =
0 0

M}, < oo for some k > 2 is added, and the intensity A(s) determines the non-lattice
distribution, then the generalized Lorden’s inequality holds for the quasi-renewal
process.

Theorem 1 (Generalized Lorden’s inequality ([12])). If conditions 1-3 are satisfied,

Ny

and ¢ < k — 1, then for the backward renewal time B defy > & of the quasi-
i—1

renewal process the following inequality is true inequalities for the /-th moment of By:

xz
E(B)! <Enf + % =, where P{n<z}=1—exp (—fgo(t)dt) = O(x);
0

P{{(<z}=1-exp <—OfQ(t)dt> = fﬁ(m).

Definition 3 (Quasi-regenerative process). The process (X, t > 0) on a probability
space (2, F,P), with a measurable state space (X, B(X)) is quasi-regenerative, if on
other probability space (S~), F , 13) there exists regenerative Markov process )A(;t with
the same measurable state space (X, B(X')) such that for all ¢ > 0, the distribution
P of X; is equal to the distribution 75,5 of the process )?t. >

Since the marginal distributions of processes X; and X, coincide, the quasi-
regenerative process has the same properties as its regenerative “copy”.

Some quasi-regenerative processes have been studied in the papers [9, 10].

The question arises: how to find out if the stochastic process under study is
quasi-regenerative?

3. Main result

Previously studied quasi-regenerative processes were non-one-dimensional.

Therefore, we assume that the process X; under study is multidimensional
(Xy = {Xgl),Xlt(z),...,sz)}), and its components are dependent processes. We
suspect that this process is quasi-regenerative.

Each component Xt(i) of X; has a state space X with a o-algebra B(X®).
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Let us fix some one element z(9 from the set X (@), '
Consider the times ¢;(z®) (and t;(®) < t;41(=®)) such that x® = @,

tj(x®)
and for all 7 # t;(z®), x #£ 200
If the set {t;(2())} is infinite, then the sequence T (2()) = {t;(2®)), to(z),...}
can be regarded as a sequence of Markov moments.
Let us call this sequence z("-sequence for sub-process z(%).
If this sequence forms a quasi-renewal process, this process is called an embedded
quasi-renewal process.

Remark 1. For a regenerative process X; with state space X', there is such z € X
such that the corresponding embedded z-sequence forms a classical renewal process.
>

Theorem 2. If all sub-processes Xt(i) of the process X; = {Xt(l), Xt(2), . ,Xt(Z)}
have embedded quasi-renewal processes, then process X; is a quasi-regenerative
process. >

Proof. The proof of the Theorem 2 is based on the coupling method, and generaliza-
tion of Lorden’s inequality given above.

This proof is similar to the proof in paper [13], but it is very long and therefore
not given here.

We will demonstrate the scheme of the proof using the simplest example. |

Ezample 1. Consider two dependent quasi-renewal processes with quasi-renewal
periods &; and n; satisfying conditions 1, 2, 3 from the Definition 2, and, in addition,
the following assumptions hold:

o x
a. [azF lexp <—fg0(s)ds> dz = My < oo for some k > 2; b. There exists the

0
constant 7' > 0 such that ¢(s) > 0 a.s. for all s > T'. Condition 1 holds: the

d.f.’s of & and n; are bounded by the functions ®(xz) = 1 — exp <— J Quw) du> and
0

~

O(x) = exp ( f o(u du), and their distribution density can be bounded from

below by the function ¥(s) = ¢(s) exp < f Q(u ) . Condition 2 guarantees the

presence of a nonzero variance of the r.v. s & and n;. Assumption a holds: there
exists Ef;“ < 00, k = 2. Assumption b holds the density of the d.f. of & positive a.s.
for time > T', i.e. we may consider delayed switching for the considered quasi-renewal
processes. Also, assumption b holds the distribution of §; are non-lattice.

We use
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Lemma 1 (Basic Coupling Lemma ([14, 15])). Let fi(s) be the distribution
density of r.v. 6; (i = 1,2). And let [ min(fi(s), fa(s))ds = » > 0. Then on

some probability space there exists two random variables ¥; such that ¥; 2 0;, and

P{191 = 192} > . >
heo 61| & 6 6
B, | B., | t2 ta b
B |
| | |
Tll i 78 T4 Ts 6

Fig. 1. Visualization of two quasi-renewal processes.
The Fig.1 shows the implementation of two quasi-renewal processes. At the time

71, by the generalized Lorden’s inequality 1: E B, < Z;. Thus, by Markov inequality,

for some fixed A > =1, P{B,, < A} >1- 5 gef po. If B, < A, then (see Lemma

1) with probability greater then s(A) dof 1nf f min{y (s + a),(s)} ds = p1 we can
prolong the periods &; and 1y by such a Way, that their ends coincide. If they do not
coincide, we repeat this procedure at the time 79, etc. Thus, with probability greater
than pop; the coupling time T is the time 7,11, and T is geometrical (conditional)
sum of periods 71,72, ...,7;+1. This sum can be bounded, and an upper bound
for ET* can be calculated. So, we can then estimate the convergence rate of the
distribution of this doubled quasi-renewal process. We skip here these calculations. >

4. Conclusion

After proving that some process in the queuing theory and in related fields is
quasi-regenerative, we can use the technique of obtaining an upper bound on the
rate of its convergence to a stationary distribution.

The author is grateful to one of the anonymous reviewers for valuable advice.
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3aavya aHa/M3a BEPOSTHOCTHBIX XapaKTEPHMCTUK
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2MemepaabHBIA HCCIEIOBATEILCKIH TeHTp «HMOpMaTrKa U ynpasmenues PAH, yir.
Basusona, 1. 44-2, Mocksa, 119333, Poccua

1032192939@pfur.ru, {1032201198, gaydamaka-yuv, samuylov-ke}@rudn.ru

AnHOTaIUS

B npejicraBiieHHOM MCCII€I0BAHUN aHAJIUBUPYIOTCS BEPOSITHOCTHBIE XaPAKTe-
PUCTUKYU WHTErPUPOBAHHON CHCTEMBI JOCTYTIA U OOPATHON CBsI3M, pa3pabOTaHHOM
roucopruymoMm 3GPP s GecnpoBoiHBIX ceTelt MIJLIMMETPOBOTO IUAIA30HA.
Jammast TEXHOJIOTUsT PeITaeT mpobaeMbl pa3BePTHIBAHNST MOOUIBHBIX 0A30BHIX
CTAHIUN, B TOM 9ucje Ha OECHMIOTHBIX JIETATEILHBIX alllaparaX, B I'yCTOHACE-
JIEHHBIX FOPOJICKUX PaflOHAX C BBICOKOI IIJIOTHOCTHIO 3aCTPOMKHU U HAJIUIUEM
KaK MOOHMJIBHBIX, TaK M CTAIIMOHAPHBLIX OJOKHPATOPOB pajanocuriasia. ccmemo-
BaHUe BKJIIOYaeT B cebs pa3paboOTKy MOJENN U clieHapus jiJist BHeapenust [AB,
MMUTAIIMOHHOM Mosyienn Ha si3bike GPSS u anammrTudeckoit mojesu dpparmMenta
CHUCTEMBI, TIPEJICTABIEHHYIO B BHUJE CUCTEMBI MACCOBOI'O ODCJIYKUBAHUSI HA OC-
HOBE IIOJIJIUHTa. B KavecTBe OCHOBHBIX MOKas3aTesieil 9(p(HeKTUBHOCTU BHIOPAHBI
CpejHMe CKBO3HBIE 3aJIeP>KKHU U CPeJIHee YKC/I0 AKEeTOB B CETU M HA OTJIEIbHBIX
MapIIpyTax.

Karouessie caoBa: mmWave, IAB, GPSS, mobusbHast ceTh, TEXHOJIOTHUST HHTE-
IPUPOBAHHOTO JIOCTYIIA U TPAH3UTA, CUCTEMA MACCOBOIO OOCIIYKUBAHUSI, JUCIH-
ILJIMHA, TIOJIJIMHTA,

1. BBenenue

Texnosorust naTerpupoBannoro gocrymna u tpansurta (IAB, Integrated Access and
Backhaul) B cersix 5G 1pejicTaBiisier MHHOBAIIMOHHOE PEIIEHUE, KOTOPOe O0beInHSIeT
dbyHKIUN JIOCTyNIa U TPAH3UTA JAHHBIX B OJIHOM CETEBOM Y3Jie, UCIOJIb3Ys OJUH U
TOT K€ PAIUOPECYPC. DTO CHUXKALT HEOOXOUMOCTh YCTAHABJIUBATD U IO/JIEPKUBATH
OTJIeIbHbIE yCTPOficTBa J7Ist CBsA3u MexK 1y 6azoBbivu cranimsamu (BC). B cersx 5G

*Uccnenopanne npodunancuposato Poccuiickum Hayuansim dorgom (PH®), npoekt Ne 22-29-
00694, https://rscf.ru/en/project/22-29-00694/.
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texnosorus [AB ucnonb3yer 6ecripoBoinyio 06pATHYIO CBI3b, 9TOOBI YMEHLIHUTD
3aBUCUMOCTH OT BOJIOKOHHO-OTITHYECKUX COEJIMHEHUN U YIPOCTUTEL YCTaHOBKU. Kpome
toro, [AB xoporro 3apekomenoBaa cebst Ipu Pa3BEePTLIBAHNN PETPAHCISATIHOHHBIX
CTaHIUH Ha GECHIIOTHBIX JIETATEIBHBIX allapaTrax, KOTJIa BO3MOKHOCTH CBOOOTHOTO
[0JIETa, UCIOIB3YIOTCS JJIsI MTOMCKA ONTUMAJIBHON CBI3HU MOIH30BATENsT U 6A30BOM
CTAHIINN, MECTOTIOOXKEHNUST OECTTUIOTHIKA U PACTIPE/IETIEHIST MOTITHOCTH. DTO TIO3BOJIS-
eT THOKO pasBepThiBaTh ceTu HG, BK/OUas mojBukHbie BC, KOTOpBIE a anTUPYIOTCs
K M3MEHSIIONMCST YCJTOBUSAM B TOPOJICKOI Cpe/Ie.

st mocrukenusi cBoux tesieit Texuosiorusi [AB OBTOpHO HCIOIB3YET CYIIECTBY O~
e GyHKIMKA 1 nHTepdEich, opeaeeHHbe 1JIst gocTyia B cersix 5G. B gacrHOCTH,
apxurektypa [AB ucnonssyer dyukinun MT (Mobile-Termination), gNB-DU, gNB-
CU, UPF (User Plane Function), AMF (Access and Mobility Management Function)
u SMF (Session Management Function), a Takzxke coorBercrByomme nHTepdeich
NR Uu (mexay MT u gNB), F1, NG, X2 u N4 [1|. Jna uccienosanusi BbiGpana
apxuTekTypa la, onucannasi B rexaunaeckom oruere 3GPP TR 38.874 [1].

B namnoit pabore IpuMeHEH MOIXO, 3aKIIOYAIONTHICS B UCIOJL30BAHNN METO/IOB
TEOPUU MaCCOBOTO OOC/TY>KUBAHUS, UMATAITMOHHOTO MOJIETUPOBAHUS M M3MEPEHUH
Ha [IPOrPAMMHOM KOMILIEKCe, paspaboranHoM Ha sisbike GPSS [2]. B pamkax uc-
CJIEIOBAHMUST TIOCTPOEHA MOJIENIb CHCTEMBI MACCOBOTO OOCTYKUBAHUST C JUCITUTLIHHON
[IOJLINHTA.

Ucnoms3yemast B pabore JMTEpaTypa PACKpPBIBAET jaertann TexHogoruit 5G u
IAB [1, 3|; pazbsicasier npuniuibl paborsl sizbika GPSS [2]; maer undopmarmio o
GecripoBoAHbIX ceTsix [4], crarucruky 06 ucnonab3oBaHun MHTEpHET-Tpaduka [5| u
TEOPHIO O TOJUINHIOBBIX crcremax [6].

2. CucremHass MoaeJb

Jlist aHa/m3a TeXHOJIOMMH BhIOpaHa MOE/b, cocTosIad u3 oguoro IAB-nonopa
un [AB-y3ma, a Takyke JByX Ipynn mojb3oBareabckux yerpoiicts: UEs-1 u UEs-2,
npuieM [AB-10HOpP mMeeT IPOBOSHOE COeIMHEHNE C BHEITHEH CEThIO.

OCcoOEHHOCTBIO UCCTICIOBAHUS SIBJISIETCS UCIOJIB30BAHUE TIOJIY/LYIIJIEKCHOTO COE/IU-
HEHUs C pa3JieJIeHueM PeXKUMOB Ha JOCTYIl U TpaHcnopT. B pexxume TpamHcropra,
nepejada nakeToB ocyuiecTisercsa Mexkay IAB-ysnamu u IAB-noropoM, a B pexkume
JOCTYyIIa — MEXKJIY MOJIb30BATEIbCKUME yCTPOUCTBAMU U OA30BBLIMU CTAHIUAMU, K
KOTOPBIM OHH IOJIKJIIOYEHBI.

Jlist KOppeKTHO# 1 OecriepeboitHo# pabOThl BBOAUTCS (DUKCUPOBAHHAST TOJTUTHKA
yupasJieanst TpadpukoM BHyTpu cetu IAB. st ucciaenyemoit ceTu BEIOpaHa CJemy-
OIIasl TOC/IeJI0BATE/IbHOCTD JeiicTBuii: (1) nakersl nepemeriatorcst or IAB-noropa
K IAB-y3uy; (2) nakerst nepemeniatorcs or IAB-nonopa k rpynne UEs-1 u or TAB-
y3aa Kk rpynne UEs-2; (3) nakerst nepemeratorcst or rpymnnbl UEs-1 k TAB-onopy
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u or rpyuusl UEs-2 k IAB-yamy; (4) nakerst nepemematorcs or [AB-ysna k IAB-
noHopy; (5) makersl nepemernatorcest or [AB-nonopa k rpynne UEs-1 u or [AB-y3ma
K rpyune UEs-2; (6) nakerst nepemernatorcst or IAB-onopa k IAB-yany; (7) nakers
nepemeraiorcsa ot [AB-monopa x rpynmne UEs-1 u ot [AB-y3m1a k rpymme UEs-2.

JlJist poBeieHnsT TUCIEHHOTO SKCIEPUMEHTA BLIOPAHDI CJIE/LYIOIINE TIapaMeTPhI
MOJIeIN: BpeMs MojiesimpoBanus — 10 ceK; IpoIO/KUTEIbHOCTh OJHOTO TakTa — 1
MC; JJIMHA CJIy2KeOHoro makera — 64 OaifTa; JJIMHA MOJBH30BATEILCKOIO TMAKETa —
pacripesesienne JUIMHbBI OJIb30BaTebckux 1P makeToB co ckatukamu B obacTax 64,
1400, 1500 GaiiT; nporyckHasi CllocoGHOCTHL KaHaI0B cBsa3u Mexk 1y BC —9460,3 Mour/c;
[POILyCKHAs CIIOCOOHOCTH HUCXOAANUX KaHasoB cBs3u it UEs — 6464,5 M6ur/c;
[POIYCKHAs CIIOCOOHOCTH BOCXOJANIMX KaHasoB cBsa3u st UEs — 3547,6 Mo6ur/c;
BEPOSITHOCTD YCIIEITHOM JocTaBKu nakeToB Mexk 1y BC — 0,95; BepOSTHOCTD YCIIEITHO
nocraBku naketoB mMexay bC u UEs — 0,9; nmocTynjeHue makeToB — myacCOHOBCKUN
[IOTOK IIAKEeTOB; MHTEHCUBHOCTH nocTyiutenus nakeros it UEs (DL, Downlink) —
39.000 makeroB/c; uarencuBHOCTH reHeparun nakeros UEs (UL, Uplink) - 1.000
[IAKETOB/C.

3. IlonaunroBasi MoOeJb

Bynem HasbiBaTh rpaHuIHBIMEU Y3kl ceT IAB, He nMeromue novyepHux ysiios. Ha
HUX B ouepeib Q1 (HUCXOASAIMUil KaHa 1) IOCTY AT 3asBKH TOJBKO OT POJUTEIHCKOIO
y3ia, a B ouepeib (Qy (Bocxomsimuii Kanana) — or abonenrckux ycrpoiicts (UE).
[TocTpouM aHATUTHYECKYIO MOJIEND JJIsl TPAHUIHBIX Y3JI0B.

[Tpunumast BO BHUMAaHWE IMOJIYLYILIEKCHBIH DEXKUM Iepeladn JaHHBIX B CETH
[IAB, nyist orcanust iporiecca 0OCYKUBAHUS TAKETOB JAHHBIX TPAHUYIHBIM y3JI0M
[IPEe/IJIAraeTcsl MOE/b MOJIJINHTA ¢ UCUEPIILIBAIONICH TUCIUILINHON 00C/IyKIUBaHUS U
JIOTIOJTHUTEIbHBIME ycioBusiMU. [Iporiecc paboThl y3i1a AesinTcs Ha 3 CTaIuu: MPOryJIKa,
BO BpeMs KOTOPOIl 3asIBKU MOCTYIIAIOT B 00€ ouepen; 00CTyKIMBAHNE TIEPBOH OUepe I;
obcirykuBaHue BTOpoil ouepesn. Takum oOpaszoM, MOIYyIaeTCs CIACTYIONUNA UKL
MpOryJiKa — odepesb ()1 — odepesb (Jo — MPOryJiKa, IPUYIEM IEPEKTIOUEHNE OT
TEePBON OYepes It KO BTOPOI ITPOUCXOAUT MTHOBEHHO.

O6o3Ha4UM A1, Ao — HHTEHCUBHOCTH TIOCTYILIEHUSI 3asIBOK B IIEPBYIO M BTOPYIO OUe-
penu; [i1, fto — UHTEHCUBHOCTH OOC/Iy’KMBAaHUS 3asBOK B IIEPBOMl U BTOPOil O4Yepe/isiX;
sfl, So v unrencusroctn MePeKJIIOUeHns MprOOpa OT BTOPOI K NEPBOil U OT MePBOit
KO BTODPO{i OUepe/IsiM COOTBETCTBEHHO (CpejiHUe BpeMeHa HEepEeKJIIOUeHHs S1 U S2);
71,79 — MAKCHUMaJIbHbIE JIJIMHBI IIEPBOI U BTOPOI ouepeieil (EMKOCTh HAKOIUTEJIEN ).

B marmeit cucreme mepekJirotveHne OT MePBOi oUepean KO BTOPO MIHOBEHHO, TO

ectb So = 0, Torya mepeobo3HAYUM S = s,sfl = 571, OcnoBHYIO 0COGEHHOCTD
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CHUCTEMBbI MOXKHO C(POPMYIUPOBATD CJIEIYIOMIIM 00PA30M:

Ai, q =0 (mporyika npubopa)

= i=1,2 (1)

0, ¢q=1,2 (obcayxuBanue odepenn (1 uian Q2)

QyHKIMOHUPOBAHNE TAKON CUCTEMBI MOXKHO OIHACATH C IIOMOIIBIO CJIyYaiiHOTO

uporecca (CII):
X(t) = {(Q(t)7n1(t)7n2(t))’t = 0}7

rze q(t) € {0,1,2} — cocrosinue npubopa (¢ = 0 — mocryieHne 3asBoK, ¢ = 1,2 —
obciyKUBaHue IepBOit U BTOPOil ouepe/ieii coorBercTBerHo), ny(t) € {0,1,...,r} —
JHCJIO 3as1BOK B MepBoil ouepenn, na(t) € {0,1,...,ry} — 4uciio 3asBOK BO BTOPOIi
odepeand B MOMEHT t.

Tora mpOCTPAHCTBO COCTOSTHU MIPEJICTABUMO B cJejytonieM Buje (2):

X= {(0,%1,77,2) Ny € {0,1,...,7"1},?22 S {0,1,...,7‘2},
(l,nl,TLQ) ny € {1,...,r1},n2 S {0,1,...,7’2}, (2)
(2,0,”2) 1Mo € {1,...,7“2}}

B cocrosinuu mporysiku MOKeT ObITH JII000€ UHCJI0 3adBOK B KayKJOM M3 HAKOIIUTE-
Jefi. B cocrostium obciyzKuBaHus B IEPBOM odepean M0/IKHA OBITH XOTs ObI OIHA
3asiBKa, WHAYE IpUOOpP MIHOBEHHO IEPEKJIFOIUTCS KO BTOpOil odepenu. B cocrosiHumn
00C/TyKUBaHUs BTOPOI OUEPEI B IEPBON OYePEN HET 3asiBOK, HO €CTh XOTs ObI OJ[HA
BO BTOPOI#i, TaK KaK B BRIOPDAHHOM HAMM IMOPsiJIKE 0DC/IyKUBaHUS Odepeseil cHavda a
ITOJTHOCTBIO OOC/Iy?KUBAETCS IIEPBasi OdYepelb, & 3aTeM BTOPA.

[TpocTpaHCcTBO COCTOSIHMIT TaK>Ke MOXKHO MPEICTABUTH, KAK 00beIMHEHUE TPEX
HEIIEPECEKAIONINXCST TTOAIIPOCTPAHCTE:

X = xVacation U <) U X2,
IIPA 3TOM HOJIIPOCTPAHCTBO COCTOAHUI NPOTYJIKI
xVacation — £(0.ny,my) € X:my € {0,1,...,71},m0 € {0,1,...,79}},
MIOJITPOCTPAHCTBO COCTOSIHUAM OOCITy>KMBaHUSI IIEPBOM Ovuepean
x( — {(I,n1,m2) € X:ing e {l,...,m},na € {0,1,...,72}},
MTOIIPOCTPAHCTBO COCTOSIHUN 0OC/TyKUBAHUS BTOPOI ovuepein

X3 = {(2,0,n9) € X:ng € {1,...,12}}.
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Yuc10 coCTOSHMIT MOXKHO BBIYUCIUTE O cleyromeii dpopmyie (3):
X| = (ri +1)(r2 + 1) +71(ra + 1) 4+ 72. (3)

HyCTI’ p(Qv ni, nZ) = tll)Igo P{X(t) = (Q(t)v nl(t>a n?(t))}v (C.Ia ny, 712) eX — CTaI1O-
Haproe pacupenesnenue Bepositaocreit CIT X(¢).

JIy1s1 HAXOKJeHUsI CTAIlMOHAPHBIX BEPOSTHOCTEH HEOOXOIMMO PEHINTH CHCTEMY
ypasaenuii pasaoBecust (CYP)

pip(1,1,0 ) + u2p(2,0,1) = (A1 + A2)p(0,0,0),
A1p(0,i —1,0) = (u(ry — )X + A + s71)p(0,7,0),i = 1,...,7
Aop(0,0,7 — 1) = (A +u(ro — i)da + s 1)p(0,0,4),5 = 1,..., 79,

)\1])(0; [ 17]) + AQ}?(O,Z,] - 1) = (u<7,.1 - Z))‘l + U(TQ - j)AQ + Sil)p(07i7]’)7
1= 1, ...,Tl,j = 1, ey T2,
8_1p(07i7j) + ’LL(?“l - Z)/Llp(l,Z + 17]) = /,Llp(l,Z,]),Z = 17 "'7r17j = Oa ceey T2,
s'p(0,0,7) + mp(1,1,§) + ulra = fuap(2,0,5 + 1) = p2p(2,0,5),§ = 1, ..., 72,
(4)
BHas cTanuoHapHOe PacIpeIe/eHIe BEPOATHOCTElH, MOKHO HOJIYYUTh HHTEPECYIO-
e HaC METPUKHN: BEPOATHOCTDb HaXO02KIEHUA B COCTOAHUU ITPOT'YJIKN, BEPOATHOCTD
HAXOXKJICHUSI B COCTOSTHUU 0DC/Iy KUBAHUSI TIEPBOH 0Yepe N, BEPOATHOCTh HAXOMK ICHUS

B COCTOSIHUU OOC/Iy?KUBaHUsI BTOPOI odepesin, BEPOsiTHOCTH OJIOKUPOBKH, CPEJIHEE
YHCJI0 3adBOK B IIEPBOIT OYepe/in, CpeJIHee YHUCTIO 3asBOK BO BTOPOM odepesin.

4. YucjieHHBIN SKCHEPUMEHT

ITockosbky Mozenb IAB ¢ mosyayieKCHBIM PeXKUMOM 0€3 YIIPOIIAIOIINX Pl
IIOJIOXKEHUN PACCMATPUBAEMO MATEMATHIECKOW MOJIE/H C JUCIUTLIMHON TOJITHHTA
[IPEICTAB/ISIET COOOM CJIOXKHYIO CUCTEMY, MJIsI Hee Ie/ieco00pa3Ho pa3paboTaTh MMUTA-
[IMOHHYIO MOJIe/Ib. B KavecTBe s3bIKa MMUTAIIMOHHOIO MojejinpoBanust Beiopan GPSS.
O6paboTka u BU3yaJM3alldsl JTAHHBIX OCYIIECTBJISLIACH C UCIIOJb30BAHUEM SI3BIKA
nporpammupoBanus Python Bepcum 3.7 u 6ubsmorexk matplotlib, pandas, numpy,
scipy n PIL.

[Tom ckBo3HOM 3aep:kKoit B cetn [AB namee monnmaercs minHa wHTEpBaIa Bpe-
MEHHU OT MOMEHTa MOCTYIIJIeHnsT ToceHero bura mnakera #Ha [AB-moHOp 0T BHemHei
CeTH WJIM MOMEHTa, TMOCTYILIEHHST CTeHEPUPOBAHHOTO TTOJIH30BATETHLCKAM YCTPOHCTBOM
makeTa B 09epelb JJisi MOCJeAYyIOIIel ero mepegain Ha y3eJd CeTH J0 MOMEHTA 110-
CTYIUTEHUSI TIOCJIEIHETO OUTA YCIENHO MePEJAHHOTO MAaKeTa Ha TMOJb30BATETHCKOe
ycrpoiictBo win [AB-morop. OHa MOXKeT OBITH OIEHEHA ¢ UCIIOJIb30BAHUEM IIOJIXOJIA
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JEKOMIIO3UITNN U arperanuyi Kak CyMMa, 3aJIep:KeK B dJIEMEHTaX CETU W Ha, COEIMHSIO-
X WX 3BEHbX. 3aJeprKKa MakeTa B KaxKJIoM semente cetn [AB onenmpaercs kax
BpeMsI IPeObIBaHUS 3aBKH B CUCTEME MACCOBOTO OOC/IYKUBAHUSA, & BPEMs IIepeIadn
10 3BEHY MOJIEJIUPYETCS C YIETOM OBICTPOIEHCTBUS KaHAJA.

PesynbTaThl 9uC/IEHHOrO 9KCIIEPUMEHTA MPEICTABICHBI HA YeThIPeX rpaduKax.
Ha pucynke 1 nabiiromaeM, 94T0O CpeJiHsIst CKBO3HAS 3a/ePKKa, 110 CETHU, Oy IeHHAs
C TIOMOIIHI0O UMHUTAITMOHHON MOJIEJIN, TPAKTUYECKN COBIIAJIAeT CO CPeHEN CKBO3HOM
3aJIePXKKOM, TToJIy4deHHOH 110 hopmysie JIuTTia depes cpejiHee YUCIO TAKETOB B CETH.
OrHocure/bHas TOMPENIHOCTh cocTasisger menee 1,5%. Ilpu aToM, Kak BUIHO U3

PUCYHKA 2, cpeJiHee YUC/I0 MAKETOB IO MAaPIIpyTaM U 10 BCell ceTH MOYTH JIMHEWHO
3aBUCHUT OT MPOJIOIKUTEJILHOCTH TaKTa.

1000

800

~
N

Y
2
8

CKBO3Has 3a4€epXKa, MC
N
S

Yucno nakeTos

s
8
8

- 200

0
1 16 32 64 128
A', Thic.nakeToB/C

0510 20 30 40 50 60 70 80 90 100
Bpems oaHoro TakTa T, MC

Puc. 1. Maremarnueckas 1 MOJieIbHasd
Puc. 2. Cpexnee uuciio nakeros Ha
CpeJIHsIsl CKBO3HAsl 3aJ1€PIKKa

/ MaPpII TaxX CETHU.
(AUEs-1 = AUEs-2 = A ). PHPY

[Ipr yBemueHNN MHTEHCUBHOCTH ITOTOKA MAKETOB, HocTynaromux Ha [AB-moHOp
U3 BHEIHEH ceTH, cpejiHee YnCao makeToB mo Beeit [AB-cetw m mo maprpyram
nepegadu IakeToB K I'pyIIraM I10JIb30BaTE/IbCKUX YCTpOﬁCTB pacTeT 3KCIIOHEHIIUAJIbHO,
B TO BpeMsI KaK CPETHEKBA[PATUIHOE OTKJIOHEHUE MMeeT GoJiee CJIOXKHBI BiL (puC.
3). Ormerum, 4TO CcHUCTEMA JOCTUIAET COCTOSIHUSI II€PErPY3KHU JIsI N & 240000
nakeroB/c, aro coorsercrByer npumMepro 600 UEs Ha KaxkIyto 6a30ByI0 CTAHIIUIO
n 1200 UEs na Bcio ucciiegyemyio cetb. bosee Toro, /1o 3HadeHuss NUHTEHCUBHOCTHU
A & 240000 nakeros /¢ cpenHue CKBO3HBIE 3aJIePyKKH B CHCTEME He IIPEBBIIAOT 4
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Mc, oupejesiernble crangapramu 3GPP s npegocrasienus yeayr eMBB [7]. Dror
pe3yabTaT CaelyeT YINTBIBATL MU MIaHupoBanun cetelt [AB ¢ perpanciaganunoHHbIMu
CTAHIUAMU.

[Ipomomxkasi anam3, HA OCHOBE PUCYHKa 4 IPUXOAUM K BBIBOIY, YTO TOJIBKO
10 HaIIpaBJIEHUSIM Tlepejadn makeToB or [AB-1oHOpa K rpyiime mojb30BaTe IbCKUX
yerpoiictB UEs-1 u ot [AB-y3ma k¥ rpynme UEs-2 odepequ JOCTUTAIOT COCTOSTHUST
LIeperpy3KH IpH YKA3AHHON HHTCHCHBHOCTH \ .

N
8
8
~

8
8
8
8
8

Yuncno naketos

200

100

T N ———

AR

128
A', Thic.nakeToB/C

256

200

100

Yncno nakeTos

128
A', Thic.nakeToB/c

256

Puc. 4. Cpennee uncio nakeTroB B Tpex

Puc. 3. Cpennee umncio makeToB Ha
odepensx (Augs-1 = AUEs-2 = A ).

MapIupyTax ceTd (Augs.1 = AUEs.2 = )\/).

5. 3akJroueHue

B pabore mocTpoena cucTeMHasi MOLEIb U CIIEHAPUHN HMCIIOJIH30BAHNUS CUCTEMBI
uHTerpupoBaHHoro jocrymna u rpausuta (IAB) B cersx 5G, cosmana mporpamma
UMUTAITMOHHOTO MOjeupoBanusi Ha sisbike GPSS u mporpamma njst 06paboTku
JAHHBIX W BU3YaAJU3AIUN Pe3yJIbTaTOB Ha sa3bike Python Bepcunm 3.7, mOArOTOBIEHB
NCXOJHbIC JaHHBbIC JIJigd YUCJIEHHOI'O 3KCIIEPpUMEHTA.

[TpoBeneHHbIN YUCTEHHDBINR aHAINS /I IPEJIOXKEHHON ceTn ¢ (pUKCHPOBAHHOM
ITOJTUTUKOM yIpaBJIeHusT TOKa3bIBAET, 9TO TexHoyiorus IAB mMoxkeT 0bcityKuBaTh J10
1200 ogHOBPEMEHHO TOAKIIOYEHHBIX MTOJIH30BATETHCKAX YCTPONUCTB PN yMEPEHHBIX
narpyskax Ha IAB-cerb. CkBozuble 3asepkku B IAB-cern ocraiorcst oTHOCHTEIBHO
HEOOJIBITIUMHY JI0 JOCTUKEHUST COCTOSTHUSI IIePerpy3Ku, ITO obecrednBaeT TpedyeMoe
KadecTBO 00C/IyKUBaHUs 1oJIb3oBaTe eil. Hebosbinoe yBemdyerHne CKBO3HOM 3a1eprK-
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KU 110 CPABHEHUIO C TPAJUIIUOHHBIMU ceTsiMu HG HEe3aMEeTHO JJIsl TOJIb30BaTe el u
KOMIIEHCHPYETCS yBEJINIeHNeM OKPBITHS CeTH IPU MEHBIINX 3aTpaTax Ha Pa3BepPThI-
BaHue 000PYIOBAHUSI.

B manbHeiiineM miaHupyeTcs IPOBECTH JajibHENIIe UCCIeI0BaAHNS, BKIIOYAIOIIAEe
MOJIEJIUPOBAHUE CEeTU ¢ HECKOJbKUMU y3jamu [AB u ajganTupoBaHHOe yrpaBjeHne
TpahuKOM.
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Abstract

In this study, recurrent semi-synchronous events flow with two states is
described. Operation of the flow is considered with random non-prolonging
dead time that has uniform distribution. Maximum likelihood estimation of a
distribution parameter of the dead time duration is provided.

Keywords: semi-synchronous events flow, random dead time, maximum likeli-
hood, parameter estimation

1. Introduction

Currently, the information message flows in different information and computa-
tional networks are best described by doubly stochastic events flows [1, 2]. These
types of flows are characterized by both random occurrence times of events and their
intensity. In general, doubly stochastic events flows are correlated flows [3].

Events flows that involve double randomness (stochasticity) can be divided into
two classes: the first class consists of flows whose process (intensity) is a continuous
random process; the second class consists of flows whose process (intensity) is a
piecewise-constant random process with a finite (arbitrary) number of states. The
latter are called MC-flows (Markov chain) or MAP-flows (Markovian Arrival Process)
and are most commonly used in solving applied problems.

In practical information systems, it is often impossible to observe all events in
a flow due to the dead time of recording devices [4]. This dead time occurs when
recorded events cause other events to be lost or inaccessible for observation. The dead
time of recording devices is influenced by various factors and can be categorized as
non-prolonging or prolonging. The duration of unobservability may be deterministic
or random with a specific distribution law. In case of random dead time, its maximum
duration is limited by an upper bound. Therefore, it is reasonable to consider the
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distribution of dead time as uniform over some interval when treating it as a random
variable.

The object of this study is a recurrent semi-synchronous doubly stochastic events
flow with an intensity that is a piecewise-constant random process with two states.
The flow operates with non-prolonging dead time that duration is random and
uniformly distributed.

In order to identify lost events caused by dead time factor, it is necessary to
estimate the value of the duration of the dead time. The maximum likelihood (ML)
method is a widely used approach for determining unknown parameters in various
fields of study. In this work, 1) an algorithm to find the ML estimations for the
parameter of the dead time distribution is applied to the observed semi-synchronous
events flows; 2) for the investigation of obtained estimations, a numerical study of
constructed likelihood function in the domain of the unknown variable is provided.

2. Mathematical model

This research focuses on a semi-synchronous doubly stochastic events flow that
accompanying process (intensity) is a piecewise-constant random process A(t) with
two states S7 and So. It is assumed that the i-th state of the process S; occurs
when A(t) = A;, and during that time a Poisson events flow with intensity A; occurs,
i = 1,2. The transition from the state S; of the \(¢) process to the state Sy is only
possible at the occurrence of an event (synchronicity property of the flow), and this
transition occurs with probability p (the A(t) process remains in first state with
probability 1 — p). The transition from the state Se to the state S can occur at
any time not related to the occurrence of an event (asynchronicity property of the
flow). The duration of the A(¢) process being in the second state is a random variable
distributed according to an exponential law F(t) = 1 — e~ ¢ > 0, where as is
the intensity of the transition from the state Sy to the state S;. Hence, we have a
semi-synchronous doubly stochastic events flow. Under these assumptions, A(t) is
a hidden Markov process (A(t) is a fundamentally unobservable process; only the
moments of events occurrence in the flow are observable).

After each recorded event at time tj, a period of dead time of random duration
occurs, which is generated by this event, so that other events in the original flow
that occur during this dead time period are not observable and do not cause its
prolongation. It is assumed that the random duration of dead time is uniformly
distributed with probability density p(T") = 1/T*, where T is the value of the duration
of dead time, 0 < T < T™.

We consider the semi-synchronous events flow, when p = 1, i.e. a flow that
instantly transitions to the second state at each occurrence of an event in the first
state. When this restriction is satisfied, the original semi-synchronous events flow,
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operating under conditions of deterministic dead time, becomes a recurrent flow:
p(ri, 72 | T) =p(r | T)p(re | T), m 2T, 72 2T

where p(7; | T'), i = 1,2, is the probability density of the duration values between
adjacent events in the observed flow, p(71, 72 | T') is the joint probability density [5].

A possible case is shown in Fig. 1, where S and S5 are the states of the random
process A(t); the time axis (0,t) is the axis of moments of occurrence of observable
events at times t1,to,...; the time axis (O,t(i)), 1 = 1,2, is the axis of occurrence
of events in the i-th state of the A(t) process, on which the values of the duration
of dead times generated by observable events in the flow are also indicated; white
circles denote observable events, black ones denote unobservable events, hatching
denotes periods of dead time; the trajectory of the A(t) process is attached to the
time axis (0,t(1).

ay

t=0
L —
5

)
1

0 o JEl)

§

0 ) 2 2 2 i £ 4

0 1
2 5 7

Fig. 1. Formation of the observed recurrent events flow

Note that the stationary mode of operation of the flow is considered, i.e. we
assume that the flow operates infinitely, and its probabilistic characteristics do not
depend on time.

For the semi-synchronous events flow with p = 1 we consider two cases of the
ratio of parameters of this flow: a) general case, when \; — As — agy # 0; b) special
case, when A\ — Ao — ag = 0.

The objectives of this study are:

1) To estimate the parameter of the uniform distribution of non-prolonging dead
time duration T™ based on a sample of moments of observed event occurrence
ti,to,...,ty, on the time interval (0,7T,,), where T, is the observation time of
the flow (t,, < T},,), using the maximum likelihood method.

2) To investigate the estimation T* for the general and special cases of the
considered flow. For that, to conduct statistical experiments to determine the
properties of the obtained estimates.
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3. Approximate ML estimate of the parameter T*

The maximum likelihood method is used to estimate the unknown parameter 7
of the uniform distribution of non-extendable dead time duration in the observed flow.
This method consists in maximizing a likelihood function to estimate the parameter
so that, under the assumed statistical model, the observed data is most probable.

Let we have n values of time intervals between observed events: 71,7, ..., T, that
are measured on the time interval (fo,¢]. Then we have the form of the likelihood
function:

n
L(T* | 7,72, m) = [[ p(r& | T7), T* >0, (1)
k=1
where p(7i, | T%) is a probability density of the duration of the interval between
neighboring events in the observed flow with 7 = 75 (7% is a measurement); 7™ is a
variable value (T* > 0). a) For the general case, we have:

1
p (7| TY) = T {1 — e M7 _gm(atad)T 4 ef()‘QJra?)T} ,0< 7 <T%,

]. * *
pa (7 | T = {7 -1+ CredT + Cpem ™| 4

1 e~ Qata)T [_1 4 CpeMah)T Cze(AQJraQ)T*} } > T

—a(Xetaz) Cy

— A1 (A1—A2) —
(AM+az)(A1—A2—a2)’ B DO CitCr =1 M-d—az #0.

where C = itaz)(M—A2—az)’

b) For the special case, we have:

1
pi(r|T7) =7 {1 —2e7MT 4 e‘(M*”)T} ,0< 7 < T,
P S At N
pg(T\T)—T*e { 2+[1+>\1 a2(7' T )| e +
A .
T G & | L S
A+ o

where \{ — Ao — a9 = 0.
Since the values 73, k = 1, n, are independent, we can order them: 0 < 7(}) <
... <17 < 0. Then we can rewrite the expression (1) in the formula given below

L7, @y = T ) I pe W77,
k=1 k=i+1 (2)

70 <% < 708D i =T,
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assuming 79 = 0, 71 = 0.
Previously in the paper [6] the following theorem for the recurrent events flow
with p = 1 was proven.

Theorem 1. The function p (7*!)|T*) of the variable T* (T* > 0) in both general
and special cases reaches its global maximum at a point T* = 7).

The result of the theorem indicates that the likelihood function (2) is an increasing
function at the interval [0, 7'(1)] and reaches its local maximum at a point 7% = 7(1),
and it is an decreasing function at the interval [T(”), oo) and reaches its local
maximum at a point 7% = 7(®. Therefore, to find the global maximum of the
likelihood function (2), it is necessary to investigate the interval [T(l), T(”)] of
change of the variable T* (r(!) < T* < 7("),

Since the function p (T(k)]T*) (T* > 0) at the point T* = 7*)| k =T, n, reaches
its global maximum, the point 7% = 7(¥), k = T, n, is considered a point suspicious
of the local maximum of the likelihood function (2), and the algorithm for finding
the value of the approximate MP estimate of the parameter T is as follows: 1) the
values of the likelihood function (2) are calculated at the points T = r®) k=1, n;
2) the maximum value of the function (2) is found on the set of these points; 3)
the value 7* that provide the maximum value of the function (2) at the previous
step of the algorithm is selected as the value of the approximate ML estimate of the
parameter 1.

It is not analytically possible to find out explicitly the behavior of the likelihood
function (2) over the entire segment [T(l), T(”)] of variable T change. Instead,
we can numerically investigate the behavior of the likelihood function at some
intermediate points of the segment [7'(1), T(”)] by dividing it evenly into several
parts with a given sampling step AT™.

The present study focuses on examining and improving the approximations
derived from the maximum likelihood approach explained earlier by calculating
all the values of the likelihood function on the segment [T(l), T(")] of variable T
change with a given sampling step AT* and comparing its maximum value with the
maximum found from the values of the likelihood function at the points T* = 7(*),
k =1, n. Therefore, we find out the behavior of the likelihood function (2) over the
entire interval of variable 7% change (with a given accuracy of calculations), and not
only at the points where the global maximum of the function p (T(k)|T*) is reached.

For that purpose, numerous experiments were provided on a simulation model of
the observed flow in both general and special cases. Approximate and refined ML
estimations of the parameter T were obtained numerically according to the two
algorithms presented above. Results of the experiments indicate the high accuracy
of the ML estimates T* calculated by methodology of estimating the unknown
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parameter of the model by the maximum likelihood method, since they received
insignificant deviations from the approximate estimates and refined ones.

4. Conclusion

In this paper, we consider a recurrent semi-synchronous doubly stochastic events
flow with p = 1 with uniformly distributed random dead time in the general case,
when A1 — Ao — ao # 0 and special case, when \; — Ay — ag = 0. An explicit form
of the likelihood function is given for estimating the parameter T* of a uniform
distribution of the duration of dead time. The procedure for constructing the MP
estimate T* is described.
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